�

y

z

� y z

Abstract

K eyw ords:

S R A E L

E R M A N Y

Oded Goldreich Bir git P�tzmann Ronald L. Ri v est

August 7, 1998

Self-Dele g ation with Controlled Propag ation

� or � What If Y ou Lose Y our Laptop

oded@wisdom.wei zmann. ac.il

pfitzmann@cs.uni-s b.de

rivest@theory. lcs.mi t.edu

Dele gation, subk e ys , k e y hierarch y , Zero-Kno wledge Proofs, Kno wledge Comple xity , Thresh-

old Schemes, gradua l release of secrets, Signature Schemes, Non-Interac ti ve Zero-Kno wledge , Commitment

Schemes.

Department of Computer Science and Applied Mathematics, W eizmann Institute of Science, Reho v ot, I . E-mail:

. Currently visiting LCS, MIT . P artially supported by D ARP A grant D ABT63-96-C-0018.

Uni v ersit ¤at des Saarlandes, F achbereich Informatik, D-66123

Saarbr ¤uck en, G . Email: . W ork partially done while visiting MIT and partially at the

Uni v ersity of Hildesheim. Supported by DFG (German Research F oundation).

Laboratory for Computer Science, MIT , Cambridge, Mass., U S A . Email: . Supported by

D ARP A grant D ABT63-96-C-0018.

W e introduce dele gation schemes wherein a user may dele gate certain rights to himself, b ut may not

safely dele gate these rights to others. In our moti v ating application, a user has a primary (long-term ) k e y

that recei v es some personalized access rights, yet the user may reasonably wish to dele gate these rights

to ne w secondary (short-term) k e ys he creates to use on his laptop when tra v eling, to a v oid ha ving to

store his primary secret k e y on the vulnerab le laptop. W e propose se v eral cryptogr aph ic schemes, both

generic ones under general assumptions and more speci�c practical ones, that ful�ll these some what

con�icting requiremen ts, without relying on special-purpo se (e.g., tamper -pro of) hardw are.

1

1 h i h i

h i

1 Intr oduction

pr imar y

secondar y

key2 key1

description

Throughou t the paper we use the masculine form.

per sona liz ed

k e y

ne w

How can dele ga tio n of rights be

mana g ed suc h that a user can dele ga te these rights to himself , b ut not to other s ?

statutor y tr anspa r en t

Restricted dama g e fr om loss of second ar y k e ys fe w

In a netw ork ed w orld, users are represent ed by their public k e ys. A message whose digital signature v eriΘes

with a user’ s public k e y is assumed to ha v e been signed by that user . Hence, users ha v e to maintain the

secrec y of their signing k e ys. In real life, ho we v er , the y may wish to use relati v el y insecur e computin g

de vices, e.g., netw orked UNIX machines or laptops, for digital transac tio ns. Ho w can a user mak e use of

such insecu re de vices while preservi ng the secrec y of his secret k e y?

One natural solutio n is for the user to use the secret k e y of his (long-te rm) k e y pair only

on secure computing de vices , and to create (temporary , short-te rm) k e y pairs as needed for

use on less secure de vices . The user dele gates a restric ted amount of authorit y from the primary k e y pair

to such a second ary k e y pair by signing a dele gatio n certiΘcate. This is simply a statemen t of the form

�the seconda ry public k e y can be used instead of the primary public k e y for the follo wing

purpose s and under the follo wing condit ion s and/or limitations : �. The statemen t is signed

with the primary secret k e y . This dele gatio n certiΘcate is transferr ed to the insecure de vice together with

the second ary k e y pair , and is append ed to all messages signed with the seconda ry k e y , so that the recipien t

may v erify the dele gation. If a second ary secret k e y is compromised , the loss is minimized becaus e only a

restricte d amount of authorit y w as dele gated to it.

This is a good solution for man y cases, b ut f ails in cases where rights are assign ed to a

. Here the intentio n is to restrict the right to a speciΘc person , and this is implemente d by requiring a

signatu re (or identiΘcati on ) relati v e to the k e y associate d with this person. This person may indeed gi v e

a w ay its (primary) secret k e y , and thus the requiremen t �for persona l use� is not really enforced . Ho we v er ,

the assumpti on behind such schemes is that users are highly moti v ated not to gi v e a w ay their (primary ) secret

k e y becaus e this k e y allo ws others to do man y more things in the user’ s name. Thus, the user is deterre d

from propagatin g certain person ali zed rights to others by the f act that other rights will be automatic all y

propagat ed along with the former rights. F or e xample, a user may be willing to ille gally propag ate its

persona l subscr ipt ion to some service, b ut not if this is link ed to the propagati on of the right to withdra w

mone y from his bank account .

The problem introduc ed by using second ary k e ys in a setting where personal ize d rights are to be en-

forced, is that the users are no longer deterre d from propag atin g persona liz ed rights which the y may dele gate

to second ary k e ys. This is the case since the dele gation certiΘcate may limit the rights of a seconda ry k e y

to a speciΘc right (e.g., subscr ipt ion ), thus lea ving no addition al risk for the user if he propag ates this sec-

ondary k e y (and the subscri pti on which goes with it). Hence, it seems that dele gation of rights to second ar y

k e ys and the enforc emen t of persona liz ed rights are in conΛict (see further discussio n belo w). Resolvin g

this conΛict is the central goal of this paper . Put in other w ords, we ask:

Correspon di ng to our moti v ating e xample � the use of insecu re computin g de vices � we only conside r

solutio ns that do not emplo y specia l-p urp os e hardw are (e.g., tamper -re sis tan t or with biometric s). W e con-

sider tw o dif feren t approac hes , which we term and . The latter means that the measures

are in visib le to users e xcept for the una v oid ab le f act that issuers , holders , and v eriΘers of a persona liz ed right

must be a w are that this right is personal ize d.

Both approac hes only approx imate the abo v e goal. Loosely speakin g, the y do this by fulΘlling the fol-

lo wing tw o weak er require ment s (with respect to second ary k e ys to which person ali zed rights are dele gated) :

1. : Loss of a second ary secret k e ys causes no (or

little) damage to the user , be yond the loss and possible ab use (by the Θnder or thief) of the po wer

dele gated by the user to these second ary k e ys.

1.1 The Statutory A ppr oach

1.2 The T ranspar ent A ppr oach

v alidate

Restr icted damage from loss of secondar y k e ys:

Deterr ing propagation of secondar y k e ys:

Deterring pr opa g at ion of second ary k e ys many

suf Θ cien tly many

suf Θ cientl y many

not

validate d

fe w

Many

2. : Gi ving a w ay second ary secret k e ys to other users

(e.g., friends) greatly endange rs the user in the sense that this may ha v e conseq ue nce s which are

highly unpleasa nt to the user (and e xtend w ay be yond the rights associ ate d with these second ar y

k e ys).

The slackne ss presen t in this formulation seems ine vitabl e since the Θnder/thief in the Θrst require ment is

�indisti ng uis ha ble � from the friends in the second . Thus, the distinct ion is made quantitat i v ely .

The paper focuses on the transpar ent approac h, where the solutio ns are cryptog ra phi c. (These crypto -

graphic schemes may ha v e applicat ion s be yond the scope of the self-de le g ation problem.) The statutor y

approac h, which has non-cry pto gr aph ic solutio ns , is only discus sed in the ne xt subsec tio n. W e refrain from

address ing the non-te ch nic al question of which of the approach es is �better�. W e note, ho we v er , that the

solutio ns in the tw o approac he s dif fer in se v eral aspects, and all aspects should be tak en into account when

e v aluatin g these soluti ons .

F ollo wing the abo v e paradig m, one may de vise simple solution s in which trusted author itie s (i.e., a judicia l

system) inΛict suitabl e punish ment s on users which are pro v en to ha v e propagat ed person ali zed rights to

others. The case against a user will consist of second ary secret k e ys (with correspo nd in g

certiΘcates assigni ng persona liz ed rights); it is assumed that no user is going to incrimina te himself, whereas

other users may be less careful not to incrimina te anothe r user . Furthermore , users may e v en be encoura ge d

(again by statuto ry means; e.g., a w ards) to incriminat e others. Such a judicial system is v ery Λe xible � it

may conside r special circumstan ces and determine the v erdict based on these. On the other hand, such a

system has a signiΘcan t o v erhead.

Another type of statuto ry arrangemen t, closer in spirit to the solutio n presen ted ne xt, is to deΘne an action

tak en with v alidate d seconda ry secret k e y (re gardless of their assigne d rights) as if it w as

tak en by the user (i.e., with the correspo nd ing primary k e y). Ho we v er , in such a case, all v eriΘers of an y

signatu res , e v en those that ha v e nothing to do with personal ize d rights, must be a w are of this arrangeme nt.

Thus, this solutio n too is not transpa ren t.

In the transp are nt approa ch , users are deterre d from dele gating personal ize d rights to others by ensuri ng that

the recipien t learns somethin g about the primary secret k e y of the dele gator . A user will then again be highly

moti v ated to dele gate such rights so as not to risk gi ving up the fundamen tal rights associate d with the

primary secret k e y . The basic principl e of all our propos als is that the user has to his second ary k e ys

with respect to his primary secret k e y (in addition to signing an ordinary dele gatio n certiΘcate) . As describe d

belo w , the v alidatio n proces s will deter the user from dele gating persona liz ed rights to others. Use of

persona liz ed rights is granted only when one pro v es possess ion of a second ary -k ey (or possess io n

of the primary-k ey , as usual) , mere possess io n of a seconda ry -k ey (without correspo nd in g v alidatio n) will

not do.

The conΛictin g goals stated abo v e, are thus rephras ed as follo ws:

1. Loss of a v alidate d second ar y secret k e ys

will not endang er the security of the primary secret k e y . That is, the y yield little or no kno wledg e

about the primary secret k e y .

2. v alidated seconda ry secret k e ys allo w the recipi-

ent to reco v er the primary secret k e y ef Θciently .

�

�

�

original

1.3 Related W ork

Gener ic vs . speci�c:

Gr adual vs . threshold:

Limitations f or secondar y k e ys:

limitations inde x

W e present se v eral constru cti on s achie ving such a balance. These constru cti on s dif fer in the techniq ues used

to encode the informati on about the dele gator’ s primary secret k e y (in the secret v alidatio n informatio n). Our

constru cti ons are cate gori zed by the follo wing parameter s:

In Section 3, we presen t generic schemes which apply to an y primary and

second ary k e ys. The y rely on non-in ter act i v e zero-k no wledge proofs [4 ], and can therefo re be b uilt

from an y trapdoo r one-w ay permutatio ns [16 , 24 ]. In Section 4, we presen t more speci�c and ef �cient

constru ct ion s where the primary k e y pair must belong to a discret e-lo gar ith m based cryptog rap hi c

scheme lik e Schnorr or DSS signatu re s [30 , 15 ].

In Construct ion s 1 thru 3, the securit y of the primary secret k e y de grade s

gradua lly with the number of seconda ry secret k e ys a v ailab le to an adv ersary until the primary secret

k e y is totally re v ealed . In Construct ion s 4 and 5, the primary secret k e y is fully secret up to a certain

thresho ld number of seconda ry secret k e ys a v ailabl e to an adv ersa ry (e.g., 3, 10, or 100), b ut is easily

reco v ered from an y number of secondar y secret k e ys lar ger than this or a second thresho ld.

Addition ally , some schemes allo w the applicat ion to freely �x after ho w man y second ary secret k e ys

the adv ersary will get the primary secret k e y (i.e., the slope of the gradual de gradat ion or the thresho ld,

respect i v ely ), whereas in others this number is prede�ned by other system parameter s, e.g., the k e y

length .

Apart from honest users, service pro vider s will wish to limit the

rights associat ed with secondar y k e ys to ensure that man y dif ferent k e ys are needed for lar ge-s cal e

ille gal propagatio n of rights. W e handle these limitations associ ate d with a secondar y k e y in a genera l

w ay , and call their descript ion a . An archety pa l e xample of limitations indices are

time periods, such as days, during which a seconda ry k e y is v alid. Other e xamples include upper

bound s on v alue of transac tio ns, lists of speci�c services , etc.

A rele v ant parameter for our schemes is the size of the domain of potentia l limitations indices. F or

e xample, if second ary k e ys are associ ate d with days, the domain of indice s is relati v ely small. If,

on the other hand, limitation s indices stand for arbitrary speci�cati on of rights such as e xpresse d

by 1000-w o rds English-text document s, then the domain is huge. The domain in Constructi on 3 is

unbou nde d, in Constructio ns 4 and 5 bounde d, b ut e xponen tia lly lar ge in the securi ty parameter , and

in Construct ion 2 relati v el y small. (Indeed , using approp riat e hashin g, one may use schemes with an

e xponen tia lly lar ge domain of limitation s indices as if their domain were unboun de d.)

Our proposal s for self-delegatio n of person ali zed rights are not in con�ict with normal dele gation of other

types of rights: Both types of rights can be gi v en on the same primary and second ar y k e ys and e v en with

the same dele gation certi�cates . The only dif ferenc e is that for personal ize d rights, v eri�ers will require the

presenc e of v alidation informati on related to the primary k e y of the o wner of the right, whereas in

other cases the y only require a dele gation certi�cate .

Dele gation certi�cates are merely document s which assert that certain rights associate d to a speci�c public

k e y are to be passed to another public k e y . Such documents are v eri�able with respect to the former pub-

lic k e y , and are bindin g (as all digital signatu res ) under certain statuto ry pro visio ns. T echnical problems

with such certi�cate s occur where one mak es addition al requiremen ts (e.g., anon ymity , standa rdi zat ion of

conte xts , or non-tr ans fer ab ilit y) re garding such certi�cate s. None of these e xtensi ons is require d in our case.

τ

G

�

�

( 1)

2 The Model r estrict

on

arbitrary

one

addition al gener ic

ser v er

users v er i�ers

Ser v er setup:

In our case the goal is to the dele gatio n of some rights; speci�cally , of person aliz ed rights.

Thus, ordinary dele gatio n certi�cate s will not do, unless the y are augmented by either an auxiliar y statutor y

arrange ment or auxiliar y v alidat ion informatio n, as discuss ed abo v e. (In f act, one may vie w the augmen-

tation of dele gation certi�cate s, suggest ed abo v e, as a ne w type of certi�cate which one may call a self-

dele gation certi�cate .) Other approa ch es to the issue of limiting the dele gation of rights were sugge ste d

in [7 , 8].

W e note the analog y between the curren t w ork and [14 ]: The latter paper present s a transpar ent approac h

to cop yr igh t protectio n, in contras t to the (typica l) statutor y approach based on �ngerprin tin g [32 , 5 , 6 , 29 ].

Some analog y e xists also between self-de le gat ion schemes and -spend ab le coins [10 , 27 ]. Con-

ceptual ly speaki ng, the problems are dif ferent since there is no requiremen t on persona l use in the latter ,

and the main issue is untraceab ili ty (otherwise identi�cat ion of o v erspen de rs w ould be tri vial). T echni-

cally speaking , one can see that the analogy does not e xtend too f ar since here we constr uct self-delegatio n

schemes based on standa rd comple xity assumption s, whereas such schemes are not kno wn for untrace abl e

cash.

Our model and constru ctio ns of self-del e gati on schemes only concern the core part of the applicati on s

describ ed so f ar , and are therefo re lar ge ly indepen de nt of the concrete applicat ion . In particula r , we only

deal with the primary and secondar y k e ys, and not with certi�cates that third parties gi v e to assign rights to

the primary k e ys, such as the abo v e-men tio ned certi�cate assertin g subscri be rho od � these can be realize d

in standar d w ays, for e xample, by signatu res with k e ys held by the third parties the k e ys handled in the

self-del e gati on scheme, and thus be added to our constru ct ion s in a modular w ay .

Furthermore , we do not e xplicit ly consid er the user’ s o wn authoriz ati on of the seconda ry k e ys, i.e., the

dele gation certi�cates (from primary k e y to seconda ry k e y) as describe d in the introdu ct ion . This is not quite

as indepen de nt of our schemes as the statements by third parties, b ut whene v er the underly in g cryptog rap hi c

scheme is a signature scheme, the dele gation certi�cate s can be made in a standar d w ay with the primary

secret k e y .

The notion of a scheme will more precise ly mean the follo wing: An underly in g

cryptog rap hi c scheme may be gi v en that contai ns an algorith m for generatin g primary k e y pairs and one for

generat ing second ary k e y pairs, possib ly depend ing on a primary k e y pair . The typical case is simply that

an algorith m for generati ng k e y pair is gi v en, and all primary and secondar y k e y pairs are generate d

indepen de ntl y with this algorithm. Our mechanis m allo ws to control propagat ion of such secondar y k e ys

without posing additio na l dangers on the underlyi ng scheme and without making assumptio ns about ho w

the k e ys of the underl yin g scheme may be used. F or instance , signing (with a secret k e y) is not a zero-

kno wledge proced ure , and in some protoco ls secret k e ys may e v en sometimes be re v ealed. Our contro lle d

self-del e gati on schemes should not pose an y risk to the k e ys, i.e., be yond the risk in v olv ed in

using the gi v en underl yin g cryptog ra phi c schemes. The schemes in Section 3 are of this type, and those in

Section 4 are only slightly less generic in that the y assume a speci�c generati on algorithm for the primary

secret k e y . W e brie�y mention v ariants that may be a little more ef �cient, b ut require that primary and

seconda ry k e ys are only used in well-de�ned w ays, e.g., within a speci�c signat ure scheme. In the rest of

the model section, we concentr ate on generic schemes.

W e ha v e to consider three types of parties: a , which correspo nd s to a k e y certi�catio n infrast ruc -

ture, , who ha v e primary and second ary k e ys, and , with whom the users interac t using their

seconda ry k e ys. A self-del e gatio n scheme with controll ed propag atio n has four protoco ls:

Here the serv er generat es and publish es global paramete rs.

2

2

κ

≥

�

� fe w

�

�

�

�

( )

( )

( )

( ℓ

ℓ

ℓ

ℓ

ℓ ℓ

ℓ

ℓ ℓ

ℓ

ℓ

κ

κ κ O n n

κ

f n f n / n

,

,

,

ℓ

ℓ

ℓ ℓ

, ,

ℓ

ℓ

δ

δ τ

2 = (log )

( ) ( ) 1 p oly ( ) sk pk

sk pk

sk pk

val

pk pk

sk val

pk

sk val pk

pk

sk

Registr ation:

e xtended pr imar y secret k e y

e xtended pr imar y pub lic k e y

Secondar y k e y v alidation:

v alidation tag

V er iΘcation:

correctly v alidated

v alid

Restr icted damag e from k e y disclosure:

slope

Loosely speaking, saying that a protocol (or a message) gi v es bits of kno wledge with respect to a gi v en state means that

whate v er can be ef Θciently computed after the e x ecution of the protocol (or receipt of the message) can also be computed ef Θciently

with probability at least from the state alone. Thus, for small , more precisely where is the k e y length, if

one can Θnd the primary secret k e y with non-ne gligible probability after recei ving at most bits of kno wledge, then one can do the

same without recei ving these bits. (Recall that is non-ne gligible if ).

Here the user , ha ving genera ted a primary k e y pair from an underl yin g cryp-

tograp hic scheme, re gister s the primary public k e y with the serv er . W e call the secret informati on that

the user stores at the end of the re gistrati on his , and the correspo nd in g

informati on publish ed by the serv er the user’ s . F or simplicity , we

often omit the term �e xtend ed �, and use to denote also the e xtended k e y pair .

Here the user , ha ving genera ted a seconda ry k e y pair from the

underl yin g cryptogr aph ic scheme, w ants to v alidate it for a certain limitatio ns inde x . He produc es a

, denoted , that he will use later to con vinc e v eriΘers of the v alidity of the second ar y

k e y pair (when not ha ving the primary secret k e y a v ailab le).

Here a user w ants to con vin ce a v eriΘer , typical ly a service pro vider , that a certain public

k e y can be used as a secondar y k e y for the primary public k e y in the self-delegatio n scheme.

W e stress that the user’ s secret inputs are only and ; he no longer has the primary secret k e y

a v ailab le.

The v eriΘer also inputs the limitations inde x for which is suppose d to be v alid and global

parameter s publish ed in serv er setup. Note that controlle d propag atio n w ould mak e no sense if the

v eriΘer did not check ; e.g., if denotes a speciΘc date, the v eriΘer must enter the current date rather

than let the alle ged user enter a date of his choice (which w ould al w ays be the one for which the k e y

is v alid).

These protoc ols must be ef Θcient, preferab ly as ef Θcient as the underlyi ng cryptogr aph ic scheme. Clearly ,

correctl y v alidate d second ary k e ys for correctly re gistered primary public k e ys should (almost) al w ays be

accepte d by honest v eriΘers.

W e call a triple ) a secondar y k e y triple if it is a possibl e output

of the correct second ary k e y generati on and v alidati on program. This is what a thief gets from an honest

user . Ho we v er , dishone st users who try to gi v e a w ay second ary k e ys to others are not restricte d to correctl y

v alidate d k e ys. W e say that a user gi v es a second person a second ary k e y triple (for a public k e y

and a limitations inde x ) if the informatio n enable s the second person to con vinc e an honest v eriΘer almost

certainl y . F ormally , this notion is only meaning ful in connect ion with the second person’ s progra m, which

may be arbitra ry , yet must be ef Θcient. F or simplicity , we concen tra te on users gi ving a w ay full-qua lit y

seconda ry k e ys, b ut with deΘnitions as in [1 ] this can be genera liz ed to gi ving a w ay information that will

only con vi nc e the v eriΘer with a certain probabi lity .

Our tw o goals can no w be formulate d in more detail as follo ws:

If a certain user is honest, it should be infeasib le for an

adv ersa ry (thief) who only obtains correct ly v alidated second ary k e y triples to generat e additio na l

v alid seconda ry k e y triples. Here, �addit ion al� means for a limitation s inde x for which the adv er -

sary has not obtain ed a correct ly v alidate d seconda ry k e y triple. The adv ersar y should also not get too

much kno wledge about e xisting non-sto len seconda ry secret k e ys nor about the primary secret

k e y . More precis ely , as we concent rat e on generic schemes, we ha v e to speak about an y kno wledg e

gained by v alidation tags. A suitab le terminolog y is that of kno wledge comple xit y (cf. [23 , 22 ]).

SpeciΘcally , gradual schemes ha v e a parameter , called the , so that each correctly v alidate d

second ary k e y triple only gi v es bits of kno wledg e. Schemes with threshol d ha v e a paramete r ,

�

3

3

�

�

� many

val

sk

sk ℓ ℓ

ℓ

ℓ

ℓ

ℓ

ℓ ℓ

3 Generic Schemes τ

τ

τ > τ β

n/δ n

δ , τ

τ δ

σ

σ

σ

σ

σ ℓ

σ σ

R ef threshold

Controlled propagation .

W e retract an informal statement made in pre vious v ersions that we belie v e the y are in f act also adapti v ely secure▷ called the so that less than correc tly v alidate d second ar y k e y triples do not gi v e the

adv ersa ry an y kno wledge▷

If a user gi v es a second person dif ferent v alid seconda ry k e y triples

then the second person can ef Θciently compute the userφ s primary secret k e y ▷ Here �dif fere nt � means

for dif ferent limitatio ns indices ▷

In schemes with threshol d �man y� typical ly means at least b ut there are also schemes with a

second threshol d ↼i▷e▷ allo wing a gap↽▷ Gradual schemes ha v e a similar parameter which

will typica lly be about where is the k e y length▷

F or simplicity we assume that all the security parameters etc▷ are chosen in serv er setup▷ T ypically

users are concern ed with restrict ed damage from k e y disclos ure and therefo re wish to be lar ge ↼or to be

small↽ whereas service pro vide rs mainly concern ed with propagati on contro l w ant the opposite ▷

W e consider the follo wing types of attacks .

The adv ersary for the Θrst goal �restrict ed damage� kno ws the userφ s primary public k e y ▷ It include s

↼both other users and↽ v eriΘers who ha v e v eriΘed an y number of this userφ s seconda ry public k e ys and

with whom the user has then interacte d using these k e ys e▷g▷ by signin g messages▷

In a strong form of the require ment the adv ersar y also include s the serv er ↼i▷e▷ the user may not w ant

or need to trust the serv er↽▷

The adv ersary for the second goal �contro lle d propag ation � consists of an y number of colludin g

users and other v eriΘers▷ T ypically we only speak of �the user� because indepen de nce is clear ▷ In

some of our constr uct ion s achie vi ng this goal depends on proper beha vi ou r of the serv er ↼which is

suppos ed to generate some random parameters↽ ▷

In all the follo wing schemes the Θrst goal �restric ted damage� is stated and pro v en with respect to a static

adv ersar y i▷e▷ the limitation s indice s of the re v ealed v alidatio n tags are determine d beforeha nd rather than

chosen adapti v ely by the adv ersar y ▷ W e also assume for the time being that each participa nt only carries

out one protoco l at a time ↼i▷e▷ we do not consider protoc ol interlea vi ng↽ ▷

The basic idea is that each v alidatio n tag contain s some little �piece of information � about the

primary secret k e y ▷ The holder of a second ar y k e y can only con vin ce v eriΘers if he kno ws this ▷

Con vinci ng the v eriΘer must be done in zerokn o wled ge so that v eriΘers do not gain an adv anta ge in Θnding

a userφ s primary secret k e y ▷ On the other hand kno wledge of φ s is related to the gradual release of a secret

↼as introd uce d for secret e xchange in ♭3 ♯↽. Kno wledge of a fe w such pieces ↼i▷e▷ φ s↽ does not endange r

the secret whereas kno wledg e of man y �ortho gon al � pieces does endanger it▷ A crucial point is to ensure

this �orthogo na lit y� whene v er man y pieces are gi v en to a second person in violatio n of the �contro lle d

propagat ion � goal▷ T o ensure this the v alue of is made to depend on the limitatio ns inde x ▷ Our

constru cti ons dif fer in the w ay this is achie v ed▷

In the proof that he kno ws the user also has to pro v e that is correct with respect to the primary

secret k e y which is no longer a v ailable in the v eriΘcatio n stage▷ Hence this part of the proof will be

precompu ted in the seconda ry k e y v alidation protoco l▷ W e use a noninte rac ti ve zerokno wledg e proof

system ♭4 ♯ more precisely one where one common random string can be used for an arbitra ry number

□ ℓ

1

2

2

2

2

1 2

1 2 1 2

Lemma 1

Pr oof sk etch:

�

f j9 2 g

f j9 2 g

� 2

� 2

� 2

2

= : ( )

= ( ) : ( )

( )

( )

( ) ( )

( )

( ) ( )

( ( ) ( )) σ

, , ,

, , ,

,

, ,

, , ,

,

R

C

r , r ,

R

, r , r , , C , C r r

NPrecognition of secret k e ys

Unique secret k e ys

V alidity sk

pk

sk

aux

pk

Pred

Pred

Pred pk sk aux sk aux pk Pred

Pred sk pk aux sk aux pk Pred

pk sk sk pk Pred

sk aux pk Pred

sk pk Pred aux sk aux pk

sk pk Pred sk pk

sk

sk

sk pk

aux sk pk

sk Pred

                                                          sk pk sk pk

sk

Pred
same

Suppose that one-way function s e xist. Then, any cryptogr a phi c sc heme wher e only computa-

tional secr ecy of is r equir ed can be tr ansfor med into one with unique secr et k e ys. The k e ys in the

tr ansfor med sc heme ar e augmentat ion s of k e ys g ener ated with the origin al k e y g ener atio n, and the other

algorit hms of the sc heme ar e not c hang e d, i.e ., the y ignor e the ne w components of the k e ys.

of proofs [16 ]. (This result also applies to the more ef Θcient basic constru cti on in [24 ].) In schemes with

a small set of limitations indices, we could impro v e ef Θcienc y by using a non-inte rac ti ve zero-kno wledg e

proof system capable of only pro ving one asserti on, and pro vidin g enough referen ce strings in adv ance.

Finally , we ha v e to guarante e that all ’ s refer to the primary secret k e y . This is easy if the

underly ing cryptog rap hi c scheme guarant ees that for e v ery primary public k e y , there is only one possibl e

primary secret k e y and its v alidity can be v eriΘed in polynomia l time. F or e xample, this is the case with

the prime f actoriz ati on of RSA moduli or the discret e logarithm of an element in logarithm-b as ed schemes.

Y et, in other cases, addition al informati on may be required to v erify the v alidity of secrets with respect

to public ly a v ailabl e information . T ypically , the randomnes s used in the k e y-gene rat ion process suf Θces. W e

then denote by the entire informati on that is publis hed . This moti v ates our interes t in schemes where a

3-ary relation with the follo wing properti es e xists:

: is recogniz ab le in polyn omial -time . This implies that the set

of v alid public k e ys

and of v alid k e y pairs

are in NP and therefo re ha v e zero-k no wled ge proof systems [21 ].

: F or e v ery , there e xists at most one such that .

K e y generati on of the gi v en cryptogr aph ic scheme produces triples .

: If , then there e xists such that is in the range of the

k e y-gen era tio n algorith m.

F or speciΘc schemes, a weak er v alidity conditi on may suf Θce. F or instance, for signatu re schemes it is

suf Θcient if implies that signing with yields v alid signatu res with respect to . This

may sometimes lead to more ef Θcient membership proofs, while maintainin g the same le v el of moti v ation

for the user not to gi v e such an a w ay . The follo wing lemma sho ws that the requiremen t of unique secret

k e ys is no serious restric tio n.

W e use the commitment scheme from [25 ]. It is uncon dit ion all y binding , has a non-

interact i v e openin g stage, and can be based on an y one-w ay functio n. In the commit stage, a random

number is needed which may be chosen by a trusted serv er once and for all (see Section 5 in [25 ]). W e

modify the gi v en cryptog rap hic scheme by adding a commitment on to the original public k e y and

deΘning to be the pair of random string s that were used in the genera tio n of and in

generat ing the commitment from and , respecti v el y . The predica te is deΘned to contain all triples

where , and are genera ted correct ly using and .

Uniquene ss is clear by the uncondit ion al bindin g propert y of the commitment, and the addition al com-

mitment does not harm the computatio na l secrec y of . V alidity follo ws immediately from the deΘnitio n

of .

�

2 f g

�

2

�

2

�

2 p oly ( )

1 2

1

2

3.1 Gradual schemes

n

ℓ

ℓ ℓ

ℓ δ

ℓ

δ

ℓ

ℓ ℓ

ℓ ℓ ℓ

ℓ

ℓ

ℓ

ℓ ℓ ℓ ℓ

ℓ

0 1

p oly( log )

( )

( )

( )

GF (2 )

GF (2 )

( )

( )

( )

Construction 1

Pr oposition 1

Pr oof sk etch:

Pred

sk pk aux

sk aux pk Pred pk

Pred

sk

sk sk pk Pred sk

pk

sk

Restr icted damage from k e y disclosure:

Controlled propagation :

n δ δ n

R ef ,

r , r , ... n

r n, ℓ

,

, ,

ℓ σ , π

σ r n/δ

π R ef

, σ r

σ , π π

R ef r

r

δ

R ef

L

r ℓ L

σ , π δ σ δ π

σ

The follo wing construc tio n is actually a frame w ork for se v eral slightl y dif feren t v ersions with dif feren t

propert ies ▷

↼generic gradual frame w ork↽.

Serv er setup.

Re gistratio n.

Secondar y k e y v alidation .

V eriΘcation.

↼generic gradua l frame w ork↽.

W e Θrst pro v e P art 1 ↼�restric ted damage�↽▷ First one easily sees that in the re gistra tio n

and v eriΘcation protocol s the user does not gi v e a w ay an y kno wledge be yond the standa rd operati on of the

public k e y infrast ruc tur e because the rest of the protoc ols gi v es zerokn o wled ge proofs▷ Ne xt we conside r

the kno wledge an adv ersary gains by obtainin g a correctl y v alidated secondar y k e y triple▷ Recall that we

only need to consid er what is re v ealed on top of the second ary secret k e y itself i▷e▷ in the v alidatio n tag

▷ These are merely bits of kno wledg e since is only bits long and is a zerokn o wled ge proof

referrin g to and v alues the adv ersa ry kno ws already ▷ ↼Recall that kno wledge comple xit y is bound ed by

the actual length of objects and at most additi ve ♭22 ♯▷↽

W e no w pro v e P art 2 ↼�contr oll ed propagati on �↽▷ By the soundn es s of the interac ti v e zerokno wledg e

proof of kno wledg e ha ving a v alid seconda ry k e y triple ↼i▷e▷ informatio n that enable s the second person to

Let a crypto g r ap hi c sc heme with unique secr et k e ys with a

r elation as abo ve be given▷

The server c hooses the length of the secr et k e ys and the slope wher e divides ▷

It r andomly g ener at es a r efer ence string for the nonin ter a cti ve zer okn owle dge

pr oof system and sets up a sc heme that deΘnes a sequen ce of bit strings so that anyon e

can obtain in time ▷ Se ver al suc h sc hemes ar e discuss ed below ▷

Suppose a user has g ener ate d a primary k e y pair to g eth er with the value

so that ▷ The user pr o ves to the server in zer okno wledge that is valid i▷e ▷

lies in ▷

The validat ion ta g for this userφ s second ar y k e y w ▷r ▷t▷ the limitations inde x

is the pair wher e

1▷ is the inner pr oduc t in of and wher e both ar e consid er ed as dimen sio na l

vectors o ver ▷

2▷ is a nonin teracti ve zer okno wledge pr oof with r espect to the r efer ence string that ther e

e xists so that and is the inner pr oduct of and ▷

The user gives the veriΘer an inter act ive zer okno wledge pr oof of knowledge ♭23 1♯ that

he knows suc h that is a valid nonin teracti ve zer okno wledge pr oof as in Item ↼2↽ of the

valida tio n pr otocol ▷ The common input to the inter ac tive pr oof consist s of and ▷

Any instan tia tio n of Constructi on 1 that is no matter how

the φ s ar e determine d has the following pr operti es.

1▷ The sc heme leaks no knowledge e xcept bits in eac h

corr ect validatio n ta g ▷ The user only needs to trust the server for the r andomne ss of the r efer enc e

string ▷

2▷ If the user gives a second per son valid seconda ry k e y triples for a certai n

set of limitations indices then the second per so n can ef Θ ciently compute the inner pr oduct of one

Θxed primary secr et k e y with eac h value corr espo nd ing to ▷ δ

□

□

Pr

Pr

�

�

� � � � sk

Pred sk

�

� �

�

� � j j

2

1 2

1

2 1

1

( ) ( ) ℓ ℓ

ℓ ℓ ℓ

δ

ℓ

δ

ℓ ℓ β

ℓ

ℓ

ℓ

ℓ

ℓ

ℓ

ℓ

S

S t

n R t R

( )

2 1

= 10

GF (2 ) (1 ) =

GF ( ) ( )

( )

(2 )

!

Construction 2

Pr oposition 2

Pr oof sk etch:

Construction 3

Lemma 2 σ , π

π σ r

r , r , ...

δ n

δ

r α , ..., α

r , α , ..., α β n/δ

β

β r

r

r

m r

r ℓ

m

r

m, n, t, R m > n > R m t R q

S q m, n, t, R m n S

t R

m, n, t, R m

t

S .

W e use Construc tio n 1 with the

following φ s. The server Θxes an easily computabl e enumer atio n of the nonzer o elements of

▷ The value is the vector wher e ▷

Construct ion 2 has the followin g

contr ol led pr op a g ati on pr oper ty. Any valid second ary k e y triples yield the primary secr et k e y ▷

W e use Construct ion 1 with one of the

following sc hemes for g ener a tin g the φ s.

1▷ The server g ener at es and publish es as part of the setup sta g e a

list of a certain number of uniformly c hosen values ▷

2▷ The server pr o vide s a service thr ough ou t

the lifetime of the system, equals the answer of this r andom or acle on query ▷ The r andom or acle

may be implemented by the server by using a pseudo r and om function ♭20 ♯▷

Let be inte g e r s so that and and be a prime power ▷ Let

▷ Then the pr obabi lity that a uniformly c hosen by matrix o ver contain s

r ows whic h to g ether have r ank at most is bounded abo ve by con vin ce an honest v eriΘer↽ implies that the second person kno ws a correct pair ▷ More formally

there is an ef fecti v e w ay ↼called a kno wledg e e xtractor ♭1 ♯↽ to reconstru ct this pair gi v en access to the second

personφ s strate gy and his auxilia ry informati on ▷ No w the soundn ess of the nonint era cti v e zerokno wledg e

proof implies that is in f act the inner produc t of the one Θx ed and ▷ ↼Here the uniquen ess propert y

of is used▷↽ Finally the v alidity propert y guarante es that this is a correct primary secret k e y ▷

The scheme deΘning the sequenc e should guarante e that suf Θciently man y of these v alues span

almost the entire v ector space so that gi ving a w ay man y v alid second ar y k e ys compromises the primary

k e y ▷ Our Θrst such scheme guarant ees this in an optimal w ay b ut can only be used for a domain of up

to limitatio ns indice s▷ This v alue is small becaus e should be at most logarith mic in to satisfy

the restricted d amage condit ion ▷ Thus this scheme is most adequate for cases lik e our moti v ating e xample

where the limitations indices correspo nd to days, e▷g▷ allo ws 1023 days after which the primary

k e y pairs could be rene wed▷

↼generic gradua l se v erely bounded limitatio ns indices ↽.

↼generic gradual se v erely bound ed limitations indices↽ .

An y v ectors form a V andermond e matrix which is al w ays nonsing ul ar ▷ Thus the

system of linear equation s that the second person has ↼by the genera l control led p rop ag ation propert y of

Construct ion 1↽ is of full rank▷ The easily found solution is the primary secret k e y ▷

T o use Constructio n 1 with a lar ger domain of limitation s indices we essential ly use unifor mly random

v alues ▷ The serv er can set these up in dif feren t w ays.

↼generic gradua l less bounded limitations indices↽.

F or mediumsiz ed limitations set.

F or unboun de d limitations set. �random oracle� ↼or Beacon↽

In practic e one may be tempted to use a concrete publicl y a v ailable functio n typically a hash functio n

belie v ed to �beha v e randomly� ↼cf▷ ♭19 2♯↽▷ Ho we v er in connecti on with the role that the bound on

the number of function v alues an adv ersary can e v aluate plays in the propos itio n belo w it w ould need to

be a v ery slo w function ▷ T o analyze the controll ed pro pa gati on quality of these constr uct ion s we need a

technic al lemma about the probab ilit y that too man y of the φ s are linearl y depend en t▷ Note that when we

talk of the rank of a matrix chosen from a subset of a Θeld we mean its rank o v er the Θeld ↼i▷e▷ the maximum

number of linearly indepe nd ent ro ws with respect to coef Θcients from the Θeld↽▷

∑

□

n

2 2

Pr

�

0

f g

� � �

�

�

3.2 A thr eshold scheme

�

�

f g �

� �

�

�

�

�

�

2 f g

�

2

�

� n

ℓ

ℓ

ℓ

ℓ

ℓ

, n

m n m n

ℓ

n

n

n

n

n

τ

j j j

Pr oposition 3

Pr oof sk etch.

Construction 4 sk

sk

Pred

sk pk aux

sk aux pk Pred pk

Pred

pol sk

2

2

2

2

0 1

2

(2 log ) ( +2 log )

2

2

2

2

p oly ( )

1 2 1

1

def

1

=0

0 δ

δ

r n

m

m

/m

n

r

n m m

r

ℓ r n

m m n q

S , t n R n m m r

n

m, n, n, R m

n

< .

r n m

n m

n m

m

τ

n

n τ

R ef ,

α , ..., α

,

, ,

τ

x c x c

C

= 1

= 1 1 2

2

1

2

GF (2)

2 log

2

= + 2 = 2

= 0 1 = 2 = 2 log

2

( 2 )

(2 )

(2 )!

2 2

2 log

2 log

2

2 1

2 1

0 1

GF (2 )

( )

( )

1 GF (2 )

( ) = =

F or the �r st variant of Construc tio n 3,

with , the followin g contr ol led -pr op a g ati on pr operty holds: W ith pr obabi lity at least , o ver

the c hoice of the ’ s, if a user gives away valid seconda ry k e y triples to a second per son, the second

per son can ef � ciently list a set of at most possibi lit ies for the primary secr et k e y . F or the second varian t

of Construc tio n 3, the abo ve holds pr o vid ed the user mak es at most or acle querie s.

Let a crypto g r aph ic sc heme with unique

secr et k e ys with a r elation as abo ve be given. Additional ly , we need a secur e commitment sc heme that

is uncon dit ion all y binding ; e .g ., as in [25 ].

Server setup: The server c hooses par ameters for the length of secr et k e ys and for the thr eshol d

and a r efer ence string for the non-int er a ctiv e zer o-kno wledge pr oof system. It

�xes an easily computab le enumer atio n of the non-ze r o elements of .

Re gistr at ion : Suppo se a user has g ener at ed a primary k e y pair , to g ethe r with the value

so that . He �r st pr o ves to the server in zer o-kn owle dge that is valid, i.e ., lies

in . Ne xt, he uniformly selects a polynomia l of de gr ee o ver with the primary secr et

k e y as the consta nt coef � cient , say , with . This corr esp on ds to setting

up a secr et sharing sc heme as in [31 ]. He mak es a commitment to all the non-co ns tan t coef � cient s

The proof is gi v en in the appen dix . F or simplicit y , we no w restrict oursel v es to the binary case, i.e., .

(generic, gradua l, less bounded limitatio ns indices ):

The second person can use the abo v e list in dif feren t w ays: F or e xample, he can ef �ciently perform an y task

requirin g this secret k e y with probabi lit y , by uniformly selectin g an element of this list. Alternati v el y ,

in man y applicat ion s, addition al publicly a v ailab le informat ion can be used to determin e which of these k e ys

is correct .

W e wish to sho w that it is infeasibl e for the user to �nd limitation s indice s so that the

corresp ond in g ’ s, consid ere d as v ectors o v er , span a linear subsp ace of �small� dimension , more

precisel y smaller than . By the hypothes is, in both v ariants , the user can inspect at most v alues

’ s in this attempt. W ithout loss of generali ty , we can assume that the user will only gi v e a w ay second ar y

k e y triples for limitation s indices for which he has inspected (because inspecti ng additi ona l v alues

is no signi�cant o v erhead and we could then w ork with ). In v o kin g Lemma 2 with ,

, , and , we obtain that the probab ili ty that the inspecte d ’ s contai n

such a subset of v ectors is bounde d by

From this point on, we ignore this ne gligib le probabi lit y e v ent. Thus, we may assume that the correspo nd in g

v alues span a linear subspac e of dimension at least . By the general contro lled -p rop ag atio n

propert y of Construct ion 1, this implies that the second person has a system of at least inde-

penden t linear equatio ns modulo about the unkno wn bits of . He can easily list all the (at most )

solutio ns of the system, which corresp on d to up to dif feren t possibl e v alues of .

W e no w sho w a generic thresho ld construc tio n. The thresh old can be chosen freely between 1 and ,

where is the length of the k e ys. The set of limitation s indices is bound ed , b ut the bound can be much

lar ger than in Constructi on 2: It is no w .

(generic , threshol d, e xponen tia lly lar ge domain):

□

sk

2

0 ℓ ℓ

ℓ ℓ

ℓ

ℓ ℓ

ℓ ℓ

ℓ

�

�

2

�

�

�

�

2 f � g

�

Pr oposition 4

Pr oof sk etch:

4 Discr ete-Logarithm Schemes

1

( )

( )

( )

= ( )

( )

1

1

1

GF( ) = 0 1 = mo d

2 pk

pol

sk pol sk pk Pred pol

sk pol

sk

sk pk τ

, C

ℓ

σ , π

σ α

π R ef

,

C c σ α

σ , π

τ

R ef

τ

σ τ τ

q p q p

g q p

q , ..., q g p

τ

Restr icted damage from k e y disclosure.

Controlled propaga tion.

using the given commitment sc heme ▷ T ypically the length of the commitment automatica lly shows

that the conten t is a polyno mial of de gr ee otherwise this must be shown in zer okno wledge ▷

The userφ s e xtended primary public k e y is ▷

Second ar y k e y valida tio n. The valida tio n ta g for this userφ s second ary k e y for the limitation s inde x

is the pair wher e

1▷ is the value of the polynomia l at the point ,

2▷ is a nonin teracti ve zer okno wledge pr oof with r espect to the r efer ence string that ther e

e xist and so that the nonco nst an t coef Θ cien ts of corr esp on d to

the commitment the constan t term equals and ▷

V eriΘcati on. The user gives a zer okn owled g e pr oof that he knows a corr ect pair ▷

Constructio n 4 satisΘe s

1▷ Public informat ion and the validati on ta gs of at most

corr ectly valida ted second ary k e y triples leak no knowledg e▷ The user need not trust the server

e xcept for the r andomnes s of the r efer ence string ▷

2▷ Any valid seconda ry k e y triples yield the primary secr et k e y ▷

The second part follo ws as in Proposition 2▷ F or P art 1 the securit y of the commitment

scheme and the zerokn o wled ge proofs implies that the only nonneglig ib le source of kno wledge is in the

v alues ▷ These are shares of a secret sharing scheme with thresh old and therefo re gi v e no infor

mation about the secret ♭31 ♯▷

W e no w present a practica l selfdel e gati on scheme for cryptog rap hi c schemes based on discrete logarithms

in groups of prime order ▷ Important e xamples are Schnorr and DSS signatu res ♭30 15 ♯▷ The adv antag e o v er

the schemes in the pre viou s section is that no general zerokno wledg e proof techniq ue s are needed and

the resultin g selfdelegatio n schemes are essent iall y as ef Θcient as the underly ing schemes▷ The secondar y

k e ys can e v en be from a dif ferent crypto gra ph ic scheme, only the primary k e y pair has to be from the

discrete lo gari thmb as ed scheme▷

More precise ly we assume an underly in g crypto gra ph ic scheme with the follo wing k e y generati on . First

a prime is chosen typicall y 160 bits long, ne xt a prime typically 512 bits such that di vides , and

then an element of order in the multiplicat i v e group modulo ▷ A secret k e y is a uniformly chosen v alue

and the correspo nd ing main part of the public k e y is ▷

The actual scheme is a slight e xtensi on to Feldmanφ s V eriΘable Secret Sharing ↼VSS↽ scheme based

on discret e logarith ms ♭17 ♯▷ The v alidatio n tags are simply shares of the secret k e y ▷ W e need tw o e xtra

propert ies for our applica tio n. First if we w ant a lar ge domain of limitation s indices the VSS scheme must

allo w a lar ge number of potentia l shares with an ef Θcient w ay to inde x them▷ Secondly in our case it is not

the shareh old ers who need to v erify the v alidity of the shares ↼the shareho lde rs in the moti v ating e xample

are the laptops ↽ b ut e xterna l v eriΘers i▷e▷ we need an ef Θcient zerokn o wled ge proof of kno wledg e of a

proper share▷ Although these e xtra properti es are not required in the general deΘnition of VSS ↼cf▷ ♭12 ♯↽

the y happen to hold in Feldmanφ s VSS▷ This gi v es the follo wing scheme for an y ▷

4

2

�

∑

∏

t

t val j

ℓ

j

t

�

�

�

�

�

�

�

�

1 1

1

=1

1

=1

4

�

f � g

�

�

�

�

�

�

� τ

j c

ℓ

ℓ τ

j j j

ℓ

ℓ

ℓ

ℓ τ

j ℓ

j

j

ℓ

ℓ sk pk

pol sk

pk

val pol

val sk

sk

pk

pk

pk pk

val pk

Construction 5

Pr oposition 5

Pr oof sk etch:

( )

1 1

( )

1 GF ( )

( ) GF ( )

= mo d

= 1 1

= ( )

= + mo d

= mo d

= mo d

1

( ) q , p, g

, ..., q

τ

,

τ q

c , ..., c q

h g p

j , ..., τ g

q

ℓ

ℓ

c ℓ q .

g p

h p,

h

τ

q , p, g

τ

Restr icted damage from k e y disclosure.

Controlled propaga tion.

↼discrete log thresho ld e xponen tia lly lar ge domain↽.

The Θrst part follo ws immediately from the perfect security of the VSS scheme when the

public k e y is already gi v en ♭28 ♯ and the f act that in addition the user only gi v es zerokn o wled ge proofs▷ F or

P art 2 the serv erφ s v eriΘcatio n in re gistrat ion guarant ees that the user sets up v alid v eriΘcation informatio n

The system from ♭9 ♯ is quite ef Θcient b ut it needs rounds of communication ↼each with one e xponentiation on both sides↽ for

a security le v el of ▷ Actually some of these can be e x ecuted in parallel with the usual tradeof f between amount of parallelism

and tightness of the security cf▷ ♭19♯▷ Ho we v er need not be v ery lar ge because we do not try to e xclude e v ery single case of

propagation an yw ay ▷

Let any crypto graph ic sc heme based

on discr ete lo garit hms in gr oups of prime or der be given i▷e ▷ the primary k e y g ener a tio n is as describe d

abo ve ▷

Server setup. F or simplicity we let the server g ener ate the par ameters of the underly in g

sc heme ▷ The domain of limitatio ns indices is ▷ The server also selects an arbitr ar y

thr esho ld ▷

Re gistr at ion . Given a primary k e y pair fr om the underly in g discr ete lo garith m sc heme the

user r andomly selects a polynomia l of de gr ee o ver with as its constan t coef Θ cie nt▷

That is it selects uniformly coef Θ cie nts in ▷ This polynomia l is the e xtende d

primary secr et k e y ▷ The e xtend ed primary public k e y consists of and the values

for ▷ The server veriΘes that these values lie in the gr oup g ener ated by ↼by verifyin g

that their th power is 1↽▷

Second ar y k e y valida tio n. The valida tio n ta g for this userφ s second ary k e y for the limitation s inde x

is the value i▷e ▷

Note that this validat ion ta g can be seen as a secr et k e y denote d of the underlyi ng discr ete

lo gari thm sc heme, the corr espo ndi ng public k e y would be ▷

V eriΘcati on. The veriΘer can compute this value as

using the values in the userφ s e xtend ed primary public k e y ▷ Now the user has to give a zer o

knowledge pr oof of knowledg e of i▷e ▷ of the discr ete lo garith m of ↼cf ▷ ♭9 19 ♯↽▷ An alter

native is Sc hnorr identiΘc at ion ♭30 ♯ whic h needs only one e xponen tia tio n on eac h side b ut is only

known to be witnessh id ing ♭18 ♯▷

Constructio n 5 satisΘe s

1▷ Public informat ion and the validati on ta gs of at most

corr ectly valida ted second ary k e y triples leak no knowledg e▷ The user need not trust the server

e xcept for the safe c hoice of the par ameters ▷

2▷ Any valid seconda ry k e y triples yield the primary secr et k e y ▷

□

� �

+1

1

Refer ences

=

( ) mo d = 1 =

=

�

�

�

�

�

�

�

� �

�

�

� τ

q

h ℓ v

h v p v v

ℓ

τ

τ ℓ

ℓ j i

τ i i ℓ

ℓ τ

ℓ

ℓ

ℓ

ℓ

ℓ ℓ

ℓ

ℓ

ℓ

Construction 6

Pr oposition 6 pk

pk

pk pk

val

sk

sk

sk

sk

sk pk

pk

sk

pk

Restr icted damage from k e y disclosure:

Controlled propaga tion:

addition all y

Server setup, r e gistra-

tion, and the deΘniti on of values and ar e as in Constructi on 5. Howe ver , identiΘ ca tio n with r espect

to limitations inde x is immediately conduc ted with r espect to the public value , i.e ., the honest user

wishing to identity itself uses as the secr et k e y inside Sc hnorr ’ s identiΘ ca tio n pr otoco l, and the veriΘe r

uses .

Constructio n 6 satisΘe s

1. F or a thief who obtains less than second ary secr et k e ys,

imper son ati on with r espect to a dif f er ent limitations inde x is as dif Θ cult as imper son ati on in Sc hnor r’ s

origin al sc heme . W e str ess that this holds also when the thief can ask the user to r epeated ly identif y

itself with r espect to various limitation s indices.

2. Any valid seconda ry secr et k e ys yield the primary secr et k e y .

Crypto ’92

1st Annual Confer ence on Computer and Communication s Security

A CM T r ansaction s on Computer Systems

20th

ST OC
for a polyno mial o v er GF(q). The proofs of kno wledge guarant ee that a person ha ving a v alid second ary k e y

triple can e xtract a v alue that passes v eriΘcation as a share. No w the VSS scheme guarant ees that such

shares enable reconstr uc tio n of the uniquel y deΘned secret.

If the set of limitatio ns indices is much smaller than (e.g., if it correspo nds to days of a year), ef Θcienc y

is greatly impro v ed since the e v aluatio n of by a Horner -li k e schema only in v olves e xponent iati on s

with small numbers. That is, can be computed from the ’ s and by iterati v el y computing

, starting with and ending with .

An alterna ti v e w ay of using this core scheme is to use the v alues directly as second ary secret

k e ys (i.e., ’ s), instead of as v alidati on tags for indepe nd ent ly genera ted seconda ry k e y pairs. This

impro v es ef Θcienc y in cases where we can omit the proof of kno wledg e (because the subseque nt usage of

establish es kno wledge of it). Ho we v er , in such a case we ha v e to be careful about ho w the security of

the underl yin g scheme and our self-del e gati on scheme inΛuence each other . In particu lar , the le gitimate use

of in the underl yin g scheme is typicall y not zero-kno wledg e and might therefor e endange r

the primary secret k e y via the self-delegatio n scheme. Thus, security in such usage has to be consid ere d

speciΘcall y for each concrete underly ing scheme (e.g., for Schnorr or DSS signat ure s). SpeciΘcally , for the

Schnorr identiΘcatio n scheme [30 ], securit y does hold, as we will no w sho w .

(Schnorr’ s identiΘcati on , threshol d, e xponen tia lly lar ge domain):

A proof sk etch is presen ted in the appendi x.

[1] M. Bellare and O. Goldreich : On DeΘning Proofs of Kno wledge; in , Springer -V erla g,

LNCS V ol. 740, pp. 390-420 , 1992.

[2] M. Bellare and P . Roga w ay: Random oracles are practical : a paradigm for designin g ef Θcient pro-

tocols ; in Proceeding s of , A CM,

pp. 62-73, 1993.

[3] M. Blum: Ho w to Exchange (Secret) K e ys; , V ol. 1, No. 2,

pp. 175-193 , 1983.

[4] M. Blum, P . Feldman, and S. Micali: Non-Inte rac ti v e Zero-Kno wledge and its Applicati on s; in

, pp. 103-112 , 1988.

Crypto

φ85

Crypto φ95

A uscrypt φ90

ScientiΘ c American

Eur ocrypt φ87

Crypto φ88

Crypto φ92

26th FOCS

IEEE T r ansactio ns on Informatio n

Theory

28th ST OC

Communication s of the A CM

31st FOCS

20th FOCS

22nd ST OC

Crypto φ86

J ourna l of the A CM

25th FOCS

J ournal of the A CM

27th FOCS

♭5♯ G▷ R▷ Blakle y C▷ Meado ws and G▷ B▷ Purdy. Fingerprint ing Long F or gi ving Messages , in

LNCS 218 Springer V erlag Berlin 1986 pages 18018 9▷

♭6♯ D▷ Boneh and J▷ Sha w. Collusio nSec ure Fingerprin tin g for Digital Data, in LNCS 963

Springer V erla g Berlin 1995 pages 452465 ▷

♭7♯ D▷ Chaum. Sho wing creden tia ls without identiΘcat ion . T ransferring signat ure s between uncondi

tional ly unlinkab le pseudo n yms, in LNCS 453 Springer V er lag Berlin 1990 pages

2462 64▷

♭8♯ D▷ Chaum. Achie ving Electronic Pri v ac y, August pp▷ 96101 1976▷

♭9♯ D▷ Chaum J▷H▷ Ev ertse and J▷ v an de Graaf. An impro v ed protocol for demonstra tin g possess io n

of discret e logarithms and some generali zat ion s, in Springer V erla g LNCS V ol▷ 304

pp▷ 127141 1988▷

♭10♯ D▷ Chaum A▷ Fiat and M▷ Naor. Untraceab le Electronic Cash, in LNCS 403 Springer

V erlag Berlin 1990 pages 31932 7▷

♭11♯ D▷ Chaum and T ▷ P ▷ Pedersen . W allet Database s with Observ ers , in LNCS 740 Springer

V erlag Berlin 1993 pages 89105 ▷

♭12♯ B▷ Chor S▷ Goldw asser S▷ Micali and B▷ A werb uch. V eriΘable Secret Sharing and Achie ving Simul

taneity in the Presence of F aults, in pages 383�3 95 1985▷

♭13♯ W ▷ Dif Θe and M▷ E▷ Hellman. Ne w Direction s in Cryptogra ph y,

V ol▷ 22 No▷ 6 pp▷ 644654 1976▷

♭14♯ C▷ Dw ork J▷ Lotspiech and M▷ Naor. Digital Signets. SelfEnforc ing Protectio n of Digital Informa

tion, in pp▷ 48949 8 1996▷

♭15♯ The Digital Signature Standard Proposed by NIST , V ol▷ 35 No▷ 7 pp▷

3640 1992▷

♭16♯ U▷ Feige D▷ Lapidot and A▷ Shamir. Multiple noninte rac ti v e zero kno wledge proofs based on a

single random string, in pp▷ 308317 1990▷

♭17♯ P ▷ Feldman. A practica l scheme for noninte rac ti v e v eriΘable secret sharing , in pp▷ 427

437 1987▷

♭18♯ U▷ Feige and A▷ Shamir. W itness Indistin gu ish ab ili ty and W itness Hiding Protocols, in

pp▷ 416426 1990▷

♭19♯ A▷ Fiat and A▷ Shamir. Ho w to Pro v e Y ourself. Practical Solution s to IdentiΘcati on and Signature

Problems, in Springer V erla g LNCS V ol▷ 263 pp▷ 186194 1987▷

♭20♯ O▷ Goldreich S▷ Goldw asser S▷ Micali. Ho w to Construct Random Functions,

V ol▷ 33 No▷ 4 pp▷ 792807 1986▷ Extended abstract in 1984▷

♭21♯ O▷ Goldreich S▷ Micali and A▷ W igderson . Proofs that Y ield Nothing b ut their V alidity or All

Languag es in NP Ha v e ZeroKno wledge Proof Systems, V ol▷ 38 No▷ 1 pp▷

6917 29 1991▷ Extended abstrac t in 1986▷

� � � �

( )

∑ ∑

( ) ( )

=0 =0

� �

�

� � j j

� � �

Lemma 2

Pr oof:

Pr

Pr

Pr

Pr Pr Pr

S

S t

n R t R

S

S

R

r

S t

R

r

S

GF ( ) ( )

( )

(2 )

!

( )

( ) ( )

!

( )

A ppendi x A: Pr oof of Lemma 1

m, n, t, R m > n > R m t R q

S q m, n, t, R m n S

t R

m, n, t, R m

t

S .

S

n, t, r t n S r

m, n, t, R m

t n, t, r < m

t n, t, r .

32nd FOCS

Computatio na l Comple xity

SIAM J ournal on Computing 17th ST OC

J ournal of Cryptology

J ourna l of Cryptolo gy

Eur ocrypt φ89

Crypto φ89

Eur ocrypt φ91

Eur ocrypt φ96

J ournal of Cryptology

Communicatio ns of the A CM

IEEE Symposiu m on Security and Privacy

Let be inte ger s so that and and be a prime power ▷ Let

▷ Then the pr obabi lity that a uniformly c hosen by matrix o ver contain s

r ows whic h to g ether have r ank at most is bounded abo ve by

♭22♯ O▷ Goldreich and E▷ Petrank. Quantifyin g Kno wledge Comple xity, in pp▷ 5968 1991▷

T o appear in ▷

♭23♯ S▷ Goldw asser S▷ Micali and C▷ Rack of f. The Kno wledge Comple xity of Interac ti v e Proof Systems,

V ol▷ 18 No▷ 1 pp▷ 18620 8 1989▷ Extended abstract in

1985▷

♭24♯ J▷ Kilian and E▷ Petrank. An Ef Θcient Noninter act i v e ZeroKno wledge Proof System for NP with

General Assumptions , V ol▷ 11 No▷ 1 pp▷ 127 1998▷

♭25♯ M▷ Naor. Bit Commitment Using Pseudoran do mnes s, V ol▷ 4 No▷ 2 pp▷

1511 58 1991▷

♭26♯ T ▷ Okamoto and K▷ Ohta. Di v ertible ZeroKno wledge Interacti v e Proofs and Commutati v e Random

SelfReduci bil ity , in LNCS 434 Springer V erlag Berlin 1990 pages 13414 9▷

♭27♯ T ▷ Okamoto and K▷ Ohta. Disposabl e ZeroKno wledge Authentica tio ns and their Application s to

Untracea ble Electronic Cash, in LNCS 435 Springer V erlag Berlin 1990 pages 481

496▷

♭28♯ T ▷ P ▷ Pedersen. Distrib ute d Pro v ers with Applicatio ns to Undeniabl e Signature s, in

Springer V erla g LNCS V ol▷ 547 pp▷ 22124 2 1991▷

♭29♯ B▷ PΘtzmann and M▷ Schunter. Asymmetric Fingerpr int ing , in LNCS 1070 Springer

V erlag Berlin 1996 pages 8495▷

♭30♯ C▷ P ▷ Schnorr. Ef Θcient Signature Generatio n by Smart Cards, V ol▷ 4 No▷ 3

pp▷ 161174 1991▷

♭31♯ A▷ Shamir. Ho w to Share a Secret, V ol▷ 22 No▷ 11 pp▷ 612613 1979▷

♭32♯ N▷ R▷ W agner. Fingerprin tin g, in Proceedin gs of pp▷

1822 1983▷

The follo wing lemma has to be pro v ed.

Recall that arithmetic is al w ays in a ↼prime↽ Θnite Θeld e v en though elements are selected from the subset

of the Θeld▷

Let denote the probab ili ty that a uniformly chosen by matrix o v er has rank ▷

Then our desired probab ili ty is upper bound ed by

↼1↽ sk

1 1

5

�

�

� r n

r n

τ

( )

∑

( )

{ }

( ) ( )

2

�

2

�

�

� � � � � � � �

� � � �

� �

0

�

Pr

Pr

Pr Pr

Pr

Pr

Pr

Pr

Z Z

Z Z

Z Z sk pk

sk

sk

pk

sk pk sk pk

pk

sk sk

:rk( )=

:rk( )=

( ) ( ) ( ) ( )

( ) ( )

5

1 1

A ppendi x B: Pr oof of Pr oposition 6

�

� h i

� � �

� �

�

h i

� j j

� � j j � � j j

� � � j j

2

2

2

�

� �

�

( )

GF ( )

( ) Prob( ) ( )

max ( )

GF ( ) 1

( )

( )

!

2

= mo d

= mo d

= + mo d

mo d

1

S

M

S

S

M S M r

M

S t r

M S M r

M

S t r

M

S

n r

n

S n r t r n R t R

S t

t n R t R

q

q x

q

β α

ℓ ℓ ℓ

ℓ

τ

ℓ ℓ n, t, r t r S

r r n M n

S q M M

n, t, r t

r

M

t

r

.

M r n r

M M

S q / S r

S

n, t, r t

r

S t

r

S .

m, n, t, R m

t

S ,

q , p

g g p

x y g p y

α

β x α q

g y p.

A

A

A h , ..., h

τ

Our ar gument resembles di v erted and blinded proofs which ha v e Θrst appeared in ♭26 11 ♯ ↼combined with Pedersenφ s proof of

the V eriΘable Secret Sharing↽▷

Ne xt we bound using the probabi lity that ro ws ↼o v er ↽ are in the linear space spanne d

by other ro ws▷ F or an y by matrix let denote the probab ili ty that a uniformly selected

dimension al v ector o v er reside s in the linear subspace spanne d by ▷ W e ha v e

matrix is chosen

T o bound for a matrix of rank we consider a set of ro wreduce d equatio ns whose solu

tion space is precise ly ▷ ↼Readers unf amilia r with dual v ectorsp ac es may think of as the generato r

matrix of a linear code and the equati on s as a corresp on din g checkmatr ix▷ Ro wreduced means that there

is an identity submatrix b ut not necess aril y in adjacen t columns▷↽ The probabi lity that a uniformly chosen

v ector o v er fulΘlls these equatio ns is at most . First randomly set the elements not

corresp ond in g to the identity submatrix▷ The remainin g ones are then unique ly determined and the solutio n

may not e v en lie within ▷ W e therefo re get

Substituti ng this into Eq▷ ↼1↽ we obtain

which pro v es the lemma▷

Let us Θrst recall Schnorrφ s identiΘcati on protoco l ♭30 ♯ which is actual ly a proof of kno wledg e of a discret e

logarithm▷ Its k e y genera tio n is e xactly as describe d in Section 4 i▷e▷ it yields public parameters and

a secret k e y and a main public k e y ▷ The follo wing protoco l is used to pro v e

kno wledge of .

1▷ The pro v er uniformly selects computes and sends to the v eriΘer ▷

2▷ The v eriΘer uniformly selects ↼a challen ge↽ and sends it to the pro v er ▷

3▷ The pro v er responds with ▷

4▷ The v eriΘer accepts if and only if

W e rename and from Constructio n 5 into and because the y are no w real seconda ry k e ys▷

W e sho w that an y restrict ed ↼as in Propositio n 6↽ attack against the selfde le g ation identiΘca tio n

scheme can be transfo rmed into an equally succes sfu l attack against Schnorrφ s original scheme▷ Con

sider such an attack ▷ First it e xpects to get the e xtended primary public k e y ↼ ↽ and then

up to second ary secret k e ys ▷▷▷ ▷ Moreo v er the attack er can ask the user to identif y itself

�

� sk

Z Z

Z Z

1 1

0

1 1

∑

∑

∏

∑

∑ ∑

∑ ∑ τ

j ℓ

j

i

j

i,

j i,j

τ

j

j

62 f g

2

�

�

�

�

�

�

�

� �

�

� � �

�

�

0

�

0

0

�

�

�

0

0

0

0

�

0 0

0

� �

0 0

0

� �

1 1

1

=1

0

1

=1

1

=1

1

1

=1

0

1

=1

1

=1

1

=1

1

=1 pk

pk

sk

sk sk

pk

sk sk

sk sk

sk sk

pk pk

                                                          pk sk sk

sk

sk

sk

sk

sk sk

= mo d = 1 1

= + mo d = 1 1

=

= + = 1 1

= ( ) = 1 1

( ) 1

=

= (1 + ) mo d

= + mo d

+

= +

( + ) + τ

p

ℓ ℓ q

ℓ

ℓ τ

j j j

i

i i, τ

j i,j ℓ

i,j

i m τ

j ℓ m

i

τ ℓ ℓ

x

τ

i i, i

τ

i τ

j i,j ℓ i

ℓ

ℓ i

τ

i τ

j i,j ℓ i ℓ ℓ , ..., ℓ

A

A A

A

A

g p j , ..., τ

c ℓ q i , ..., τ .

τ τ

c m m i , ..., τ .

m

h i , ..., τ .

A h A

, h , ..., h τ A

A

ℓ A

y g A

A α A

α α m ℓ q .

β A A

β β α m ℓ q .

β x α q

c

β x α

β x α α m ℓ with respect to man y other limitation s indices▷ At the end the attack e r tries to impersona te the user with

respect to some limitation s inde x ▷

W e no w describ e an attack against Schnorrφ s original scheme▷ Its input is the userφ s public k e y

▷

The attack starts by setting the ground s for emulating the attack ▷ It uses the gi v en also as the

primary public k e y in the simulated selfdelegatio n scheme ↼and thus also the same unkno wn ↽▷ No w

uniformly selects ▷▷▷ from ↼so that it can later hand these as secondar y secret k e ys to ↽ and

sets for ▷ The ne xt step is to prepare a suitable e xtended primary public

k e y ▷ Thus we determine the in v erse transfo rmat ion from the secondar y k e ys to the primary k e y ▷ Recall that

the seconda ry secret k e ys should be

for

T ogether with the equati on this is a by V andermonde matrix▷ From its in v ers e we obtain

linear equation s of the form

for

W ith the same coef Θcient s we ha v e

for

Thus sets the φ s lik e that and in v okes pro vidin g it with the e xtende d primary public k e y

and the �disclo se d� second ary secret k e ys ▷▷▷ ▷ Observ e that is in

v ok ed on a distrib u tio n identic al to the one for which its succes s probabi lity is deΘned▷

No w will mak e reques ts to particip at e as v eriΘer in selfdelegatio n identiΘcati on with respec t to certain

limitation s indices ▷ The algori thm handles such a request by requesti ng an identiΘcati on in Schnorrφ s

scheme playing the role of the v eriΘer ▷ It thus obtains from the user some which it forw ards to ▷

When respond s with a challen ge algorith m sets its challen ge to

When the user respond s with algorith m responds to with

W e sho w that this respon se is correct i▷e▷ that indeed ↼e v erythi ng modulo ↽▷ ↼Note that

and also the φ s are uniqu ely deΘned by the e xtended primary public k e y althou gh unkno wn to the

algorith ms▷↽ W e kno w that the userφ s answer is ▷ Thus

Z Z

�

�

�

�

� j

j

i

i

j

j

∑ ∑ ∑

∑ ∑

∑

∑

∑ ∑

∑ ∑

∑ ∑

∑

� � �

� �

�

�

�

0

0

�

0 0 0

�

�

� �

�

0 0

� �

�

0

0

� �

�

�

�

�

�

�

�

0

0

� � � �

� �

� �

� �

62 f g

2

62 f g

� �

� �

� � �

� � � �

� � � � � �

� � �

� � sk sk

sk sk sk

sk

sk

sk sk sk sk

sk pol

sk pol

sk

pk

sk

sk sk

sk sk

sk

sk

1

=1

0

1

=1

1

=1

1

=1

0

1

=1

1

=1

1 1

1

=1

0

1 1

1

=1

1

=1

1

=1

1

=1

1

=1

1

=1

0

1

=1

0

+ (1 + ) +

+ ( + ( + ) )

+ ( + )

+

= (1 + ) mo d

= ( )

= ( )

= mo d

mo d

( + )

+ ( + ) ( )

+ (1 + )

+ τ

i i, i τ

i τ

j i,j ℓ i

τ

i i, τ

j i,j ℓ i

τ

i i i

τ

p

τ

i i, i

ℓ ℓ

ℓ τ

ℓ i

τ

i τ

j i,j ℓ i

β α

ℓ

x

ℓ

ℓ τ

i τ

j i,j ℓ i

τ

i i i τ

i i i, i

τ

i i, i x α m ℓ α m ℓ

x α m m ℓ

x α c ℓ

x α .

A

ℓ ℓ , ..., ℓ A

A A y

α A α α / m ℓ q A

ℓ ℓ ℓ , ..., ℓ

ℓ ℓ

A β

A β β α m ℓ q β

g y p β y

g x β α q

β x α α m ℓ

x α c ℓ α c m ℓ

x α m ℓ

x α .

A

A

When Θnally announc es that it w ants to try to imperson ate with respect to some limitation s inde x

then announ ces an attempt to impersonat e in the basic Schnorr scheme▷ Algorithm

forw ards φ s Θrst message some to the v eriΘer it wishes to fool▷ When the v eriΘer respond s

with a challeng e algorith m forw ards to ▷ The di visor is not

zero. It is the coef Θcient at when is represe nte d as a linear combinatio n of and the φ s using

the in v ers e V andermond e matrix▷ ↼If it were zero with w ould be a

linear combinatio n of the v alues with coef Θcients only depen den t on the φ s▷ This w ould

contrad ict the security of the underly ing secret sharin g scheme▷↽ When no w respon ds with a v alue

algorith m respond s to the v eriΘer with ▷ W e sho w that if

w as a correc t response i▷e▷ then is also correc t. First we see that is of the form

with ↼e v eryth ing modulo ↽▷ Thus

W e conclude that whene v er succeed s in its impersonat ion attack against the selfdel e gati on identiΘca tio n

scheme succee ds in its attack on the basic Schnorr scheme▷