© SEMPER Consortium, represented by IBM France, La Gaude 4 June, 2000

Project Number AC026

Project Title Secure Electronic MarketPlace for Europe

SEMPER

Deliverable Security Class Public

CEC Deliverable Number AC026/SMP/CT1/DS/P/012/b1

Contractual Date of Delivery Dec. 31st, 1998

Actual date of Delivery Apr. 11 th , 1999

Title of Deliverable Deliverable D12

Evaluation of the Enhanced Trial

Contributing Workpackages WP13

Nature of the Deliverable Report

Author(s) A. Weber (FRE)

Editor(s) A. Weber (FRE)

Keywords Electronic Commerce, Enhanced Trial, Digital

Signatures, Fair Internet Trader (FIT)

SEMPER SEMPER

© SEMPER Consortium, represented by IBM France, La Gaude 4 June, 2000

SEMPER Consortium:

Evaluation of the Enhanced Trial

Deliverable D12 of ACTS Project AC026

Public Report

Version of 4 June, 2000

For more information on SEMPER visit

<http://www.semper.org> or contact

Gerard Lacoste Michael Waidner

IBM La Gaude IBM Research Division

Centre d’Etudes et Recherches Zurich Research Laboratory

Le Plan du Bois Säumerstrasse 4

F-06610 La Gaude, France CH-8803 Rüschlikon, Switzerland

Phone + 33 92 11 48 07 Phone +41 1 724 8220

Fax +33 93 24 45 45 Fax +41 1 710 3608

Mail lacoste@fr.ibm.com Mail wmi@zurich.ibm .com

SEMPER Deliverable D12 / 4 June, 2000 / Public

SEMPER is part ofthe European Commission’s ACTS Programme (Advanced

Communications Technologies and Services). Funding is provided bythe partner organisations, the European Union, and the Swiss FederalDepartment for Education and

Science.

The members ofthe SEMPER consortiumare Cryptomathic (DK), Commerzbank (D),

CWI Stichting Matematisch Centrum(NL), DigiCash (NL), EUROCOM EXPERTISE

(GR), EuropayInternational(B), FOGRA Forschungsgesellschaft Druck (D), France

Télécom- CNET (F), GMD - German NationalResearch Center for Information

Technology(D), IBM France (F), IBM Corporation Research Division (CH),

INTRACOM (GR), KPN Research (NL), Otto-Versand (D), r3 securityengineering

(CH), SINTEF Telecomand Informatics (N), UniversityofFreiburg (D), Universityof

Dortmund (D), UniversityofSaarland (D). Banksys (B), Banque Générale du

Luxembourg (L) and Telekurs (CH) are associated with SEMPER.

Abstract

This documents provides an analysis ofthe in-depth interviews made on the SEMPER

Fair Internet Trader, FIT, an application for secure electronic commerce, developed on the basis ofthe enhanced securityservices provided bythe SEMPER kernel. This includes the provision ofliabilitylimits, as suggested in the SEMPER Electronic

Commerce Agreement, SECA. Descriptions ofthe enhanced securityservices, ofthe legal agreement, and of the FIT are provided in the SEMPER Final Report.

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

Table of Contents

1. INTRODUCTION 6

2. A SHORT DESCRIPTION OF THE FIT 7

3. FIT SURVEY RESULTS 10

3.1 Survey Design 10

3.2 General Findings on the FIT 10

3.2.1 Benefits of the FIT 10

3.2.2 Suggestions for Improvements of the FIT 12

3.3 Findings on Digitally Signed Business Documents 16

3.3.1 Benefits of Digital Signatures 16

3.3.2 Applicability 20

3.3.3 Values to Be Signed and Willingness to Pay 21

3.4 Findings on the SEMPER Electronic Commerce Agreement 23

3.4.1 Willingness to Sign the SECA Legal Agreement 23

3.4.2 Limits in Case of Compromise 24

3.4.3 Spending Limits 25

3.4.4 General Comments 26

3.5 Overview on Applicability 27

3.5.1 Relative Importance of Key Characteristics 27

3.5.2 Applicabilityto Types of Trade 27

3.6 Findings on Implementation on Portable, Secure Computers 28

3.6.1 General 28

3.6.2 Willingness to Buy 29

3.6.3 Integration into Phone or PDA 30

3.6.4 Interest in Special Characteristics 31

3.6.5 Applicability 33

4. OUTLOOK 35

5. REFERENCES 36

6. APPENDIX A: TABLE WIT H KEY FINDINGS 37

7. APPENDIX B: THE FIT QUESTIONNAIRE 39

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

1. Introduction

In this document the results ofthe surveymade on the ^Fair Internet Trader~, FIT, are presented. The FIT is the SEMPER Business Application using the enhanced SEMPER framework code (see Lacoste et al. 2000). A detailed description ofthe FIT is provided in Chapter 8 ofthe SEMPER FinalReport. Asimulationis available at

<www.semper.org/simulator/intro.html>. In this document, onlya short description of the FIT is provided (Chapter 2). Mainlythe surveyis presented (Chapter 3). In Chapter 4 an outlook is provided. Conclusions are provided in Chapter 5.

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

2. A Short Description of the FIT

Our starting points for developing the Fair Internet Trader have been:

1. Sales on the WWW are dominated byease-of-use. As there is no infrastructure for secure trade, such as keys deployed with users, it is hard to create benefits out of digitallysigning offers, orders, payments, receipts etc. Whyshould anybodyregi s ter if a signature can onlybe used with, initially, onlyone business partner? Whyshould anybodyagree to be liable for a signature implementation, take the effort of installation and registration, while the same product or service can be bought or sold wit h out it? This issue arose in EU-project SEMPER, both with regard to SET and with regard to signing other business documents. In other words, how can the possible benefits ofcosts savings through replacing paper documents and increasing legal ce r tainty be earned?

2. During the course ofthe project smallcompanies and self-employed individuals approached us and requested that theycan make their transactions securely. E x amples provided were sales ofcustom-made software and provision ofexpertise. Both types of sales are typically not conducted through automated WWW-shops.

Signed and encrypted Emailas such is not enough for such person-to-person transa c tions. It does not cover security issues like:

· Match of offer and order

· Completeness of documents

· Commitment in the legal sense to a digital signature

· Integration into payment instruments

· Unambiguous display of characters

· Enforcement of receipts against documents sent on-line

So we defined an easy-to-use tool, allowing everybodyto make a transaction in a s e cure way. We baptised it Fair Internet Trader, or FIT . It supports person-to-person bus i ness scenarios which require human interactions at both ends, from, e.g., occasionalprivate sales ofused items, up to high value business sales ofequipment or consu l tancy. The parties involved might have a pre-established relation, or might learn about each other by some yellow pages service, just for a single business transaction of high legal ce r tainty.

A typicalexample ofusing the FIT could involve a consultant and his/her customer. The parties negotiate task, deliveryschedule and price. The task description becomes part of the contract, which is digitallysigned byboth parties. Allcommunication can be encrypted. The deliverable willbe fairlyexchanged for a receipt with a time-stamp

(Schunter 2000). The payment can be made with the FIT, also against a receipt. For their information, or in case ofa dispute, the parties can review the transaction, and if necessary extract evidence and use it at court.

We used the word ^fair~ in the name ofthe application not onlyfor indicating that it uses fair exchange protocols, but also for pointing out to the symmetric design which gives both parties the same power for signing, verifying, payment, and dispute clarif i cation.

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

Figure 1

Workflow Fair Internet Trader payme nt / receipt

delivery / receipt possibly: dispute

requ est for offer / signed o ffers

(negotiation)

For person-to -person sales, e.g., programming, machinery signed o rder

AnyFIT interaction follows defined structures, i.e. the FIT guides both parties through the transaction. In a set-up process, players would define whether theywant liability limits. Whenever appropriate, theywould encrypt their communication. Most ofthe interactions take place via filling in forms on-screen, and exchanging themover the

Internet. The most important options concern out-of-band vs. on-line delivery, out-of-band vs. on-line payment, and in case the latter is select, selection of means of payment.

The workflow is triggered bythe content ofmessages exchanged. For having a d e fined content, we used pre-defined forms. This leads to several advantages:

· Forms are a familiar toolfor structuring business processes in the physicalworld.

Thus users know which fields should be on a particular form. As soon as a user knows a form like an ^order~ it becomes easyto verifythe essentialfields, like applicable law, reference to terms and conditions, deliveryaddress, signer, amount, etc. An ^electronic auditor~ can verifythat the forms are filled in according to legalor accounting rules, e.g., that an ^offer~ contains a sender, a date, a description of contents, an amount, a cu r rency, and a signature.

· Forms define fonts and background colours so that there is an unambiguous di s play.

· Fields can be named and described in several languages, making language support for all business partners easy.

· While automatic copying ofdata fromone formto another (e.g., from^offer~ to

^order~) as appropriate is default, a partycan change data, and the other partycan have these changes highlighted. This simplifies negotiation signif i cantly.

· For payment, information like recipient and amount can be taken fromthe invoice and inserted into a payment instrument. The FIT is designed to work as wellwith postpayments, like credit cards and e-cheques, as well as with pre-payments, like e-cash.

· Forms with fixed semantics can be imported fromand exported to other programs, like accoun t ing, fulfilment or banking programs.

Evaluation of the Enhanced Trial 9

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

Figure 2: An offer

The abbreviations in the line close to the top of the form with the tick boxes have the following meaning.

Qualityof Service: Authentication of myself, peer; SEMPER Electronic Commerce Agreement signed by

myself, peer; receipts to be provided for payments and statements (deliveries); confidentiality. Ticks

mean that during start of the transaction the parties successfullyrequired the characteristic in question to

be fulfilled.

Evaluation of the Enhanced Trial 10

3. FIT SurveyResults

3. 1 Survey Design

The FIT code was installed on Windows NT-machines, with 32 MB RAM and 133 MHz

or more, and in most cases demonstrated locally, without an Internet-connection. The

respondents were able to playeither the role ofthe buyer or that ofthe seller. Regarding

the SEMPER Electronic Commerce Agreement, SECA, simplified regulations were

shown to the respondents (see questionnaire in the Appendix; for the fulltext ofSECA

see Baum-Waidner, Zihlmann). The in-depth interviews lasted one to two hours and in

most cases were recorded on tape. 21 such interviews have been made bythree

interviewers in Austria, France, Germanyand the United Kingdombetween October and

July1999. For obtaining feedback, the FIT was also presented at the IST conference in

Sophia-Antipolis, France, Oct. 20, 1998, at the SEMPER-dayin Rüschlikon,

Switzerland, Nov. 4, 1998, at the Information SocietyTechnologyconference in Vienna,

Austria, fromNov. 30 to Dec. 2, 1998, at the Internationale Bodenseetagung, St. Gallen,

Switzerland March 3, 1999, at the Cebit Fair, Hannover, Germany, March 18-24, 1999,

and at the conference MultilateralSecurityin Communications, 16-17 July1999 in

Stuttgart, Germany. Some ofthe interviews were made during these conferences. Other

interviews took place at meetings between representatives ofEU-projects WINDS,

Print-It and USINACTS with SEMPER.

Allrespondents were either experts in related fields, such as public keycryptography,

certification services, ergonomics, banking, economics, and law, or representatives of

companies buying or selling on the Internet or planning to do so, in particular SMEs.

Most respondents had a universitydegree . The average age was35 years;sixwomenwere

amongtherespondents.

3. 2 General Findings on the FIT

It has been aimed at presenting allcomments and suggestions in order to give an

indication ofthe relative importance ofthe arguments.

3. 2 .1 Benefits of the FIT

Here we present answers to the question ^What do you like about the FIT?~ (question

1).

Similarities to Traditional Business

The feedback on this generalquestion shows that the FIT was wellappreciated.

Respondents liked in particular the similarities with traditionalbusiness procedures,

documents and negotiations.

^I like the similarities with traditional business documents.~

(I like) ^the idea that it is a piece ofstandalone software, which everybodycan use with

everybody else.~

^Obviously I will sign an offer, an order.~

^Obviously signed orders are needed.~

Evaluation of the Enhanced Trial 11

^I love the idea that private people and smallcompanies can do business over the

Internet, without having to invest huge amounts oftime and moneyinto a shopping

solution. The best part is that I can deliver goods and information on-line, have some

kind ofproof for that and that I can even at some stage receive some moneythrough the

Internet.~

The possibility to buy and sell valuable used items easily was appreciated.

^Communication between customer and merchant goes back and forth. Customers raise

questions on technicalcomponents.~

^ The possibilityto efficientlyrevise and negotiate a proposal in severalrounds is very

good. Otherwise he might send an offer ... but I do not want these three screws. Writes

another offer. This takes a lot of time. Here it goes fast.~

^The transparencyofthe procedure, that everything goes so nicelystep bystep. The

transparencyofthe whole process. In normal life this is no longer done in such detail. I

think you should not simplifythat. It is good as comprehensive as it now is. Ifit were as

usual(on the WWW), things would be clicked and executed.~

Evidence

The availabilityofevidence was appreciated. Respondents said, when asked what the

liked:

^Availabilityofdigitalsignatures.~

The transaction ^is binding and that is what I do in traditional business anyway.~

^The idea that legally valid signatures are valid with the FIT and certificates.~

^And when the moment is come, pressing a button is enough for making it legally

binding~ (the respondent was referring to the simplicityofthe Password-entry)

^Auditing, certification. That there is evidence available.~

^More securityand legalevidence.~

^One could use it in realtime, calleach other and then immediatelymake it legally

binding.~

Note : Export and import ofdocuments was available in the prototype, but with diferent

layout ofdocuments. Therefore it was not shown in most demonstrations (see Section

8.2.5 of Hamamtzoglou et al.). Also fairlyexchanged receipts were onlyavailable with

SET, therefore only shown at the SEMPER-day.

Usage of Forms and Checking of Fields

The usage of forms, the checking ofcontent and the displayofdiferences was

appreciated.

^Forms are useful. Plain emailwould not do it.~

^I like the automatic checking ofcontent.~

^The ‘show diferences‘ feature is nice. Itś quite important to me that such an exchange

of forms takes place quickly.~

^Good that part is structured, and part not, for entering information.~

Easy to Understand and Use

The operation ofthe FIT did in principle not challenge the users:

Evaluation of the Enhanced Trial 12

^Simple, easyto learn.~

^ User-friendliness, simplicity and ease of use .~

^Byand large it can be operated intuitively.~

^Easyto use.~

Confidentiality

The option ofconfidentialitywas not emphasised in the questionnaire design, as we

alreadyknew frompast research that confidentialityis an important requirement in many

types ofbusiness (cf. SEMPER FinalReport Chapters 2 and 7). Nevertheless, the issue

arose:

^Certainlyconfidentiality. I do not want that somebodyelse sees a specialofer.~

^There are transactions like confidentialthings, expertise at court, patent applications.~

3. 2 .2 Suggestions for Improvements of the FIT

Here we present answers on question 2 ^What do you dislike?~

Interruptions

A frequent suggestion was that interruptions in the process be possible (this was not

possible in the prototype due to implementation restrictions). Though some found it a

positive aspect to be forced to finalise a transaction quickly, the general impression was

that it should be possible to interrupt and continue transactions whenever it is convenient

for the players:

^These negotiations - it has to look more like email, you cannot have an application on

your PC where you have to wait for the other guyto type in something.~

^To be operated more like email.~

^It is unusualthat one remains connected. Which is positive in the respect that it is like

todayś situation, when you put the telephone on hold. The customers knows he is still

connected. On the other hand, the merchant is forced to finalise the deal, and there is no

danger of forgetting an email. It is, however, to the same degree negative to have to

remain connected.~

^A bit clumsyhere and there. For instance, that both have to be present. There should be

scope for interruption.~

^You cannot interrupt the structure ofthe negotiations. We both have to there at the

same time. I would prefer to be able to say: I want this and that. Which maycome to my

mind at 10 p.m. Next morning I would expect that something comes back. Later, as soon

as I have time, I want to go back in. It must be possible that the communication takes

place with interruptions.~

^The buyers goes to lunch. Later he willwish to continue.~

^For negotiations one should have usage like email. That both are on-line should just be

an option.~

Negotiation also after Signing

It was requested that negotiations can continue also after a document has been signed as

no partywillwish to indicate willingness to negotiate bynot signing (this was simplified

to reduce implementation efort).

Evaluation of the Enhanced Trial 13

Payment Mode

Respondents suggested a number ofimprovements which would make the FIT better

usable for them. The most important suggestion is to be able to pay after delivery

(whereas in the prototype, ifon-line payment was selected, it had to be prior to delivery).

^With on-line payment ahead ofdeliveryis not acceptable to manycustomers. Neither to

merchants, in case ofdelayed delivery.~

^Ifthe seller can later send me a bill, I would order allsorts ofthings. Then I can place a

binding order. ~

Improvements of Forms

A question risen bya respondent concerns the important issue ofwhat exactlyis going to

be signed:

^Is all information shown in the forms? What is hidden behind the (details) buttons?~

(leading to the addresses)

Also the tick-boxes, showing whether authentication, liabilitylimits or encryption was

selected, were difficult to understand:

^Elaborate on these things here. A bit dificult to understand.~ (referring to the tick-

boxes explained above with Figure 2).

^Certificates should onlyoptionallybe visible. The notion ^details~ is not appropriate.

The address should simply be there.~

In the prototype code, the players had to define their securityrequirements initially.

Later, the tick-boxes and the abbreviations had to be explained. For products, one should

check whether either the abbreviations and tick-boxes need to be changed, hidden or

made onlyavailable upon request. Or, whether these requirements should rather be

selected during a generalset-up procedure. Or, whether theyshould be available during a

transaction. For instance, whether encryption should be selectable as soon a partyinserts

information it regards confidential.

^Settings should be in options, not per transaction.~

Respondents requested that more space be provided for descriptions and that more lines

for articles should be made available.

^There should be space for more rows. For the customerś article number.~

^Too little space in the text fields. With projects, the ofer is severalpages. Attachments

are important.~

^Request for ofer: not enough space.~

Suggestions also concerned that the buyer mayhave an article number as well. Also it

was noticed that several items maybe made using the same article number, e.g., when

items are packaged diferently(it was not possible to use the same article number twice).

Also the sequence ofitems should be identicalin allforms, including the invoice.

Respondents requested that attachments can be made at allsteps, such as adding a

picture ofan itemto the ofer.

^Alreadywith the ofer it must be possible to attach, e.g., a picture, when buying a used

car.~

Evaluation of the Enhanced Trial 14

Respondents remarked that the date frequentlyneeds to be set back or forth, as in

business today:

^Date is a keyfeature in traditionalbusiness documents. So it should be set

automatically, but it is also true that, with traditional means, the date is set veryflexibly.

Buyer and seller agree to back-date, e.g., an insurance contract.~

^Starting date and finishing date are not clear.~

Furthermore, it was suggested that the date and place ofdeliverycan be entered:

^Date and means ofdeliverymust be defined.~

It was also suggested that a partycan fix that certain fields are not alterable bythe

partner in subsequent transaction steps:

^I want to be able to influence it. I want a box: Keep these data. Notes which can be

taken out. Ticks in fields which have to be fixed.~

It has also been suggested that differences should be shown in red, much like in the

Word revision mechanism.

One respondent suggested that the formshould provide for an option to enter the sellerś

bank account:

^Ifwithout on-line payment, then the sellerś bank details must be there.~

It was also requested that the field names (and all messages which stemfromthe FIT

code) should be available in the respondent´s language:

^Field names should be translated.~

Integration into Back-end Systems

Another suggestion was that interaction with existing back-end systems is needed:

^For business-to-business you have to integrate with standard tools, like accounting

software or SAP~.

^Integration into accounting and order processing systems, e.g., automaticallyget a

reference number fromanother system.~

^Interfacing into accounting, with sellerś database, price list.~

^Integration into catalogue.~

The requirement to have integration into a catalogue refers to sales ofhigh value used

equipment. The technical information about such equipment maywellbe put into a

catalogue or on the WWW, but prices and conditions willtypicallybe negotiated. The

respondent added that this holds for manytypes ofvaluable items, also new ones, where

the sellers often do not wish to make prices public.

Taxes

Another suggestion is that taxes should be calculated automaticallyand correctly. Default

in the demonstrator was to payVAT, whereas there are cases in which no VAT needs to

be paid, e.g., in private-to-private sales.

^No VAT for private sales. The computation ofVAT in trans-border transactions should

be correct.~

Evaluation of the Enhanced Trial 15

For instance, basic tax rules should be reflected, such as:

· Ifboth persons are private, no VAT is charged.

· Ifthe seller is froman EU-country, and the buyer is a companyfromanother EU-

country, or a party from a non-EU country, no VAT will be charged.

· If both seller and buyer are from the same EU-country, VAT will be charged.

It should be possible to override these pre-set rules manually.

Printouts

Also printouts were requested, in general, and in particular ofthe invoice:

^As users willcheck the correct functioning ofthe FIT software for the first few weeks.

Some print functions, which can be used bythe user for manualchecking would be

helpful.~

^Printing ofthe invoice is missing.~

Ease of Use

Others requested that it should be easier to operate and understand. The operation would

be eased ifusers could right awaystart filling in a form, instead ofhaving to go through

the selection of security attributes:

^Make it more user-friendly. It should look like an emailprogram. Too manyoptions,

e.g., authentication. For normalconsumers have a standard set-up, options for experts.

People dont́ want to see messages. The demo is much too dificult to use. For instance,

that you get the Tinguin 1 up and you enter what you want to do. Like in Word, there is a

document, you can start to type.~

The respondent required that as soon the FIT is started, an emptyr equest for ofer form

is shown.

^Initially, the selection ofthe role (buyer, seller) should be obvious, not Server/New

Bargainer 2 in sub-menus.~

^The process of first starting Tinguin and then having to open the pull-down menu

applications and then going even into one menu-layer deeper seems to contain some

scope for improvements.~

^Shortcuts: For repetitive tasks it would be nice for example to be able to save one

request for ofer (example: 25 pencils for alldepartments every5 weeks) and simplystart

fromthe file instead oftyping the stufagain.~

^The user interface which is diferent to existing Microsoft products and that the users

had to learn to operate one more new product. Businesses paymuch moneyfor training

their staf.~

^It looks much more complex than todayś shopping applications on the Internet. Why?~

^An icon like an hourglass or a progress bar would be nice to indicate that something is

happening in the background.~

1 ^TrustworthyInteractive Graphical User Interface~, denoting that the SEMPER kernel code has the

control of the window, covering fonts, colours etc.

2 Earlier, the FIT was baptised ^Bargainer~. The name remained in some menus.

Evaluation of the Enhanced Trial 16

^The terms `ofer ´ and `order ´ sound prettysimilar, ifpossible we should come up with

diferent terms.~

^I think it is verydificult for a non-lawyer to distinguish between ofer/order and the

rest. For example: Is a confirmation, that I am insured, just the result ofan

ofer/order/confirmation process or something diferent?~

^Have context specific help.~

^Does the order of fields reflect the waypeople think and work when theyfill in a

request for ofer?~

^Keying in passwords so often is boring and at some stage willhappen automatically

without thinking what is signed. So only sign when really necessary.~

^As a user I would like to know in which step I amin.~

^After the end of a transaction one should immediately be able to open a new form.~

Performance

Also the issue ofperformance was risen:

^There was a problemwith speed.~

^Speed would hopefullybe better with a realproduct.~

^Low speed.~

^What happens ifmanyrequests come in?~

^Too slow.~

Suggestion on Marketing

Last but not least, a suggestion on the marketing ofthe FIT was made:

^When defining the potentialusers ofthe software we have to be carefulnot to saythat

this is something for you and me and everybody, but much more for the PC-literate

person with some experience on the Internet.~

3. 3 Findings on Digitally Signed Business Documents

Severalquestions were asked on digitallysigned documents for three reasons. The first

one was to make sure that respondents understood the possibilities ofthe technology.

The second one was to learn whether theywould find digitallysigned documents useful.

The third one was to learn whether the FIT would be applicable for the transactions they

had in mind.

3. 3 .1 Benefits of Digital Signatures

3. 3 .1 .1 Benefits of Signed Offers and Orders

Here we present findings on question 5 on benefits ofsigned orders and ofers.

Would it be cost-effective for you to require digitally signed orders from your

customers if this costs 0.3 per cent of the transaction value?

The reason whycosts were mentioned in this question are that we wanted to be able to

identifycases in which there are definite benefits when using digitalsignatures, and the

amount was chosen with in order to show that the costs willbe below credit card costs

The answers show interest.

Evaluation of the Enhanced Trial 17

^Yes. From a certain amount on, in the computer industry from DM 500 to 1,000.~

^Yes. Selling expertise, software or documents. IfI personallyknow somebodyI also do

business with himover the phone and don’t always insist on written documents. In the

digital world this might not work that well: How can I identify my peer reliably?~

But also reasons for not requiring digitalsignatures were mentioned, as long as there are

alternatives or as long as the loss is small.

^No. You would not require it ifnot allofyour customers have it. Nobodywould turn

down an order. We sell software. There is much interaction with the customer.~

^Does not make sense. With our printing shop the majorityis regular customers from

which we accept an order via telephone. Abuse willbe limited. However, there willbe

companies with which these .3 % are justified.~

Would it be important for you to require digitally signed offers from your suppliers

if you had to register yourself for DM 200 / FF 600 / £ 80 per year?

It was believed that requiring digitally signed offers can well make sense.

^Yes. I outsource software development. It is veryimportant for me that I have the

system at a certain date. Otherwise I can´t sell to my customers, I may go bankrupt.~

^With our suppliers lots ofpaperwork, which confirms this and that and states that

certain standards are met, have to be exchanged. This could be done much faster and

with less effort electronically.~

^In the area ofinformation technologythe suppliers change. Signed offers would be

beneficial.~

^Offers are something binding, they must be signed.~

^Allkinds oftransactions where I have to insist that theybe done correctly: services, tax

consultancy. That the declaration is filled-in in time.~

Two respondents would require signed offers if the costs were lower.

3. 3 .1 .2 Benefits of Digital Signatures in General

Here we present generalcomments made on digitalsignatures, in particular feedback on

questions 3 and 4.

Benefits

General Benefits

In general, respondents appreciated the availabilityofevidence and the replacement of

paper:

^Ifthe signature is legallybinding, it would eliminate the need to keep separate records ˘

therefore safe time.~

^It have to be expensive and critical items.~

^For company invoices.~

^I am tired of bank statements~ .

Sign transactions in ^on-line banking~.

Require digitallysigned documents? ^Certainly, then it is legallybinding.~

Evaluation of the Enhanced Trial 18

^Signatures are good because mistakes happen.~

One respondent, however, said that digitalsignatures do not make sense in transactions

done electronicallytoday.

^Ifsomething can be done without digitalsignatures alreadyelectronically, there is no

need to replace it.~

That respondent was referring to the costs and risks ofusing digitalsignatures, such as

costs ofon-line certificate revocation checks, time-stamps, or costs ofsecure key

handling.

Save Travel Time

One respondent liked the perspective ofreplacing documents which one has to fetch or

sign elsewhere:

^I hate having to walk to the bank, to government offices, to the post-office.~

^The idea ofworking fromwherever you are without having to be physicallypresent to

sign something would enable disabled people or people who have to look after their sick

relatives or children to take part in the workingplace again.~

Replace Credit Cards

Respondents concluded that digitalsignatures have the potentialto reduce the use of

credit cards. Theysaw that theyneed not send their card data iftheywere able to

provide a signed order. The statements below were made when discussing private usage,

though the considerations are also applicable for transactions made with procurement

cards.

^MailOrder: Todaythe credit card number is sent through the Internet. Iftomorrow you

could simplysign the document or even sign for instalment payment schemes, this would

be a benefit.~

^SEMPER could replace the current business practise ofusing credit cards for

everything.~

^(Would use digitalsignatures) because ofunauthorised use ofcredit card. For security

reasons, because it is no problem to obtain credit card data.~

Ofcourse, as compared to credit cards, no payment guarantee would be provided (unless

a letter of credit were given).

Tax Payments

Some suggested that filing tax forms would be veryattractive for making users interested

in digital signature technology and registration:

^Big English companies alreadyfile their VAT electronically. Bysigning them(and ifthe

Inland Revenue accepts them) quite some paperwork could be saved.~

^Make it available in such a waythat it willsave time to first time users. If, e.g., we

allow to fillTVA 3 forms electronically, this willsave time.~

^Tax and legaldocuments.~

3 "Taxe sur la Valeur Ajoutée", Value Added Tax

Evaluation of the Enhanced Trial 19

Summarising, we present the feedback on the questions 3 and 4 which were to be ticked:

Do you think digital signatures would be beneficial in certain transactions already

done electronically?

companyuse: yes 14 / no 2

private use: yes 10 / no 3

Do you think digital signatures would be beneficial to replace current paper

documents?

companyuse: yes 12 / no 4

private use: yes 9 / no 6

This shows the clear interest to use digitalsignatures. Note that the interest to have

evidence in electronic transactions is slightlyhigher than to use it in paper transactions.

Issues with Digital Signatures

Some issues arose when discussing digital signature.

Uncertainty Regarding Evidential Value

Some comments show fear ofnot obtaining usable evidence, e.g., ifmanipulations can be

made, or if the document will not be accepted at court.

^Can somebodymanipulate?~

^How will jurisdiction react? (It is important) to have a trace ofevidence, which can be

used in case of legal disputes, which may happen from time to time.~

^(Non-repudiation data) It is claimed that theycannot be manipulated? (Digital

signature) Ifit is secured in a waythat no manipulation is possible, definitely. I amdoing

that with UPS everyother day(misunderstanding). (What sort oftransaction would you

not do electronicallytoday?) Transactions which threaten oneś existence: Ifthe

customer could cancel, because no written document exists. Work contracts should

better be made in ink. I amafraid that something can be inserted digitally.~

Trade-off with Privacy

One respondent saw the potentialtrade-ofwith privacy:

^Digitalsignatures would be beneficialfor alltransactions, in manyemails. I would like

to know that everything I get is genuine. On the other hand it would be a pityif

everything on the Internet has to be signed because I amalso concerned about privacy.~

Secure Key Handling

The issue ofsecure keyhandling rose, in general, and in particular ifusers willhave to

have many keys in the future.

^This certificate is for emailonly. How manycertificates do we want? And the more we

have, the less secure. There are Verisign certificates which can onlybe used for signing

software. I am not interested in that.~

Evaluation of the Enhanced Trial 20

^We need to separate non-repudiation fromauthentication. You know it is from me, but

you cannot go to court. In PGP-newsgroups theysometimes have keys `not for non-

repudiation´.~

It was also suggested to have, for signing high value transactions, specialsignature keys

and even a specialcomputer:

^Have a high liabilitykeyand a low liabilitykey. IfI have to sign something for a million

Dollars, then I´llgo in a specialroomwhere I have a PC which is not on the network.

For 10 $ I dont́ care, maybe I dont́ even want to be asked for a password, just say`sign

this stuf ´.~

The network solution would require the usage ofa liabilitylimit.

Inter-operability

The issue was risen whether cross-certification and trans-border usage ofdigital

signatures can take place securely. A representative ofa British certification authority

brought up the issue whether cross-certification can take place because registration will

be of very different quality:

^There is no signature law in Britain at all. Therefore different certification authorities

have completelydifferent certification procedures. Therefore cross-certification is almost

impossible as most ofthese certification authorities are not verythorough. Apart from

that: How do you uniquelyidentifysomebodyin a countrywithout IDs? You prove your

identity by showing three letters addressed to you.~

Another respondent was referring to Thawte: ^Whyshould I trust an unknown company

in South Africa?~

Minimum Age

^Digitalsignatures should onlybe available for person with the age of18.~

3. 3 .2 Applicability

We now present results on question 8.

Assume you and your business partners were registered for making digital

signatures and had the FIT. Would the FIT be instantly applicable for you?

Yes: 8

No: 6

As manysuggestions for improvement have been made, it can be assumed that the

feedback would be better ifthese improvements had been made. Also, some respondents

said ^no~ because theysaw that there is a problemofdifusion, as their partners neither

have the FIT, nor are registered or have signed the SECA.

^We are facing the chicken-and-egg problem. As long as nobodyreallyaccepts digital

signatures the benefits ofusing themare limited and as long as the benefits are limited

nobodywants to invest into a digitalsignature.~

^Certification Authorities willhave to give awaya lot of free certificates, just to get the

user base.~

Evaluation of the Enhanced Trial 21

Another respondent also mentioned the ^chicken-and-egg problem~ preventing her from

using it. ^The system makes sense as soon as a critical mass ofpeople has signed the

SECA agreement and uses the software.~

The issue maysometimes be particular dificult to solve should senior management not

be willing to use the new technology:

^Our suppliers would not be able to use the new technology. People who are entitled to

sign on suppliers´ behalfwillbe the last ones to pick up on new technology.~ (referring

to transactions worth millions ofBrit. £.)

One respondent compared this diffusion problemto the diffusion of fax machines, thus

demonstrating that such problems can be solved over time.

We also asked what the respondents would buyor sellusing the FIT (question 9). This is

presented below in Appendix A, column 4.

3. 3 .3 Values to Be Signed and Willingness to Pay

3. 3 .3 .1 Values to Be Signed

We now present findings on question 10. One group ofrespondents imagines to do

transactions with values such as in private consumption or with credit card transactions.

This group is thinking ofthe following values:

InitiallyDM 100 (in order to get to know the technology)

Above DM 500-1,000

Max. DM 2,000, average DM 120

Max. DM 1,000, average DM 60

Max. DM 4,000, average DM 800

Max. DM 100, average DM 50

below DM 2,000

Others, however, think ofdoing transactions worth thousands and millions, e.g., when

buying a large number ofcomputers or valuable telecommunications equipment

(antennas, amplifiers etc.), or when providing valuable expertise.

^Up to DM 200,000.~

^Up to DM 500,000. 25,000 would be small values.~

^Offers for 25 mio. Brit. £ , average 100,000 £.~

^For a consumer who buys a food-processor for DM 100, a Visa card is OK. But for

companies, where a purchase ofequipment can be worth millions, you better use digital

signatures to replace the paper (contracts) used today.~

^We are not so much talking onlyabout a purchase worth DM 100, but also about a

distributor like Computer 2000 ordering 1,000 computers with HP for 1 Million or

more.~

^Transactions worth DM 20’000. Our companywould offer the whole range ofser v ices.

Up from DM 500.~

^In procurement digitalsignatures willbecome important. That´s about millions of

DMs.~

Evaluation of the Enhanced Trial 22

^Offers for 5 mio. Brit. £ (from insurance companies), average 100. For instance, I

would conclude a liabilityinsurance on the Internet, ifI could be sure that theyguys are

really going to pay from the moment on in which I signed.~

In the last quotation it becomes visible that the value ofa contract, here an insurance, can

be much higher than the face value ofthe transaction actuallymade, here equivalent of

the fee.

3. 3 .3 .2 Willingness to Pay

Here feedback questions 12 and 13 is presented, which were designed to find willingness

to pay.

Pay for the Certification Authority

In the questionnaire, respondents have been prompted with certain figures ofwhat

certification services could cost, as a means to make clear that the handling ofdigital

signatures willcome with some costs. Given the above findings showing interest to make

high value transactions, it would make sense to investigate pricing models for high

values. The amounts mentioned are:

Pay for the Certification Authority as a relying party

.2 %, 10 DM

.3%, .10 DM per check, 50 DM for registration

.1 %, 1 DM per check, 100 DM registration

.3 %, not much for a seller

.3%

3 %

DM 40-60 for registration, as with Eurocard

£ 50

DM 100 p.a. (DM 200 too much for private transactions)

Less than DM 200

Comments showed that respondents believe that the seller will have to bear the costs.

^Allcosts have to be carried byus.~ (talking about selling to private customers)

^The seller would have to bear the costs for the signatures. Otherwise I would have to

go to a companyand also convince themofthe idea.~

^Ifsomebodywants to earn moneywith me, he willhave to bear the costs.~

^Prices for CA (certification authority) should depend on transaction volume.~

^As a seller I would not like to bear the costs for both the signature and the payment.~

^On-line checks of certificates are very important.~

Some respondents indicated a willingness to payfor the Certification Authority, also in

the role of the signing party:

.2%, DM 99, DM 49 for registration

50 DM annually, 50 DM for registration

250 FF

^I can imagine to pay for a certificate. Don’t know how much.~

Evaluation of the Enhanced Trial 23

Comments:

^ (Danish bank group) charged 250 kroner (Euro ~34) for SET. Crazy, onlyto lower

their risk~.

^Percentage payments are fine untilI find that I paymore than just a few pounds to the

CA. As soon as I paymore than 100 EURO, I would search for ways to re-negotiate my

terms and conditions.~

(A representative ofa CA:) ^Businesses do not understand anything about certification

or security. Therefore theyare willing to `buy´ a certificate ifthe complete solution is

worth the effort and the money. Therefore (we) will issue Class 3 certificates for 50

pounds, not expecting to make any money for some years, but then.~

It was also mentioned that respondents would make a cost-benefit analysis and decide

thereafter.

Pay for the FIT

Comments showed that the FIT is compared with other Internet software, which

frequently is distributed to private users for free.

^The customer (`Endkunde´) certainly would not pay for it.~

^For non-commercial users the FIT should be for free.~

But respondents also suggested theywould paymore for a FIT which can be integrated

into other systems, or if packaged with CA-services.

^Would paymore ifintegrated into other systems. Would be good ifbundled with CA-

services.~

^Would pay more if integrated into databases.~

It was also suggested that before paying for the FIT for business use it would be good to

collect experience with using it privately.

^Would first gather experiences at the PC.~

Prices respondents mentioned to be willing to pay were:

Brit. £ 50

DM 10

DM 200

DM 500

DM 50-150 as for shareware

3. 4 Findings on the SEMPER Electronic Commerce Agreement

3. 4 .1 Willingness to Sign the SECA Legal Agreement

Overall, the generalapproach ofSECA, providing for legalcertaintybysigning it with a

hand-written signature, knowing that a participating partner has also signed it, was well

understood (questions 6 and 7) and most would sign it.

Yes: 16 / no: 1 / don´t know yet: 3

For company use: 5 For private use: 8

Evaluation of the Enhanced Trial 24

Those respondents who expressed that theywould sign it as a private user appreciated

the liabilitylimits. The somewhat lower number ofrespondents willing to sign it as a

business player maywellbe due to the fact that it was not clear how liabilitylimits will

work for a high value business transaction; see the discussion below.

3. 4 .2 Limits in Case of Compromise

3. 4 .2 .1 General Liability Limits

The values respondents mentioned are:

For company use: 2,000 DM, 10,000 DM, 10,000 FF, 30,000-50,000 DM 4

For private use: 500 DM, 1,000 DM, 1,000 DM, 2,000 FF, 100 ECU

Severalrespondents found it reasonable that the signatory, in case ofa compromised

key, has to bear some damage, but at the same time appreciated that there is a limit to

their possible damage. A respondent suggested a limit ofDM 10,000 being a loss the

company can bear.

^SECA reminds me ofthe situation oftoday´s credit card payments: I´m liable as long as

I didn´t report my card loss. This gives a clear understanding and confidence.~

^As a buyer I like to limit myliabilities to prevent getting into deep trouble ifsomebody

steals my keys. When I request a credit card, I sign similar regulations.~

^SECA reminds me ofthe situation oftoday’s credit card payments: I’m liable as long as

I didn’t report my card loss. This gives a clear understanding and confidence.~

^DM 10,000 is a loss our company could bear.~

Users compared the situation with the possible losses with certain bank cards. Though

these can be higher with some brands ofcards, the low liabilitylimit which is associated

with credit cards comes to their minds:

^The liability for loss of key should be as limited as with the VISA-card.~

A French respondent refers to French regulations regarding orders made byprivate

individuals.

^For consumers, above 5000 FF, you have to have some protection. Certification

authorities have to have guarantee or funds.~

Several respondents thought of an insurance taking over the risk:

^Bysimplysigning an insurance contract for private liabilitycover, I ameasilysigning a

contract worth some million EURO.~

^Who willbear the damage? An insurance company? I amafraid that the risk willremain

with the seller. With a Eurocard I payDM 40 or 60 for which alldamage is covered. The

sumought not to be much higher. DM 50 is appropriate. How good is the insurance? An

insurance has to be part in anycase. IfI’mnot protected against manipulations mywhole

existence could go down the drain. This must be prevented.~

4 L ater in the interviewthe respondent spelt out that he expects an insurance companyto payfor any

damag e.

Evaluation of the Enhanced Trial 25

The latter respondent was thinking about purchases in the range ofDM 100,000. Other

respondents saw the benefits ofhaving a clear regulation for the case ofdamage, but

were not able to identifyan amount which is high enough for the seller, but smallenough

for the buyer. After some reasoning, one ofthemarrived at appreciating low limits as

banks provide them:

^Limits would give me a secure feeling. The question is, how to select a limit ifone

wishes to make high value transactions.~

^Difficult to calculate the possible damage. The seller expects a certain amount of

liability. But I amalso asking myselfwhat is the worst case which can happen? How

likelyisit?

IfI say`zero´, the other one willnot make business with me. One would have to know in

more detailwhat the standard type ofbusiness is to be conducted with SEMPER. For

bank transactions, theyhave their own infrastructure. There are amounts in the range of

DM 100, if something goes wrong.~

There was also a respondent who suggested a limit ofFF 10,000 for companyuse, and

added ^I do not like idea ofliabilitylimits for companyuse~ because he found this to be

impractical for a company.

3. 4 .2 .2 Liability Limits Towards Pre-selected Partners

Some respondents found the suggestion interesting to have a different limit for pre-

selected business partners, and chose higher ones than they chose for a general limit.

For company use: 10,000 DM, 100,000-200,000 DM 5

For private use: 1,000 DM, 2,000 DM

Others did not find this suggestion sensible:

^Don’t like the idea of limits for pre-selected partners.~

^Limits per business partner do not make sense.~

3. 4 .3 Spending Limits

In the discussions ofthe subject, some respondents envisaged a spending limit , much like

employees have it when buying on behalfoftheir companies. Such a limit could indeed

protect the signatory, ifsigning privately, or her companyfromverylarge losses in case

of key compromise.

^I dont́ think that I would agree to obtain a certificate that would allow me to payany

amount ofmoney. Ifthis certificate is stolen then somebodycan sellmyhouse.~

^Signing within authorisation limits would have helped in the case ofBarings.~ In which

case Barings Bank, according to the respondent, was not able to controltrading because

employees such as Nick Leeson had a limit on paper, which the respondent believed to

be not controllable.

5 Later in the interviewthe respondent spelt out that he expects an insurance companyto payfor any

damag e.

Evaluation of the Enhanced Trial 26

^You have a limit ofwhat you are allowed to buywithout your managerś approval. And

he has a limit and so forth. This scheme can be implemented with a certification scheme.

I would buymicrocomputer a or software for a microcomputer. 10,000 FF would be

reasonable. To begin with this is a verygood limit.~

The respondent who would not accept a certificate good for values like his house is the

verysame person who would find ofers ofhis suppliers useful, being worth several

personmonths. So the challenge is: How can one securelymake an ofer worth several

10,000 Euro, without incurring the risk oflosing such amounts ofmoney? Restrictions

on the applicabilityofa signature keyshould be investigated.

In anycase, the conclusion is that spending and liabilitylimits, in general, per type of

transaction or business partner, are an issue worth considering when offering digital

signature contracts. It is in particular important to give holders the option to avoid very

high transactions and possible losses (>50k). Recallthat respondents envisage to spend

much more than what is typicallythe case in a credit card transaction. But for such high

values theywould probablynot be willing to sign that theycan be held liable even in case

ofcompromise. More results could be obtained when discussing the complete SECA,

options for generalspending limits, and an insurance solution, in more detail. An

insurance solution deserves particular attention as there willprobablybe no useful

evidence in case ofdamage (i.e. genuine and fake evidence will look alike), and as it will

thus be very difficult to tell real fraud from claimed damage.

Another conclusion is that certification authorities could encourage the use ofsecure

hardware with secure user input and output, so that keycompromise is unlikelyto take

place (see Section 3.6).

3. 4 .4 General Comments

It was also proposed that the purchasing contract itself should be standardised.

^Standard contracts for electronic commerce.~

Another respondent suggested ~eTerms 6 , standard contracts.~

^Good idea. You make a substitute for a non-existing global jurisdiction.~

^For consumers regulating the applicable law is important.~ (Respondent means the law

of the transaction to be signed).

Other suggestions were that the SECA agreement should state which law is applicable,

and consider during registration who is allowed to represent a company.

^Missing is: under which country´s law is this applicable?~

^One would have to take into account who is authorised to sign.~

Applicable law is being treated in the fullSECA (see Section 14.5.2 ofBaum-Waidner,

Zihlmann). Authorisation has optionallybeen treated during the registration, and was

visible if the ^Details~ button was pressed (see Figure 2).

6 An initiative of the International Chamber of Commerce (cf. International Chamber of Commerce

2000).

Evaluation of the Enhanced Trial 27

3. 5 Overview on Applicability

3. 5 .1 Relative Importance of Key Characteristics

Table 1 Key Characteristics

The solution should For you as a

seller

For you as a

buyer

Be similar to traditional business procedures 6.3 8.2

Be easily tailorable to your needs 7.9 7.7

Support different payment schemes 7.3 6.7

Support different encryption schemes and certification authorities 3.7 4,2

Be available for different operating systems 7.5 7.4

Create records with evidential value 7.3 9.1

Allow you to define the liability for digital signatures 6.1 7.6

Allow for integration into existing back office tools 6.5 5.4

Notes:

Not important at all: 0 .... absolutely necessary: 10

Creating records scored best (bolded); support of different encryption schemes and certification

authorities scored worse (italics)

These above results show that:

· Records with evidential values are required by both buyers and sellers.

· The similarity to traditional business procedures is appreciated.

· The possibilityto configure the FIT according to one´s needs is important, in

particular for the seller.

It also becomes visible that selections the respondents are used to, such as the selection

ofmeans ofpayment, are more appreciated than new concepts, such as to negotiate

encryption, or to select certification authorities. These points have not been presented in

much detail, neither in the programnor in the questionnaire, so no conclusions can be

drawn out of their low rating.

3. 5 .2 Applicability to Types of Trade

The types oftrade the respondents wish to make with the FIT, as visible fromthe table in

Appendix A, can be grouped as follows.

1. One is consultancy, such as providing expertise or software. Such contracts are

typicallyspecific per business partner, negotiations take place, and the deliverable can

be sent on-line . Values mentioned bythe respondents range froma few thousand

Euros up to the equivalent ofseveralpersonmonths. Respondents ofthis type are no.

2, 6, 7, 16, allworking with companies with less than 100 employees (also no. 19, but

with 140 employees).

Evaluation of the Enhanced Trial 28

2. Another type oftrade willbe purchases ofhard goods with out-of-band delivery.

Respondents mentioned computers, printing machineryor telecommunications

equipment, possiblyto be bought in public procurement. Also such contracts are

frequentlysubject to negotiation. Respondent no. 4, 9, 10, 18 and 20 are examples of

this type and mentioned values up millions ofEuros. Occasionalprivate sales ofhard

goods, as mentioned by respondents no. 10 and 21, are of similar nature.

3. A third type oftrade for which the FIT is attractive could be the purchase ofservices,

such as fromteachers or craftsmen. In this case, deliverywould also be out-of-band.

Respondent no. 14 is an example, buying and providing teaching services. It would be

worth interviewing providers ofother services, such as craftsmen, which had not been

among the respondents.

We also checked whether there is perhaps a group which is unlikelyto use it. It was not

possible to identifysuch a group among the respondents. Respondents number 9 and 14

look a bit less convinced than the others, but have strong arguments for the FIT being

beneficialsomewhere in their companyifsufficientlymodified (e.g., for procurement)

and iftheir bosses used it. It was also not possible to identifya group which would use it

onlyprivately(possiblyrespondents number 3, 8, 10, 21). Theyallhad strong arguments

why such an application would make sense in business for themselves or their partners.

We believe that the FIT can be easilyimproved in order to match the requirements for

the first type ofsales. What would be good for alltypes ofsales, but in particular for

high value procurement ofhard goods, would be the support ofsending offers to several

parties, and ofobtaining severalbids. Also an interface into catalogues willbe a useful

enhancement.

Regarding private use, the number oftransactions per user and period oftime will

probablybe small, but, ofcourse, the number ofpossible users is large. Note that the FIT

can be seamlesslyintegrated into secure, automated WWW-based sales. This could lead

to a substantialdemand for the services involved, such as certification, time-stamping,

fair exchange services, liability limit services, and last but not least payment services.

3. 6 Findings on Implementation on Portable, Secure Computers

3. 6 .1 General

We anticipate that it willbe difficult for users to keep their machines secure from

malicious code. Once digitalsignatures willbe in wide-spread use, we must anticipate

that attacks willbe aimed at. Virus scanners and firewalls maynot sufficientlyprotect

users, in partic u lar not against Trojan horses which are new, self-deleting or which

address onlya few victims (see Weber 2000). This is whytypicallycertification

authorities request fromtheir customers to keep their computers free ofmalicious code.

So we thought that a valuable transaction should better take place on secure hardware,

with a secure viewer. We su g gested to the respondents:

One could put the signature function and the screen of the FIT onto a small,

handheld computer, to be connected to your normal Internet-computer (via cable

or infrared). Possible benefits for you are:

Protection against computer or network fraud, e.g., viruses changing your documents. As a pr o tection, your keys would be stored in a tamper-resistant

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

chip, and the device would have its own, secure display.

Portability, i.e. you could use the FIT for buying and selling with several compu t ers.

Respondents were shown pictures ofpocket calculator-like devices, mobile phones and

PDAs (see end of questionnaire).

Some respondents wondered whether there is a threat at all:

^Do not believe that laptops are so insecure that something like secure hardware is needed.~

^Microsoft will solve this~ referring to the issue of Trojan horses.

Other respondents see that secure hardware with secure displays willprotect themfrom certain risks.

^From a certain amount on this will be interesting.~

^With such hardware I would trust into amounts ten times as high.~ This respondent had mentioned Euro 5,000, so this would be Euro 50,000.

A respondent was saw the risk, but wondered if a secure device would help:

^IfI have to sign something for a million Dollars, then I´llgo in a specialroomwhere I have a PC which is not on the network...

A device just for signing contracts? I don´t think I would need that. Whyare paper signatures good enough for a multi-million Dollar contract, but our PC is not good enough? Is the securityin the (paper) signature, or is it in the whole process? But you willnever ever have a systemwhich is 100 % secure. Ifwe talk about million dollar contracts, there might be a backdoor bythe guywho made the machine. I would prefer to trust software on myPC where I can see the source code, compile myself, than some device I would get fromyou. The Crypto AG in Switzerland, theysellcrypto devices.

TheyIranians found out there was a problem, theysent a message to this device and the

Americans knew about it. They were controlled by the NSA...

Ofcourse it should be a trusted device, then it should interface to myPC and upload all the data. That could be a good idea. A secure displayis extremelyimportant. How do you know what the smartcard signs?~

So that respondent clearlysees a need, as expressed byhis suggestion to use a special room, and his emphasis ofa secure display. He arrives at the conclusion that a device would be particularlyimportant when his moneyis concerned. But he also wonders whether it is reallyachievable to produce a trustworthydevice and quotes the case ofthe

Crypto AG:

^The Crypto AG in Switzerland, theysellcrypto devices. TheyIranians found out there was a problem. Theysent a message to this device and the Americans knew about it.

They were controlled by the NSA.~

3. 6 .2 Willingness to Buy

Respondents were asked (question 14):

Would you be prepared to buy such a device?

11 said theywould be willing to payfor the device, after having been prompted with

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

costs ofEuro 50 for a basic device, 25 for an add-on to existing mobile devices, and an additional25 each for one ofthe following characteristics: larger screen, biometrics, or a self-destroying chip. 7 Respondents would use it for business, and 5 for private use, 1 for payment only. Those who want to use it for business use, commented on their willingness to pay:

· 25 for an add-on

· 100 if it includes biometrics and large screen

· 200 for business use

· 500 to 1,000 if it contains important business functions

Comments:

^Regarding secure hardware I as a business man would have to consider: How much time or moneywillthis device save me? Because without it I would have to do the business manually. This amount saved would be the upper limit for me to pay.~

3. 6 .3 Integration into Phone or PDA

We also inquired whether respondents rather want to have a specialdevice, something like a secure smartcard-reader with user I/O, or rather a multi-functionaldevice, ha v ing also phone and organizer functionality (question 16).

What isyouropinion about combining aphoneororganizerfunctionality with

FITand secureemail in onemulti-functionaldevice?

Agree (1,2) Disagree

(4,5)

Ibelieve a mono-functionaldevice would be more secure(FIT+email)

8 5

Ifind multi-functionality important because Ido not wish tocarryaround a n otherdevice

9; (4 agreed to both)

4

The comments respondents made are helpfulfor understanding their feedback. Some expressed an interest in integrating the signature function into a mobile phone or PDA:

(It should work) ^via myPalmPilot or mobile phone. No new device, one should build upon what exists. For the Palm it will be a file.~

^Combination of phone and PDA would be ideal.~

Others, however, were wondering whether such an integration is secure:

^Should be separate. Otherwise I´d have the problem: `Give it to me´ and the other one makes a phone call. Then the whole mechanism is in hands in which it should not be. Or it gets left somewhere.~

^I like verymuch the idea to use a PDA, but it willhave the same problem like myPC very soon, I´ll download all kind of shit on it.~

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

^Palm: gives me the possibilityto take addresses and paste them into the form. I am afraid of wrongly attributed texts.~

When discussing viruses: ^Everything I willget onto the PC I willalso get onto the device.~

One said, for private use ^include other functionality~; for business use ^stand-alone device~.

Another one: ^If integrated, the security would be lower.~

One respondent stronglyobjected anymulti-functionaldevices because she was afraid of the risk ofusing the device for something less important than signing: ^And then the device will be either empty, broken or corrupted at the time when I want to sign.~

The feedback on that question explains the surprisinglyhigh number ofsceptical respondents, i.e. eight, ofwhich four would appreciate multifunctiona l ity. A consequence is that multifunctionaldevices open to arbitrarycode need to be designed in a waythat users have reason to believe that their secure applications will indeed remain secure.

Another issue is that users maywish to keep the device under some physicalcontrol. A phone is not necessarilycontrolled that way. Possiblythe signing keycould be designed to be taken out, attached to traditionalkey-rings, or put into a traditionalwallet, t o gether with other cards.

3. 6 .4 Interest in Special Characteristics

In question 15, we asked which characteristics are particularly important.

Table 3: Characteristics of Mobile Hardware

Important Not important

Mobility 10 2

Self-destroying chip 7 5 6

Secure display 13 1

View half A4 8 3

Fit into leather wallet 2 7

Fit into shirt pocket 8 3

Compact from like C 2 10

Biometrics 7 3

Comments on mobility:

^Very important: I want to take it with me.~

^Mobility very important.~

^IfI carrythat thing always around with me, I would have more confidence that nobody can do mischief with it.~

Matchingly, respondents want to store it in some pocket, but it needs not necessarilyfit into a leather wallet. 8

7 With zeroisation circuitry, see Weber 2000.

8 The question of whether a verythin device is required was asked because in the surveys made for project CAFE male respondents had suggested that an infrared payment wallet should be so thin that it can be inserted into a leather wallet (Furger et al. 1998).

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

Two comments were made on self-destroying chips:

^I assume that it is being designed that way.~

^Not so important.~

Comments on biometrics:

^Biometrics is better than a passphrase. Theoretically, a passphrase can be entered by everybody.~

Comments on viewing large documents:

^How will the FIT look on a small hardware device?~

^That the essentialpoints are visible. When I offer an expertise, except ofthe price, of course, also deadlines and partners are important, and the contents. So ifallthis fits, I would prefer the smallest.~

^It would be sufficient to display text.~

One respondent suggested to use a secure device for payment, but a very small one.

^Rolodex, five smallbuttons, the Rex. Something like that for payments, that would be nice. Ifit is something I have to carryit has to be verysmall. Ifit is in mymobile phone, ok. Some kind ofan active card... I´llsee here what I have to pay, and it willtransmit to the cash register. Should be able to give me the information where I paid what. I would definitely buy a secure device for payments.~

The displayshown in handout A in the questionnaire was indeed derived fromwhat can be displayed on a Rex (see Figure 3; www.franklin.com/rex)

Figure 3. Information as shown on a Rex device.

The device oftype C was said to have a screen with a magnifying lens, as, e.g., manufactured byKopin. These are available with resolutions from320x240 pixels up to

1280 x 1024 pixels (see www.kopin.com) On a device oftype C, there were two positive remarks:

^Nobody can look over one´s shoulder.~

^Interesting because nobodysees what you are looking at. With fingerprint good, under a flap so that one does not sign byaccident. Also put a PIN-pad under a flap in case the biometrics won´t work. Would irisscan be possible? Handling ofC is somewhat unusual, but also mobile phones had initially been met with a pitying smile.~

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

The feedback on C was not veryenthusiastic. Though there was interest to have a secure display(13 respondents) and view, e.g., halfan A4 page (8 respondents), the idea to use a screen with a magnifying lens scored poorly, as only2 respondents found it important.

We believe the reason for the low scoring ofthe viewer is that using such a device is in contrast to the existing rule for viewing business documents, which is to check them in normalreading distance. A further issue is that an approvalofa document during signing willbe difficult. When hold the viewer in one´s hand, how would one express approval?

One would not be able to keyin a PIN conveniently. Also a finge r print reader willbe difficult to use, as one might unwillinglytouch it. It was suggested to put a flap above it, to be lifted onlywhen signing. As these screens are technicallyverygood, the issue should be investigated in more detail, with an appropriate application being shown on the screen, and realprototypes instead ofprintouts. Possiblyvoice recogn i tion could be used for approval, but this is probably also in contrast to today´s rules of a p proval.

One could design an application in the waythat selected parts ofthe document to be signed are clicked on the main computer, and these sections are then securelyviewn on the mobile computer. Thus one would not have to check the whole document on the secure screen. This might work with some applications. We found, however, that respondents who are interested in high value transactions mentioned attachments, which in generalhave been produced byother applications (text editor, CAD pr o gram, etc.).

Viewing such arbitrarydocuments securelywillnot make visualisation easier. As it is most likelyverydifficult to view themon the ^portrait~ type ofPDA-screens, the usage of ^landscape~ screens has to be explored.

Note that the terms and conditions, digitalsignature agreements, certification practice statements etc. could be included byreference, e.g., ^standard terms type F~ (eTerms, see International Chamber of Commerce 2000).

3. 6 .5 Applicability

We now describe the findings regarding two groups.

Moderately High Value Business Transactions Group (bolded)

· Engineer, selling expertise (respondent no. 2).

· Computer dealer, discussing sales and purchases ofcomputer. Envisages that larger sellers will buy larger numbers of computers electronically (no. 4).

· Selling expertise, each worth several thousand Euro (no 6).

· Consultant, providing e-commerce related services (no 16).

· Consultant, looking for solution for selling high-value used machinery (no. 18).

This group is both interested in the FIT and in secure hardware. Theywould payup to

Euro 100 to 1,000 for secure hardware.

High Value Procurement Group

There were three respondents mentioning transactions worth millions ofEuros. They thought ofprocurement with severalbids. The FIT has not been presented as a solution supporting that.

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

· Printer: ^In procurement digitalsignatures willbecome important. That´s about millions ofDMs.~ Later: ^B to b on-line is not reallyappropriate. Would prefer to go the traditionalway.~ Respondent does not see a need for mobilityand is sceptical regarding secure hardware: ^Everything I willget onto the PC I willalso get onto the device.~ (no. 9)

· Economist, on the need for signatures: ^For a consumer who buys a food-processor for DM 100, a Visa card is OK. But for companies, where a purchase ofequipment can be worth millions, you better use digitalsignatures to replace the paper

(contracts) used today.~ He mentioned telecommunications equipment as wellas consortiumagreements such as in EU research projects as attractive cases for being handled digitally. Regarding a secure device, he is thinking about private usage (no.

10).

· Project manager, selling training services: Suppliers would not be able to use the new technology. ^People who are entitled to sign on suppliers behalfwillbe the last ones to pick up on new technology. ... With the training suppliers there is lots of paperwork, which confirms this and that and states that certain standards are met, have to be exchanged.~ It would be the respondent´s board who would accept the offers and sign. He sees benefits as much paper needs to be moved in procurement.

He requires, for business use, a stand-alone device (no. 14).

How to view and sign these attachment, though mentioned as being possible with the

FIT in software, has not been worked out for mobile hardware. So the high value procurement group had little willingness to payfor secure hardware. The issue ofhigh value procurement thus deserves further research.

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

4. Outlook

The most important feedback and some consequences are:

1. The FIT can be used in order to provide for more securityin ^manually~ conducted business transactions. It should be enhanced for handling severaloffers and bids and have an interface for integration into databases such as catalogues and accounting programs. Certainlyit would be beneficial ifother secured business applications could be used with the same security enhancements, as pr o posed by project SEMPER.

2. Business respondents expressed a ce r tain willingness to payfor the FIT, ranging from verylow amounts, up to Euro 100 or 200. It could be higher ifthe FIT were more powerful or integrated into other solutions for Internet trade.

3. Most respondents would sign SECA as an agreement for globallyhandling digitally signed documents.

4. Liabilitylimits have been appreciated, but an insurance needs to be integrated which pays in case ofclaimed compromise, in particular for business transactions in the range of 100,000 Euros or more.

5. Fair exchange would certainlybe a beneficialcharacteristic, securing two-party contracts, acknowledgements oforders, and receipts for payment and deliveries. The interface would have to be worked out (need for approval, actions in case something goes wrong, production of replacement signatures by third parties).

6. There is a group ofrespondents who is prepared to payEuro 100 to 1,000 for s e cure mobile hardware with secure user input and output and use it for transactions ofa value up to Euro 10,000 to 100,000.

7. Developing a user interface which allows to develop trust into a device which is at the same time open for code fromunknown sources but can also keep secure a p plications secure is an unmet cha l lenge.

8. Visualisation ofnormalbusiness documents on mobile devices is another challenge.

The usage ofscreens with magnifying lenses and the development ofappropriate approvalpr o cedures, as wellas the usage of^landscape~ screens, should be further invest i gated.

9. There is a need for strong encryption as respondents mentioned that theywish to trade information such as patents or expertise, and want to keep prices confidential.

10. With the approach ofusing two computers, a normalPC and a mobile one, it willbe difficult to handle confidentialbusiness information. The reason is that in this concept the transaction willbe on the normalcomputer in full, thus the confidential information can possiblybe eavesdropped. Therefore secure PCs willbe beneficial.

However, in cases in which the means ofuser input and output ofsmaller devices is sufficient, these can be turned into little fortresses with tamper responsiveness and ev i dence.

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

5. References

Baum-Waidner, Birgit; Zihlmann, Rita: Legal Aspects. In: Lacoste et al. 2000

Furger, Franco; Paul, Gerd; Weber, Arnd: CAFE Survey Re sults. Paper, 1998. Available at <http:/www.iig.uni-freiburg.de/~aweber/>

Hamamtzoglou, Akis; Hecht, Thomas; Papadopoulos, Iannis; Weber, Arnd: The Fair

Internet Trader. In: Lacoste et al. 2000

InternationalChamber ofCommerce, <http://www.iccwbo.org/home/ electronic_commerce/electronic_commerce_project.asp>, 26/05/2000

Lacoste, G.; Pfitzmann, B.; Steiner, M,; Waidner, M. (eds.): SEMPER Final Report.

LNCS, Springer-Verlag, Berlin 2000

Schunter, M.: Fair Exchange: A NewParadigm for Electronic Commerce. In: L a coste et al. 2000

Weber, A.: Full Bindingness and Confidentiality. Requirements for Secure Computers, and Design Options. Proceedings of ECIS 2000, Vienna 2000

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

6. Appendix A: Table with KeyFindings

Notes to the table on the next page:

Values are in Euro. ^Y~ means ^yes~, ^N~ means ^no~. In the column ^Sign SECA~, ^b~ means

^business role~, and ^p~ means ^private role~. Some knew which role theywould play, but were not sure whether theywould sign it. ^MP~ means ^mobile phone~, ^PDA~ means Personal Digital Assistant or organizer.

Respondents who are particular interested in both the FIT and in secure hardware are bolded.

In Column 4 it is being presented what respondents would use the FIT for. Values in brackets mean that the respondent mentioned such type of trade, but found it difficult to use the FIT as it was for conducting it.

x) At first glance, one would expect that respondents either agree to ^I believe a mono-functional device would be more secure~ or to ^I find multi-functionalityimportant because I do not wish to carryaround another device.~ But it turned out that several respondents agreed to both statements (see Section 3.6.3).

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

1 2 3 4 5 6 7 8 9 10 11 12 13 14

No

.

Profession W hat doyou like?

Dislike/

Suggestions for

Improvements

Useit for Pay for

FIT

Max. values signed Pay s´th.

for CA

Sign

SECA

+/- 100 employees

Owns Buydevice Monomultifunct. x)

Selfdestr chip

View half

A4

1 Engineer Analogy Interruption Y (limit 500) Y p -

2 Engineer Digital signatures

M ore intuitive Expertise 100 500 (limit 5,000) x b - M P

PDA

Y multi

3 Engineer Simplicity Inflexible 250 (limit 2,000) x p - x

4 Computer

Dealer

Negotiation Interruption Computers 25-75 100,000 x Y b - M P

PDA

Y 500-

1000

x

5 Accountant Can work at home

Y 2,000 x N - N

6 Technical expert

Negotiation Interruption Expertise 10,000 Y b, p - Y 50+50 mono x x

7 Security

Consultant

Forms Standard set-up Programming Y worth MMs x Y b, p - PDAphone

for paym.

8 Lawyer Easeof use x - MP Y mono, multi

x

9 Printer Evidence (Procurement) millions Y p + PDA N

10 Economist Structure, openness

Append files Procurement, used cars

5 millions x Y p + MP Y D 25 multi x

11 Economist Transparency Speed W W W -shopping, banking

50,000 x Y p + PDA Y D 50 multi x

12 MSc (Internet

Solution Provider)

Trusted window Tedious (Programming) 14,000 - MP

PDA

mono, multi

x

13 BSc (Certification

Authority)

Security InterfacelikeMSproducts

Y - MP

PDA

Y mono x

14 Project Manager Evidence Less complex (teaching services)

30 mio. Y + mono(b) x

15 Expert in ergonomics

Auditor Help, print-outs (for replacement of cc)

70 x Y - MP Y multi X depe nds

16 Computer scientist

Usability, proofs

Less steps Programming 30,000 x Y - M P

PDA

Y 200 mono, multi

17 Retailer Show differences Speed, integration

Retail of food 50 x Y - N

18 IT consultant Negotiation Interface to catalogue

Used machinery Y 25,000 - 250,000 + Y

19 Economist Easytouse Morespace Consultancy 10 initially50, poss.

mio.

x Y p + PDA Y 10 mono

20 Banker Legal certainty Easychoice of being seller or buyer

Custom-made goods

50+ 3,000 x Y - Y 25-150 mono x

21 Economist Immediatelegal certainty

Fields need more space

Car, banking (limit 5,000) x Y - MP Y D 25 multi x

Evaluation of the Enhanced

Trial 39

7. Appendix B: The FIT Questionnaire

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

Number:____ Interviewer: Date: FIT:__ Simulation:__

Survey on the Fair Internet Trader (FIT)

A program which enables

· buying and selling over the Internet

· of digital or hard goods

· with digitally signed offers, orders and receipts

· with encryption of all communication

· and has a standard procedure to do this spontanously

Options:

· The seller can request payment after delivery, or when the order is made.

· Payment can be electronic, or out of band.

· The seller can send an invoice right after the order was made, or send the invoice with

the delivery.

· The invoice can be electronic, or out of band.

Examples:

· you as a business person buy something, e.g. computers

· you as a business person sell something, e.g. software or music

· you as a private person buy something, e.g. trousers or stocks

· you as a private person sell your work or something second hand.

(show FIT)

1. What do you like about the FIT?

..........................................................................................................................

..........................................................................................................................

..........................................................................................................................

2. What do you dislike?

..........................................................................................................................

..........................................................................................................................

..........................................................................................................................

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

SECA Legal Agreement - a Proposal for the Usage of Digital Signatures

· You (or your business partners) would have to sign an agreement.

· This agreement would most likelymake digitallysigned documents acceptable as

evidence before court, independent of legislation.

· It would work on a global scale.

· Bychecking electronic certificates your business partner can verifythat you have

signed this agreement and vice versa.

· The agreement also regulates what happens ifyou lose your key, ifsomebodyspots or

guesses your password, etc. (compromised key).

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

SEMPER Deliverable D12 / 4 June, 2000 Apr. 11th, 1999 / Public

SEMPER Electronic Commerce Agreement SECA

Extract - To be signed in person at the certification authority

This agreement is made between the cert ification authority XYZ and the signatory.

I am liable for my digital signatures (tick at least one):

�

� representing company _________

� � as a private user.

You can chose one or two options from the following, or none.

Option: Liability limit for compromised key

IfI claimthat mysecret digitalsignature keywas compromised, I am liable for

my digital signatures up to the limit of

for company use:

amount: .................... currency: ......

for private use:

amount: .................... currency: ......

These amounts will not be revealed to my business partners.

Mybusiness partners mayrequest that I provide a message from mycertification

authoritystating that the amount ofa transaction is below myliabilitylimit for the

compromise of key.

Option: Liability limits for compromised key towards pre-selected business

partners

IfI claimthat mysecret digitalsignature keywas compromised, I am liable for

my digital signatures towards pre-selected business partners up to the limit of

for company use:

amount: .................... currency: ...... towards: ....................................

amount: .................... currency: ...... towards: ....................................

for private use:

amount: .................... currency: ...... towards: .....................................

amount: .................... currency: ...... towards: ....................................

Place, date: ..................................... ......................................................

Signature

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

3. Do you think digitalsignatures would be beneficial in certain transactions already

done electronically?

companyuse: yes � � no �

private use: yes � � no �

Ifso, please give examples: .................................................................................

4. Do you think digitalsignatures would be beneficialto replace current paper

documents?

companyuse: yes � � no �

private use: yes � � no �

Ifso, please give examples: .......................................... .......................................

5. The certification authoritywillhave certain costs for registering you or your business

partners in person, for having a centralcomputer with a hotlist oflost and stolen keys,

and for the optionalchecking whether liabilitylimits are exceeded. Pricing could be flat,

e.g., Euro 100 per year for the signer, or the relying partywould have to paya fee per

transaction, e.g., 0.3 per cent ofthe transaction value, at least when checking the central

computer.

Would it be cost-effective for you to require digitallysigned orders fromyour customers

if this costs 0.3 per cent of the transaction value?

Orders company use private use (if applicable)

Yes

No

Possibly in the future

Don´t know yet

If the costs were lower

Would it be important for you to require digitallysigned offers fromyour suppliers ifyou

had to register yourself for Euro 100 per year?

Offers company use private use

Yes

No

Possibly in the future

Don´t know yet

If the costs were lower

Comments: .........................

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

6. Would you be prepared to sign the SECA legalagreement for producing binding

digital signatures with evidential value?

yes � � no � � don´t know yet �

7. If yes, please fill it in right now.

Suggestions for modifications of agreement:

...............................................................................................................................

8. Assume you and your business partners were registered for making digitalsignatures

and had the FIT. Would the FIT be instantlyapplicable for you?

yes � � no �

Comments:

...............................................................................................................................

9: What would you buyor sellwith the FIT (or a FIT improved according to your

needs)?

Sell: ............................................................................................................

Buy: ............................................................................................................

10. Ifyou think ofthe documents you would sign with the FIT (or an improved FIT),

what value would they have?

Signing on behalf of company Signing privately

Maximum

value

Average

value

No. of

documents

per month

Maximum

value

Average

value

No. of

documents

per month

Orders

Offers

Don´t know

yet

Currency: .....

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

11. Please indicate for each attribute the importance for a trading tool:

Fill it in for your role as a player in: business: � private: � �

( Agree: 1 ... Disagree: 5)

The solution should For you as a seller For you as a buyer

1 2 3 4 5 1 2 3 4 5

be similar to traditional business p rocedures

be easily tailorable to your need s

support different payment schemes

support different encryption schemes and

certification authorities

be available for different operating systems

create record s with evidencial value

allow you to define the liability for digital

signatures

allow for integration into existing back office tools

12. As a relying party, e.g., as a commercialseller getting orders, or as a private

consumer getting offers, what would you be prepared to payfor the FIT, for signed

documents and for checks of databases regarding lost and stolen keys?

I´d payas a business

relying party

I´d payas a private

relying party

For the FIT-software

Purchase price of:

For the certification services

A percentage of transaction value of:

An amount per check of database:

For the initial registration of myself

/ my company:

Don´t know yet

Currency: _____

13. As a signing party, what would you be prepared to pay?

I´d payas a business

signing party

I´d payas a private

signing party

For the FIT-software

Purchase price of:

For the certification services

A percentage of transaction value of:

An annual fee of:

For the initial registration of myself

/ my company:

Don´t know yet

Currency: ______

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

Implementation on P ortable, Secure Device

One could put the signature function and the screen ofthe FIT onto a small, handheld

computer, to be connected to your normalInternet-computer (via cable or infrared).

Possible benefits for you are:

· Protection against computer or network fraud, e.g. viruses changing your documents.

As a protection, your keys would be stored in a tamper-resistant chip, and the device

would have its own, secure display.

· Portability, i.e. you could use the FIT for buying and selling with several computers.

(discuss handouts A, B, C, D)

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

Costs:

· Thebasicdevicewouldcost aroundEuro 50.

· Ifyou want integrationinto your mobile phone, organizer, or personaldigitalassistant

(PDA), youwouldhaveto payfor todaý scost ofthat device, andanadditionalEuro 25.

· For certaincharacteristics, youwouldhaveto paymore:

· for ascreento viewhalfapage(A4) at once

· for biometric verification, so that only you could use the device (the biometric data

wouldremaininyour device)

· for a self-destroying chip, destroying the keysincase someone triesto break a stolen

deviceinhislaboratory

Each characteristicwouldcost youroughlyEuro 25.

14. Wouldyoubepreparedto buysuchadevice?

Yes No Dont́ knowyet

Business

Private

(ifyou want to use it in bothspheres, you would use onlyone, but withdifferent signature

keys)

If̂yes~or d̂ont́ knowyet~, continuewith15. If̂no~, continuewith19.

15. Whichofthefollowingcharacteristicsareimportant for you:

Would

not buy

without

Important Not

important

Don´t

knowyet

Mobility(usabilityofthe signature function

withseveralcomputers)

Selfdestroyingchip

Securedisplay

(protectionagainst viruses/fakeinterfaces)

Displayto view1/2A4

Thinenoughto fit into leather wallet

Thinenoughto fit into shirt pockets

Compact form, likeC

Biometric user verification(protectionagainst

eavesdropping ofpassword, lossand theft of

device)

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

16. What isyour opinionabout combining

· aphoneor organizer functionality

with

· FIT andsecureemail

inonemulti-functionaldevice?

AgreeDisagree

12345

I believe a mono-functionaldevice would be

moresecure(FIT +email)

I find multi-functionalityimportant because I do

not wishto carryaroundanother device

I dont́ care

17:Howmuchwouldyoubepreparedto spendonit?

Asamono-functionaldevice(FIT +email) :.................. currency...............

In case of integration into phone or organizer

(multi-functional), on top of the normal

price an additional : .................. currency...............

What do you expect to be included:

Biometrics: �

Display to view 1/2 A4: �

Self-destroying chip: �

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

18. Afewpersonaldetails:

I am: male My age is: under 18

female 18 - 25

26 - 30

31- 40

41 - 50

51 - 60

over 60

Highest level of education completed: Secondary School

Examination for entry to higher education

Apprenticeship

University or technical college

Other:

Nationality: __________

Iworkin branch: __________

Number ofemployeesin mycompany: __________

Iusea mobilephone: �

Iusean organizer or PDA: �

Yes No Don´t

know

Planned for next

12months

Mycompanysellson theInternet, e.g. accepts

ordersvia email, or sellson theWWW

Mycompanybuyson theInternet

Mycompanyusescredit cardsfor buying or

sellingon theInternet

MycompanyusesEDI

Mycompanydoeselectronicbanking

Other: ................................................................

Institut für Informatik und Gesellschaft, Freiburg, Germany, Project SEMPER

A) Pocket calculator-like

· Displayshows onlythe most important data, such as amounts, recipients, the first

words of items descriptions.

· The rest of the information is only on the normal computer screen.

· Could fit into leather wallet.

Order

Buyer: Bob Oilfield Exploration, UK

Description: Evaluation of file 4567

Total: 22000

Currency: ECU

Date: 7.6.98 18:34:57

Signature: Bob Smith, Bob Oilfield E

CA, Type: Sicher AG, L

______________________________

7 8 9 on/off

4 5 6

1 2 3