2/15/97

<wmi@zurich>

Michael Waidner

IBM Zurich Research Laboratory

CH8803 Rüschlikon, Switzerland

Tel +41 1 724 8220 / Fax +41 1 710 3608

<wmi@zurich.ibm.com> / <http://www.zurich.ibm.com>

Secure Electronic Commerce

European Research Seminar in

Advanced Distributed Systems

Zinal, March 17-21, 1997

© IBM

2/15/97

<wmi@zurich> u Introduction u

Secure Electronic Commerce, Multi-party Security u Secure Devices u

Smartcards, Electronic Wallets u Cryptography u

Types of crypto-systems, Discrete Logarithm,

Diffie-Hellman, Schnorr Signatures u Public-Key Infrastructure u

Third Party Services, Certification, Signatures u Secure End-to-End Transport u

Link and End-to-End Security, Anonymity u Notary Services u

Logical Time Stamps, Fair Exchange

Outline

Outline

© IBM

2/15/97

<wmi@zurich> u Payment Systems u

Requirements u

Simulating the P aper World: SET u

Sma rtcard-based Electronic P urses u

Untraceable Cash: ecash, Blinded Schnorr

Signatures, CA FE u

Micropayments: CA FE, Billing Server, MiniPay u Secure Transfer of Digital Originals u

Superdistribution: Cryptolopes u

Fingerprinting u Frameworks for Secure Electronic Commerce u

SEMP ER u Summary and Outlook

Outline

Outline

© IBM

2/15/97

<wmi@zurich>

Electronic Marketplace ^Internet~

u Secure Email

u Secure Document

Exchange

u Mail Order

Retailing

u Electronic

Publishing

u Ticketing

u Subscriptions

u Information

Brokerage

u Contract Signing

u Secure

Auctioning

u ...

Internet

Individual

Retailer

Publisher

Library

Broker

Bank

Government

Bank

Directory

Certification

Time-stamping

Archiving

Notary

Individual

Introduction

© IBM

2/15/97

<wmi@zurich>

Secure Electr onic Commerce

u More than Secure Communication

u

Multi-p arty pro blems: payme nts, notarized

contract signing, auctioning, copy protection, ...

u

Multi-p arty security: limited trust in others

u

Processes: Systems must be securely linked,

e.g., contract with payment with delivery

u Technical Security + Legal Certainty

u

Non-rep ud iation: Dispute ha ndling; Digital

signatures; Registration & certification; Secure

hardwa re; Unified User In terfaces; ...

u

Privacy protection: Confidentiality, Anonymity

u

Applicable law in cros s-border commerce

Introduction

© IBM

2/15/97

<wmi@zurich>

Abstract View

Introduction u Secure Transfer / Secure Fair Exchange u

from Pseudonym X to Pseudonym Y u

of ^business do cuments,~ which can be u

information (documents, goods, ...)

u

money u

copy-protected original by mea ns of some protocol u

at a certain time

X Y

© IBM

2/15/97

<wmi@zurich>

Multi-Party Security u Multiple users with individual requirements u Formulate explicit trust requirements u

Who must be trusted?

u

Wha t is the worst case behaviour of an attacker?

u

User must never depend on opponent!

u Minimize trust requirements u

Aim at accountable, verifiable third p arties u

User must be able to choose among entities u

Distribute trust among many entities u Exception handling and dispute resolution u

Explicit rules, covering all cases

Introduction

© IBM

2/15/97

<wmi@zurich>

Need for Secure User Devices

Trusted Hardware

Trojan Horse,

Virus

User

User

SMARTCARD

123456789012 123456789012

VALIDFROM GOODTHRU

XX/XX/XX XX/XX/XX

PAULFISCHER

XX/XX/XX XX/XX/XX

PAULFISCHER

Secret Key Secret Key

+ Computation + Computation

Net

Wallet

Secret Key Secret Key

+ Computation + Computation

+ Protocols + Protocols

Secret Key Secret Key

+ Computation + Computation

+ Protocols + Protocols

Software-only

User

Protocols Protocols

Secure Devices

© IBM

2/15/97

<wmi@zurich>

Smartcards u Very small one-chip computer u

8-bit Microcomputer, < 5MHz u

< 512 RA M, 8K E EPROM, 16K R OM u

~ 9.6 Kbps IO u

0.3 s fo r 512 RSA signature w ith co-processor u

$1 - $10 u Tamper resistance u

never tamper proof u

insid er attacks: always possible u

reading RO M easy u

reading EE PROM relatively difficult, not impossible

Secure Devices

© IBM

2/15/97

<wmi@zurich>

Electronic Wallet

Ó N. Özalp, Fachhochschule Hildesheim/Holzminden/Göttingen, 1995

)URQW

%DFN

3OXJ�LQ

,QIUDUHG

Secure Devices

© IBM

2/15/97

<wmi@zurich>

Cryptography

Cryptography

u Concelation

u Steganography:

u

Hide message, e.g., in a picture

u Encryption:

u encr_algorithm: ( plaintext , key ) ® ciphertext

u Authentication

u Identification, Entity Authentication:

u

Who is on the other end of this line, currently?

u Message Authentication:

u

Who created this message?

u Digital Signature:

u

Convince a third party about who created this

message.

2/15/97

<wmi@zurich>

Shared-key Encr yption Scheme

Key

Generator

Decryption

Algorithm

Encryption

Algorithm

k

k
enc( k , m ) m
m
or

^error~

random
secur. param.

Secret

Channel

                                                                                                               u
One-time pad, DES, IDEA, LFSR ciphers

                                                                                                               u
Fast (MB-GB/s), but typically not verified

                                                                                                               u
Key sizes of 56 - 128 bi t

                                                                                                               u
Key distribution:  secret channel  needs key
distribution center or public-key scheme

Cryptography

© IBM

2/15/97

<wmi@zurich>

Shared-key Authentication Scheme

Secret

Channel

Key

Generator

Auth.

Algorithm

Test

Algorithm

k

k m , auth( k , m ) m ^ok~ or

^error~

random secur. param.

u Message Authentication Codes u Specific constructions, or based on block ciphers or keyed hash functions u Limitation: Third party cannot check authenticity

Cryptography

© IBM

2/15/97

<wmi@zurich>

Public-key Encryption Scheme

Key

Generator

Decryption

Algorithm

Encryption

Algorithm sk pk

enc( pk , m ) m m

or

^error~ random secur. param.

Authenticated

Channel

u RSA, Diffie-Hellman / El Gamal

u ~ 10-times slower than symmetric schemes

u ^Key size~ of 512 - 2048 bit for RSA

u Typically used to exchange a shared key for a

symmetric scheme

Cryptography

© IBM

2/15/97

<wmi@zurich>

Digital Signature Scheme

Key

Generator

Signature

Algorithm

Test

Algorithm sk pk

m , sign( sk , m ) m random secur. param.

^ok~

or

^error~

Authenticated

Channel

u RSA, El Gamal, Schnorr / DSS, GMR

u Asymmetry allows third party to check

authenticity

Cryptography

2/15/97

<wmi@zurich>

Discrete Logarithm u Cyclic Group

G = < g > = { g 1 , ..., g q } u For each a Î G there is a unique i Î { 1 , ..., q } such that a = g i called Discrete Logarithm ( DLog ) of a (base g ) u It is common belief that there is no efficient algorithm that computes the DLog in groups of large prime order.

u Other popular assumption: Factoring in N

Cryptography

© IBM

2/15/97

<wmi@zurich>

Abstract DLog Assumption u Generator of a Family of Groups: Gen u

input: 1 k u

output: cyclic group G with generator g , and algorith ms polynomial in 1 k for computing grou p operation and picking a random element u DLog Assumption for this Family u

For each polynomial time algorithm A , constant c , and sufficiently large k :

Prob( g i = a | ( G , g , ...) ¬ Gen (1 k );

a Î G randomly chosen;

i ¬ A ( G , g , 1 k , a ))

< 1/ k c

Cryptography

© IBM

2/15/97

<wmi@zurich>

Diffie-Hellman Key Exchange

u Diffie-Hellman Assumption

u NB: Diffie-Hellman is not authenticated

u El Gamal Encryption for pk = g b

u pick a , g a , k := ( g b ) a , use k to encrypt m

u ciphertext := ( g a , k * m ) or := ( g a , DES

k

( m )) a b g a

g b

Both can compute shared secret

g ab = ( g a ) b = ( g b ) a

Cryptography

Alice Bob

� , � )

� x h g x =

� h Random challenge

c

c

Compute

r x xc = +

� r Check

g h h r c = �

Signer Alice Verifier Bob

Cryptography

© IBM

2/15/97

<wmi@zurich>

Schnorr Identification Scheme u Does not reveal information about x u

not proven to be zero-knowledge u

known :

u Is a proof of knowledge:

u

assume Alice can convince Bob

Þ Alice knows an such that she can answer at least two challe nges,

� h c c

0 1

, g h g r xc 0 0

=

� and �x for random

© IBM

2/15/97

<wmi@zurich>

Schnorr Signature Scheme

( , ) ( , ) s k p k x h g x = = K n o w s p k = h

R a n d o m k e y p a i r

(

� , � )

� x h g x =

C o m p u t e c h a l l e n g e

c H m h h = ( , ,

� )

C o m p u t e r e s p o n s e

r x x c = +

� m h r , � , C o m p u t e

c H m h h = ( , , � )

C h e c k g h h r c = �

Signer Alice Verifier Bob

Signature

Shamir´s

H ()-Trick

Cryptography

© IBM

2/15/97

<wmi@zurich>

Cryptographic Strength

u Information theoretic security

u only few systems: one-time pad, authentication

codes, (verifiable) secret sharing

u usually not relevan t for practical life

u Complexity theoretic security

u

Violatin g a certain property is polynomially

equivalent to violating a certain assumption

about the asymptotic complexity of, e.g., DLog

or Factoring in N

u

Concrete complexity, concrete security

parameters?

u Practical securi ty

u

Not bro ken so far ...

Cryptography

2/15/97

<wmi@zurich>

Principle of Key Recovery

Country A Country B

Shares of Master Key

Cryptography

© IBM

2/15/97

<wmi@zurich>

Third Party Services u Public Key Infrastructure u

Registration / Certifica tion / Directory Services u General Certification Services u

Creden tials (Attributes), D ocument Templates,

Software u Notary Services u

Key E scrowing / Key Recovery u

Time Stamping of Documents u

Trusted Intermediary, e.g., for ^fair exchanges~ u

Dependable Archiving of D ocume nts u Arbitration Services u

Courts, arbiters

Public-Key Infrastructure

© IBM

2/15/97

<wmi@zurich>

Public-key Certification

Alice and Bob

¯ know pk

CA

¯ ^trust~ CA

pk

CA u Certification Authority

u User ^Nam e~

u Validity period

u Algorithm / Public Key

u Attributes

u Policy

pk CA u Certification Authority u User ^Na me~

u Validity period

u Algorithm / Public Key u Attribute s u Policy pkpk

Alice

Alice

pkpkAlice Alice

+

Public-Key Infrastructure

pkpkAlice Alice

© IBM

2/15/97

<wmi@zurich>

Technical Problems and Solutions

u Semantics of ^Name~

u

Personal Identifier

u

Pseudonym, maybe linked to another pseudonym,

maybe identifying a person

u

Public key

u Scalability

u

Hierarchical Certification, Cross Certification

u Certificate Revocation

u

Certificate Revocation Lists (CRL)

u

Revocation Certificates

u

No revocation, but short periods of validity

u Root K ey Compromise

u

Short periods of validity

u

Backup key pre-distributed

Public-Key Infrastructure

2/15/97

<wmi@zurich>

Certification Hierarchies cross certification

Public-Key Infrastructure

© IBM

2/15/97

<wmi@zurich>

Certificate Revocation

+

or

Revocation

Lists

Pull Model with

Revocation Certificates

Push Model with

Certificate Revocation Lists

Public-Key Infrastructure

© IBM

2/15/97

<wmi@zurich>

Legal Problems

u Legal Semantics of a Digital Signature?

u

Process of ordinary signing ...

u attracts signer´s attention

u completes a document

u declares signer´s will

u identifies the signer (not always required)

u

Formal requirements

u none , court is free to accept or reject

u signed by hand

u signed by witnesses

u notarized (i.e., signed, stamped and recorded)

u notarized with specific requirements regarding

proofs of identity

Public-Key Infrastructure

© IBM

2/15/97

<wmi@zurich>

Implications for System Design

Was supposed signer

aware of signed contents?

Was supposed signer

the creator of a signature?

Did supposed signer accept

liability for such signatures?

u Certificate per se cannot bind a user

u Ideal registration:

u CA and user sign a contract

u Certification policy

u Accepted liabilities

u Contents of certificate

u User interface

u Standard GUIs

u Standard presentation SW

u ^Point of no return~

u Secure key handling and signature

generation

u secrets generated by user

u secrets never leave trusted user

device (e.g., electronic wallet)

Public-Key Infrastructure

2/15/97

<wmi@zurich>

Logical Time Stamps

Each second t :

H t -1

H t

H t +1

H t +2

h

Recorded on server, publishe d in NYT

h = collision-resistant one-way hash-function t +1 t +2

...

chain

Notary Services

© IBM

2/15/97

<wmi@zurich>

Logical Time Stamps h

1 12 2 3 4 5 6 7 8 9 10 11

at time t t, H t

, chain t, H t

, chain u Offline check u Check H t

against copy at server, copy in NYT u Check H t

against relation with other stamped documents

Notary Services

© IBM

2/15/97

<wmi@zurich>

Logical Time Stamps

u Provides real time

u Minimal trust in time

stam ping server

u

Server cannot

change order

u

Network of servers

can distribute trust

u Only hash of documents

are stamped

u Efficient

u log(#docs) h/s u Online service

u

Server potential

bottleneck

uu but:

but: Network of

time-stamping

servers possible

u ^Eternity~ problem

+ + +

+ + +

˘ ˘ ˘

˘ ˘ ˘

Notary Services

© IBM

2/15/97

<wmi@zurich>

Fairness

u Fairness

u

Non-repudiation of

u submission / delivery / receipt

u

Payment fo r

u receipt, online goods

u

Contract signing

u Objectives

u

Minimize use of third party

u

Minimize use of expensive computations

u

Generic protocols that are ind ependent of the

items to be exchanged

Notary Services

2/15/97

<wmi@zurich>

1. Contract

2. Contract

3. Item of A

Optimistic 2-Party Fair Exchange

4. Item of B

Arbiter

1 12 2 3 4 5 6 7 8 9 10 11

4

1,2,3 1,2,3

4

5. Receipt

if not (4) if not (4)

Alice Bob

Notary Services

© IBM

2/15/97

<wmi@zurich>

Optimistic 2-Party Fair Exchange u Efficient in correct case u

early termination u

4 messages u

2 signatures u

no 3rd party involved u Generic approach u

Non-repudiation of origin and receipt u

Contract signing u

Payment for receipt u

Fair purchase

u Weak fairness for Alice u

^Receipt by Arbiter~ not always sufficient u Reliable communication with arbiter u Late final term ination

+ + + + + + ˘ ˘ ˘ ˘ ˘ ˘

Notary Services

© IBM

2/15/97

<wmi@zurich>

What is a Payment System?

Payee

Payer

Payee´s Bank:

Acquirer

Payer´s Bank:

Issuer

SMART CARD

1234 5678 9012

1234 5678 9012

VALID FROM GOOD THRU XX/XX/XX XX/XX/XX PAUL FISCHER

XX/XX/XX XX/XX/XX PAUL FISCHER

^Money~

© IBM

2/15/97

<wmi@zurich>

What will be Used in the Digital World?

u The same types as in the paper world!

u

Cash, for small and anonymous p aymen ts

u

Cheques, credit cards

u

Money transfer orders (push, pull)

u

Payment-like systems: vouchers, coupons

u Same metaphor, i.e.,

u same ^business model,~ same ^look-and-feel~

u at least as cost-effective

u at least as secure, privacy protecting

u

... but very diffe rent implementation

^Money~

2/15/97

<wmi@zurich>

Basic Approach: Simulate Paper World u Online Creditcards / SET

2. Init Resp

6. Purchase Resp

4. Auth Req

5. Auth Resp

1. Init Req

3. Purchase Req

Variants:

¯ 3KP

¯ 2KP

^Money~

© IBM

2/15/97

<wmi@zurich>

SET CA Hierarchy

Root CA

Cardholder Merchant Payment G ateway

Cardholder CA

Merchant CA

Payment CA

Geo-Political CA

Optional

Brand Certification Authority

^Money~

© IBM

2/15/97

<wmi@zurich>

Double-spending Prevention

u Signature-based Offline Purse (e.g., CLIP)

SMART CARD

1234 5678 9012

1234 5678 9012

VALID FROM GOOD THRU XX/XX/XX XX/XX/XX

PAUL FISCHER

XX/XX/XX XX/XX/XX

PAUL FISCHER

Any tim e later:

Deposit of Y

counter + X

1. Request

2. Payment YY

Any tim e before:

Withdrawal of X

counter - Y

1. Request

2. Payment YY

^Money~

© IBM

2/15/97

<wmi@zurich>

^Blind Signatures~ for Unlinkability

Payee

Payer

Payee´s Bank:

Acquirer

Payer´s Bank:

Issuer

SMART CARD

1234 5678 9012

1234 5678 9012

VALID FROM GOOD THRU XX/XX/XX XX/XX/XX PAUL FISCHER

XX/XX/XX XX/XX/XX PAUL FISCHER untraceable

u Online: ecash, offline: CAFE

Untraceable Cash

2/15/97

<wmi@zurich> ecash u Blinded RSA Signatures u

One-way function f u

RSA pair ( SK , PK ) chosen by issuer , define s one denomination u Coins: ( coin , f( coin ) SK ) u Withdrawal step f( coin ) R PK

( f ( coin ) R PK ) SK

= ( f ( coin ) SK R f( coin ) SK

* R -1

Untraceable Cash

© IBM

2/15/97

<wmi@zurich> ecash

Payee

Payer

Payee´s Bank:

Acquirer

Payer´s Bank:

Issuer

SMART CARD

1234 5678 9012 1234 5678 9012

VALID FROM GOOD THRU

XX/XX/XX XX/XX/XX

PAUL FISCHER

XX/XX/XX XX/XX/XX

PAUL FISCHER

f ( coin ) SK R f( coin ) SK

untraceable f( coin ) SK

Untraceable Cash

© IBM

2/15/97

<wmi@zurich>

Blinded Schnorr Signatures

( , ) ( , ) sk pk x h g x = =

Message m

Signature z m x =

( , ) m z Blinding factors

s , t randommod q , s ¹ 0

m m gs t ’ =

,

z m z h x s t ’ ( ’ ) = =

Random versions

(

� , � , � )

� , � ) h z Random values u,v

¢ ¢ = ¢ ¢ = h h g z z h m u v s t u v � , ( � � ) ’ c Computes challenge

¢ = ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ c H m m z z h

( , , , , ) c c u = - ’ 1

Computes r x xc = + �

r Checks g h h m z z r c r c = = � � ,

Computes r ur v ’ = +

Untraceable Cash

© IBM

2/15/97

<wmi@zurich>

Blinded Schnorr Signatures u Signature:

u Verifier checks u u z z z h m z h z z h h m c s t u v s t cu c s u c tu v

" ’ (

� � ) ’ ( ) ( � ) ( � ) ’ ’ = = = m g m m g m m m r su r tu v s t r u v r u v r

’ ( ) ’ ’ ’ ’ = = =+

h h h g h h h g g g c u v cu c u v ur v r " ( � ) ( � ) ’ ’ = = = =+

( ’ , , , , , ) r m m z z h

¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢

Untraceable Cash

© IBM

2/15/97

<wmi@zurich>

Brands´ Restrictive Blinding u Let g

1

, g

2

two new generators of G u Payer chooses index i and sets h

1

:= g

1

i h

1 proof of knowledge of i u Message m = h

1

g

2

= g

1

i g

2 u In payments, payer has to know therefore blinding is restricted:

m g g x x ’ =

1 2

1 2 m m g g g g s t is s t ’ = =

1 2

Þ t = 0

?

Untraceable Cash

© IBM

2/15/97

<wmi@zurich>

Payment Protocol (1) u Withdrawal:

u

Payer performs blinded signature protocol w ith m g g t m g g m g g y y

i is s y y

= = =

=

1 2 1 2

1 2 2

0

1 2

, , ’

" ,

thus for rand omlychose n

1 u Payment:

u

Payer send s signature u

Payee checks u

Payer uses ( m´ , m~ ) as pub lic key for a fail-stop signature scheme, w ith secret key ( is , s , y

1

, y

2

).

u

Payer signs message

C = H (all details, including payee´s name + date)

( ’ , , , , , ) r m m z z h ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢

Untraceable Cash

© IBM

2/15/97

<wmi@zurich>

Payment Protocol (2)

P K m m g g g g

S K x x y y is s y y coin is s y y

coin

= =

= =

( ’ , " ) ( , )

( , , , ) ( , , , )

1 2 1 2

1 2 1 2 1 2

1 2 u

u Signature:

u Verification:

s x C y

s x C y

1 1 1

2 2 2

= +

= +

C C ,

~ g g g g m m s s x C y x C y C

1 2 1 2

1 2 1 1 2 2

= = ¢ ¢ ¢ + +

u Doublespending with

s x C y

1 1 1

= +

~ ~

s x C y

1 1 1

= + s x C y

2 2 2

= +

~ ~

s x C y

2 2 2

= +

Untraceable Cash

© IBM

2/15/97

<wmi@zurich>

Payment Protocol (3)

C C ,

~

u Doublespending with

s x C y

1 1 1

= +

~ ~

s x C y

1 1 1

= + s x C y

2 2 2

= +

~ ~

s x C y

2 2 2

= +

Þ x s s

C C 1

1 1 =

-

-

~

~

x s s

C C 2

2 2 =

-

-

~

~ i x

x s s

s s

= =

-

-

1

2

1 1

2 2

~

~

Þ

Identity of

Doublespender

Untraceable Cash

© IBM

2/15/97

<wmi@zurich>

Payment Protocol (4) u Applications u Coins ( Brands ):

u

Each signature by bank has fixed denomination u

Cash represented by these coins u Cheques with Counter ( Brands , CAFE ):

u

Value is determined during payment u

Cash represented by tamper-resistant counters u Extensions u Loss tolerance / coin & cheque recovery u Improved divisibility u Improved storage: n -spendable coins / cheques

Untraceable Cash

2/15/97

<wmi@zurich>

CAFE Phone Ticks u Efficient u

1 hash per ^tick~ u Approximates fair exchange of tick / value u Can be combined with any payment system

u Only for high frequency payments to one payee

+ + + + + + ˘ ˘ ˘ ˘ ˘ ˘ u Reinvented by several people afterwards:

u Rivest/Shamir, Anderson, ...

Micropayments

© IBM

2/15/97

<wmi@zurich>

Billing Server

3. Payment Order

4. Receipt shared key

1. Order

2. Invoice

4. Receipt

5. Delivery

Micropayments

© IBM

2/15/97

<wmi@zurich>

Billing Server

u Efficient

u

MAC´s are sufficient

u Billing server can

ensure fairness

u

Keep money ^on

hold~ until service

delivered u Alice and Bob have to

trust 1 billing server

u Online third party

u bottleneck

u must be trustworthy

+ + +

+ + +

˘ ˘ ˘

˘ ˘ ˘

u Also called ^Payment Server~, ^Proxy Server~

u Digital signatures instead of MACs for improved

scalability and trust management

Micropayments

© IBM

2/15/97

<wmi@zurich>

IBM M iniPay

Limit = 10 $

Valid 97/03/21

Payment of x $ at 97/02/04 to Bob for URL...

Limit 1 $

Valid 97/02/04

+

Paym ent o f x $ at 97/02/04 to Bo b fo r URL ...

Limit 1 $

Valid 97/02/04

+

Online Authorization ifx > Limit

Micropayments

© IBM

2/15/97

<wmi@zurich>

IBM M iniPay u Message efficient u Offline in most cases u Signature based u

non-repudiation of payment order

u Signature based u

not for high frequency u Fraud not 100% prevented

+ + + + + + ˘ ˘ ˘ ˘ ˘ ˘

Micropayments

© IBM

2/15/97

<wmi@zurich>

2QOLQH�3D\PHQWV

2IIOLQH�3D\PHQWV

8QWUDFHDEOH u

Crypto-less Systems: just-do-it ,

FirstVirtual u

Encrypted CC: just-do-it, e.g., SSL u

Secure CC: CyberCash, iKP/IPay,

SET u

Secure Cheques: FSTC e-check u

Billing server for Micro payments:

NetBill, NetCash u

Micro payments: CAFE

Phoneticks, Micro-iKP, Millicent,

MicroMint, MiniPay u

Anonymous ^exchangers~:

Anonymous Credit Cards,

NetCash u

Blind Signatures: ecash

u

Smartcard-based or

Electronic Wallets

+ Blind Signatures: CAFE

u

Smartcard-based electronic purses u

MAC-based:

Danmont, Proton, ZKA,

Chipper, ...

u

Signature-based: CLIP,

Mondex, ...

�PDQ\�RWKHU�SURSRVDOV�DQG�SURMHFWV�

Existing Systems and Proposals

© IBM

2/15/97

<wmi@zurich>

Secure Transfer of Digital Originals

Digital Originals

u Owner / seller

u

Protection of Intellectual

Property Rights

u

Prevent mass-fraud

u

Cost-effective protection

u Buyer

u

Secure against wrong accusa tions by se llers

u

Auth enticity of copies bought

u

No negative impact on qu ality, performance

© IBM

2/15/97

<wmi@zurich>

Authenticity of a Copy u Registration of Creators u

by w hom?

u

semantics of certificate?

u Achieves ^accountability~ u No guarantee for correctness u No guarantee for honesty u Several ^codesigning~ proposals

Creator RA/CA

Digital Originals

2/15/97

<wmi@zurich>

Copy Control u Decrease Incentive of Making Illegal Copies u

Customization: specific info, interactive presentation u

Short lifetime of informatio n u

Cheap access to information u Increase Risk of Distributing Illegal Copies u

Individualized authentication, watermarking u

Fingerprinting u Prevent Illegal Copies u

low-tech attackers: Superdistribution u

high-tech attackers: Tamper-resistant hard ware

Digital Originals

© IBM

2/15/97

<wmi@zurich>

Cryptolope Transaction

Flow

Content

RM L, FWL

Events

User

Data

Content

Cryptolope

Cryptolo pe

Packer/

Distrib utor

Rule

Builder

Abstract

Shared

Secrets:

Keys

Clearing

Center

Consumer

Work Statio n

License

Cryptolope

Buy

Cryptolope

Superdistribution

Digital Originals

2/15/97

<wmi@zurich>

Frameworks for Secure Electronic Commerce

Frameworks u Interoperability of Components u Consistent and coherent user interface u Open for new components, e.g., new services, new protocols, new implementations u System, application, vendor neutral

© IBM

2/15/97

<wmi@zurich>

Proposed Frameworks

u Vendor-specific Frameworks

u

IBM (SecureWay)

u

Microsoft (Internet Security Framewo rk)

u

Netscape

u Java Electronic Commerce Framework (Sun)

u Research Projects

u

SEMP ER (EU ACTS Project)

Secure Electronic Marketplace for Europe

u

ECO-Sys (CommerceN et)

Frameworks

© IBM

2/15/97

<wmi@zurich>

¯ EU ACTS Pro ject, 20 Partners, 1 995 - 1998

¯ Objective: ^Establish an open and generic

security architecture for the global ma rke tplace~

u

Define a model of the marketplace

u

Specify the architecture and associated services

u

Evaluate the architecture and the services

u

Develop a prototype

u

Run realistic trials

u

Evaluate sec urity and consumer response

u

Disseminate the results

u

Publish the architecture and the s pecifications

u

Contribute to standardisation efforts

Frameworks

Secure Electronic Marketplace

for Europe

SEMPER

SEMPER

© IBM

2/15/97

<wmi@zurich>

SEMPER Architecture

Customer Merchant

Certificates

Certificates

Signed Offer

Signed Order

Fair Contract Signing

Fair Payment for Receipt

Delivery

SEMPER SEMPER

Generic Client Business

Application

Any WWW Browser

SEMPER SEMPER

Any WWW Server

Generic Server Business

Application

SEMPER SEMPER

Frameworks

2/15/97

<wmi@zurich>

SEMPER Architecture

Business Applications

^Generic BA~ used by Otto-Versand, FOGRA, Eurocom

Commerce Block

Standard Business Processes, ^Scripts~ and ^Templates~

Transfers & Fair Exchanges

^Containers~ + Time Stamping, Contracts, Certified Mail, etc.

Payments

^Money~

Certificates

^Credentials~

Statements

^Documents~

Supporting Services

Communication, Crypto Engine, Trusted User I/O (TINGUIN),

Archive, Access Control, Preferences

Frameworks

SEMPER SEMPER

© IBM

2/15/97

<wmi@zurich>

Service Blocks

etc.

external interface

Module for

Service X , Type 1

Module for

Service X , Type n-1

Module for

Service X , Type n

Implementation

Implementation

Adapter Adapter

Manager

internal interface

Implementation

Adapter

Frameworks

SEMPER

SEMPER

© IBM

2/15/97

<wmi@zurich>

For Instance: Payments

etc.

payment block interface

SET Module ecash Module EFT Module

DigiCash ecash

IBM SET

Adapter Adapter

Payment Manager

account

based

Implementation

Adapter

Frameworks

cash-

like indirect

push

SEMPER

SEMPER

© IBM

2/15/97

<wmi@zurich>

Summary and Outlook u Today an d tomorrow u SSL for communication security; but no sound global certification infrastructure available yet u Credit cards, unprotected or secured via SSL u Software-only solutions u Closed systems; shopping, home banking, trading u Short-term u Global frameworks, national CA´s, digital signature laws u SET, e-cash, e-cheques, untraceable e-cash u Smartcards to prevent some fraud, and increase mobility u Citizen-government, individual-individual, SME-SME u Mid-term u Global marketplace, global PK infrastructure u Unified interfaces, open systems: SEMPER, ECO, JECF, ...

u Secure mobile user devices u General business

SMART CARD

1234 5678 9012 1234 5678 9012

VALID FROM GOOD THRU

XX/XX/XX XX/XX/XX

PAUL FISCHER XX/XX/XX XX/XX/XX

PAUL FISCHER

Outlook