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Abstract

A contractis a non-repudiableagreementon a givencontracttext,
i.e., a contractcanbe usedto prove agreementbetweenits signa-
toriesto any verifier. A contractsigningschemeis usedto fairly
computea contractso that, even if oneof the signatoriesmisbe-
haves,eitherbothor noneof thesignatoriesobtaina contract.

Optimistic contractsigningprotocolsusea third party to en-
surefairness,but in sucha way that the third party is not actively
involvedin thefault-lesscase.Sincenosatisfactoryprotocolswith-
outany third partyexist, thisseemsto bethebestonecanhopefor.

We prove tight lower boundson the messageandroundcom-
plexity of optimistic contractsigning on synchronousand asyn-
chronousnetworks,andpresentnew andefficient protocolsbased
on digital signatureswhichachieve provably optimalefficiency.

1 Intr oduction

A contract is a non-repudiableagreementon a given text [4]. A
contractsigningschemeincludesat leastthreeplayersandtwo pro-
tocols: Two signatoriesparticipatein a contractsigningprotocol
“ ������� ” whichfairly computesacontract.Thiscontractcanthenbe
usedasinput to acontractverificationprotocol“ ���
	�� ” to convince
any verifier suchasa court that thesignatoriesreachedagreement
on thegiventext.

Note that unlike cryptographiccontractsigningprotocols[4],
our notiondoesnot tolerateuncertaintyabouttheoutcome.In the
end, the usermusthave a definitive answerwhethera valid con-
tract wasproducedor not. Furthermore,we achieve deterministic
fairnessif theunderlyingdigital signatureschemeis secure.

In all practicalschemes,contractsigninginvolvesanadditional
player, called third party. This party is (at leastto someextent)
trustedto behave correctly, thus playing the role of a notary in
paper-basedcontractsigning. A well-known protocolfor contract
signingby exchangingsignaturesvia athird partyworksasfollows
(seealsoScheme4): Both signatoriessendtheir signaturesto the
third party.Thethird partythenverifiesandforwardsthem.At the
end,bothsignatoriesendup having two signatureson thecontract
which maybesentto any verifier for verification.In this andsimi-
lar protocols,thethird partyhasto beinvolvedin all executionsof
thecontractsigningprotocol.

To appearin 17th Symposiumon Principles of Distributed
Computing(PODC),ACM, New York 1998.
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In orderto minimizethis involvementwhile guaranteeingfair-
ness,theconceptof socalled“optimistic” protocolshasbeenintro-
duced[1, 3]1. Thebasicideaof optimisticschemes2 is thatthethird
partyis notneededin thefault-lesscase:After theexecutionof the
optimisticsigningprotocol,two correctsignatoriesalwaysendup
with avalid contract.Only if oneof thesignatoriesmisbehaves,the
third partyis involvedto decideon thevalidity of thecontract.

1.1 RelatedWork

The term “contract signing” wasfirst introducedin [4]. In [11],
it wasshown thatno deterministiccontractsigningscheme(called
“public-key agreementsystem”in [11]) without third party exists
if theverifier is statelessandonly thetwo signatoriesparticipatein
thecontractsigningprotocol.

Contractsigningwithoutthird party: Earlyresearchfocusedon
probabilisticcontractsigningschemesbasedon gradualexchange
of signatures[4, 5, 10,12] (see[8] for recentresults):Bothsignato-
riesexchangesignatures“bit-by-bit.” If onesignatorystopsprema-
turely, both signatorieshave aboutthe samefraction of thepeer’s
signature,which meansthey cancompletethe contractoffline by
investingaboutthesameamountof work.

As pointedout in [3], this approachis not satisfactory in real
life: Consider, for example,ahousesellingcontract.If theprotocol
stopsprematurely, thesellercannotbesurewhetherthebuyerwill
investsomeyearsto completethecontractor not, i.e., whetherthe
sellerstill owns the houseandcanlook for anotherbuyer or not.
Thus,theselleris actuallyforcedto takeahighrisk, or to complete
thecontract.

Contract signingwith third party: Simpleschemesfor contract
signinguseanonline third party, i.e, onethat is actively involved
in eachrun.

Optimistic contract signing with third party: The first some-
what3 optimisticschemehasbeendescribedin [9]. Thefirst opti-
mistic schemein our senseis basedon gradual increaseof priv-
ilege [3]: In � messageexchanges,the probability with which a
contractis valid is graduallyincreasedfrom 0 to 1. If theprotocol
stopsprematurely, eachsignatorycan invoke a third party called
“judge.” Thethird partywill wait until theprotocolwouldhaveter-
minated(i.e., we arein a synchronousmodel). After this timeout,
the third partypicksa randomvalue  in the interval � �
����� , or re-
trievesit in casethethird partywasinvokedfor thiscontractbefore.

1This paperincludesthefirst author’s noteson contractsigningthatwerereferred
to in [1].

2Seealso[6, 7] for optimisticprotocolsfor paymentfor receiptor goods,or [16,22]
for recentoptimisticprotocolsfor certifiedmail, i.e.,a fair exchangeof a messagefor
asignatureon a receipt.

3It assumesthat verificationis a three-partyprotocol,i.e., that the contractis not
valid onits own but only if athird partycalled“centerof cancellation”doesnotobject.
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If theprobabilitygivenby thelastmessagereceivedby theinvoking
party is at least  , thecontractis consideredvalid andanaffidavit
is issuedand sent to both signatories. Otherwisethe contractis
consideredinvalid. By construction,if theprotocolis prematurely
stopped,oneparty might be “privileged”, i.e., hasa slight advan-
tagewheninvoking the judge: If the third party choosesa  that
lies betweenthe probabilitiesof the two signatories,only oneof
themcanfinalizethecontract.Thus,if a correctplayer � invokes
the third partyandgetstheanswerthat thecontractis invalid, she
cannotbe surethat the samewould happenif � invokesthe third
party,i.e., thatthecontractis indeednot signed.In theworstcase,
� might have a valid contract(i.e.,probability1) andhenceknows
that if � complains,it will succeedonly with theprobabilitycon-
tainedin the lastmessagesentby � . Theprobability thatsuchan
uncertainsituationarisesis non-negligible, but linearlysmallin the
numberof messagesexchanged[3]. In thehouse-sellingexample
mentionedabove, sucha non-negligible errorwould probablynot
beacceptablefor theseller.

Recentresearchconcentratedon optimistic contract signing
schemesthatavoid suchuncertainsituations,andguaranteea defi-
nitedecisionwithin limited time: [1] describesasynchronouscon-
tractsigningprotocolwith fourmessages.Thiswasimprovedin [2]
to a four-messageprotocolfor asynchronousnetworks. Compared
to thisearlierwork, thefocusof thispaperis onproving boundson
the message-and time-complexity of optimistic contractsigning
protocolsfor differentmodels4.

CommitProtocols:Comparedto commit-protocolsfor atomic-
ity of distributedtransactions[20], contractsigningaimsat a non-
repudiableagreementwhile assuminga byzantinefailure model,
i.e., even if mostsignatoriesaremalicious,contractsigningguar-
anteesa correctoutcomefor correctsignatorieswhereascommit-
protocoldonot.

AgreementProtocols:Contractsigningachievesmorethanjust
agreement[17]: besidesreachingagreement,theplayersalsowant
to beableto prove it afterwards.

Remark: Fair exchange of signatures5 and fair contract sign-
ing aredifferentproblemssincecontractsigningdoesnot requirea
contracttobeatext andtwo signatures.Obviously, contractsigning
canalwaysbe implementedbasedon fair exchangeof signatures,
but not all contractsigning schemesexchangesignatures. They
only guaranteenon-repudiationof theagreementona contract.

1.2 Our Results

We presentnew andefficient optimistic contractsigningschemes
and prove that their efficiency with respectto messagesor time
is optimal if the signatoriesarecorrectandagreeon thecontract.
Furthermore,we prove someboundsandlimitationson optimistic
contractsigningin general.Table1 givesadetailedsummaryof our
results:We presenta message-(3 messages)anda round-optimal
(2 rounds)synchronousoptimisticcontractsigningschemesaswell
asa time-optimal(time 3) asynchronousschemebasedon anarbi-
trary digital signaturescheme.We prove the optimality of these
new schemesas well as the optimality of the schemedescribed
in [2] by proving tight boundson messageand time complexity
of synchronousandasynchronousoptimisticcontractsigning.Fur-
thermore,we show thateachmessage/time-optimalprotocolis op-
timal with respectto time/messagesgiven the message/timelim-
itation. In Theorem4 we show that no asynchronousoptimistic
contractsigningschemewith state-lessthird partyexists.

4For similar researchon authenticationprotocolssee[14].
5Eachplayer � receivesadigital signature��� �������! if andonly if theothersigna-

tory " receives �#� �%$&�'�( , too.

Model Our Results
C ) Op t m Optimal Proof
s sl + 3 3 Scheme1 Theorem1
s sl + 2 4 Scheme2 Theorem1
a sl + Impossible Theorem4
a sk (+) 4 4 See[2] Theorem2
a sk (+) 3 6 Scheme3 Theorem3
a sk – 2 4 Scheme4 Theorem5

Legend:
C CommunicationModel: “s” for synchronous,“a” for asyn-

chronous.
) Propertiesof the third party: “sl” for state-less,“sk” for

state-keeping.
Op “+” standsfor optimisticprotocols(Def. 3), “(+)” standsfor

optimistic on agreement(Def. 4), and “–” standsfor non-
optimisticprotocols(Def. 2).

t Time for the output of a contractif the signatoriesagree
(Bold figuresareprovably optimal).

m Numberof messagesin caseof agreement.

Table1: ProvablyOptimalSchemesBy Model.

Finally, weprove theoptimalityof awell-known asynchronous
non-optimisticscheme(4 messagesin time 2) in order to enable
us to substantiateour claim that optimistic protocolsaremoreef-
ficient thannon-optimisticschemesif exceptionsandmisbehavior
areunlikely.

2 Definitions

2.1 Network Modelsand Protocol Complexity

We distinguish betweenthe “standard” synchronousand asyn-
chronousnetwork models[15, 21]. On synchronousnetworks,
messagesareguaranteedto bedeliveredwithin aso-called“round”,
i.e.,arecipientof amessagecandecidewhetheramessagewassent
or not. This cannotbe decidedon asynchronousnetworks since
messagesmaybedelayedandreorderedarbitrarily. For machines,
we assumea byzantinefailure model, i.e., a faulty machinemay
sendarbitrarymessagesbut mustnot be able to prevent delivery
of messagesbetweentwo correctmachines.The time-complexity
of a synchronousprotocolis thenumberof roundsrequiredfor its
execution.Thetime-complexity of anasynchronousprotocolis the
time requiredfor its executionif transmissionof eachmessagere-
quirestime � andlocal computationsrequireno time.

We assumethat the network is reliable,i.e., that all messages
sentbetweencorrectmachinesareeventuallydelivered. In asyn-
chronousnetworksthereis no notionof global time,no time-limit
on thetime neededfor messagetransmission,andthereis noguar-
anteethatmessagesaredeliveredin thesameorderthey weresent.

2.2 Contract Signing

We now give a formal definition of contractsigninganddescribe
therequirementswe wantto achieve.

Definition 1 (Contract Signing Scheme)
A contract signing schemefor a messagespace* and a set of
transactionidentifiers +-,/.10 is a triple 23�4���5�7698 of probabilistic
interactivealgorithms(suchasprobabilisticinteractiveTuringMa-
chines)where 6 is stateless,i.e., hasno memorybetweensubse-
quentprotocolruns.Thealgorithms� and � arecalledsignatories,
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and 6 is calledverifier. Thealgorithmscancarryout two interac-
tive protocols::
Contract Signing(Protocol“ ������� ” ): Eachsignatory;=<?>��@���BA
obtainsa local input 2 ������� �DCFEG�IH3J#KL8 , where ������� indicatesthat
the“ ������� ”-protocolshallbeexecuted,CFEM<?* is thecontracttext
; wantsto sign,and H3J#K?<N+-,/.O0 is thecommonunique6 transac-
tion identifierwhichis usedto distinguishin- andoutputsaswell as
messagesfrom differentprotocolrunsandwhich signalsthatboth
inputsbelongtogether. At the end,eachof � and � returnsa lo-
cal output,which cantake thefollowing values: 2 �������QP�R ��CS�TH3J#KD8
containinga contracttext C or 23U PQV�PTW�X�P�R �YH3J#KD8 .
Verification(Protocol“ ���
	�� ” ): This is the contract verification
protocolbetweentheverifier 6 andoneof thesignatories� or � 7.
Thesignatory, say � , obtainsa local input 2 ���
	�� �YH3J#KD8 . � doesnot
makealocaloutput.Theverifier 6 outputseither 2 �����&�TP�R �YC1��H3J#KD8
or 23U P�V�PTW�XQP&R �%H3J#KL8 .Z
Intuitively, an output 2 �������QP�R �[CS�YH3J#KD8 of the “ ������� ”-protocol
meansthat the usercannow safelyact uponthe assumptionthat
a contract“ C ” hasbeensigned,i.e., thata subsequentverification
will succeed.If theprotocoloutputs23U P�V�PTW�XQP&R �%H3J#KL8 , theusercan
safelyassumethatno contractwassigned,i.e., theothersignatory
will notbeableto passverification.

We now definethe securityrequirementsfor contractsigning
dependingon theunderlyingnetwork. Sinceon asynchronousnet-
works,nobodycandecidewhethertheinput will eventuallyarrive
or not, terminationcannotbe guaranteedin general. Therefore,
we allow the userto “switch” the modelmanually: After a local
input 2 �
\�]
P&^�_ �%H3J#KL8 , the protocolstopswaiting for pendingmes-
sagesandis requiredto terminatewith acorrectoutput.In practice,�T\�]
P&^�_ canbe producedby a local time-outor by an interaction
with theuser.

Definition 2 (Fair Contract Signing)
A contractsigning scheme(Def. 1) is called fair if it fulfills the
following requirements:
CorrectExecution: Consideranexecutionof “ ������� ” by two cor-
rect signatories� and � on input 2 �����&� �4C9`F�SH3J3KL8 to � and
2 ������� �aC@b9�BH3J3KD8 to � with a uniqueand fresh H3J#K=<c+-,/.O0 and
C ` �dC b <fe . Then,the “ ������� ”-protocol outputs 2 �������QP�R �
C ` �
H3J3KL8 if f C9`hgiC@b or else 23U P�V�PTW�XQP&R �%H3J#KL8 to both signatoriesif
noneinputs �
\�]
P&^�_ .
Unforgeability of Contracts: If a correctsignatory, say � , did not
receive aninput 2 ������� �[CS�
H3J#KD8 sofar, a correctverifier 6 will not
output 2 �������TP�R �&CS�QH3J#KD8 .
Verifiability of Valid Contracts: If a correctsignatory, say � , out-
put 2 �����&�TP�R �jCS�?H3J#KD8 and later executes “ ���
	�� ” on input
2 ���
	�� �YH3J#KD8 then any correctverifier 6 will output 2 �������TP�R �BCS�
H3J3KL8 .
No Surpriseswith Invalid Contracts: If a correct signatory, say
� , output 23U PQV�PQW�XQP�R �YH3J#KD8 then no correct verifier will output
2 �������TP�R �&CS��H3J#KD8 for any C .

TerminationonSynchronousNetwork: A correctsignatory, say � ,
will eitheroutput 23U PQV�PQW�XQP�R �YH3J#KD8 or 2 �����&�TP�R �aC9`F�BH3J#K
8 after a
fixednumberof rounds.

6Thepartiesmusthaveagreeduponthisbeforestartingacontractsigningprotocol.
A commonmethodto guaranteeuniquenessis to usea pair of two locally unique
numbersastheglobaltransactionidentifier. In practice,aseparateagreementona kmlon
maynotbenecessarysincecontractsigningwill bepartof alargercommerceprotocol.

7Here,werestrictourmodelfor themomentto two-partyverification:Three-party
verificationbetween� or " , p , anda third partyis consideredin thefull report[18].

Terminationon AsynchronousNetwork: On input 2 �T\�]
P&^�_ �qH3J3KL8 ,
a correctsignatory, say � , will eitheroutput 2 �������TP�R ��C ` �QH3J#KD8 or
23U PQV&PTW�XQP�R �QH3J#KD8 aftera fixedtime.Z
Therequirementon“Verifiability of Valid Contracts”modelsthata
contractthatwasever declared�������TP�R by a correctsignatorycan-
notbeinvalidatedagain.This meansthatonecansafelybuy a new
housewith themoney if theprotocoloutput �����&�TP�R . Similarly, the
requirementon “No Surpriseswith Invalid Contracts”modelsthat
a contractwhich wasever declaredU PQV�PTW�X�P�R cannotbe declared�����&�TP�R afterwards.Thismeansthatonecansafelylook for another
buyer for theold houseif onethinksno contractwassigned.The
“Unforgeability” requirementmodelsthatno valid contractcanbe
producedwithoutparticipationof a correctsignatory.

2.3 Optimistic Contract Signing

To guaranteefairness,“optimistic contractsigning” includesanad-
ditional third party ) which is assumedto be correctin order to
guaranteefairness. We try to limit the involvementof this third
partyby distinguishingtwo phasesof the“ �����&� ”-protocol:

The optimisticphasetries to producea contractwithout con-
tactingthe third party. Sincea contractrequiresinputsfrom both
signatories,this protocolmaynot terminateon asynchronousnet-
worksif a peeris not correct.

The error recovery phaseis startedif an exception,suchasa
wrongor missingmessageor the input of �
\�]TP&^�_ , occurs.In this
phase,thethird partyis askedto guaranteea fair decisionin a lim-
ited time. In our schemes,this phaseis implementedby a sub-
protocolcalled“ U PT��	�r&s�P ”.
Definition 3 (Optimistic Contract Signing)
A fair contractsigningscheme(Def. 2) is calledoptimistic if f an
additionalcorrectplayer ) participatesin the “ ������� ” -protocolso
thatoneof thefollowing requirementsis fulfilled:
Optimisticon SynchronousNetwork: If both signatoriesare cor-
rect, the third party does not send or receive messagesin the
“ ������� ”-protocol.

Optimisticon AsynchronousNetwork: If both signatoriesarecor-
rectanddo not input 2 �T\�]
P&^�_ �DH3J#KD8 , the third partydoesnot send
or receive messagesin the“ ������� ”-protocol.Z
The requirementthat �
\�]
P&^�_ mustnot be input on asynchronous
networksmodelsthata userhasto bepatientin orderto enablethe
protocol to terminatewithout involving the third party: If a user
inputs �T\�]
P&^�_ immediately, the protocolmay always involve the
third party.

A weaker notion of optimistic contractsigning requiresop-
timistic executiononly if the signatoriesinput identical contract
texts:

Definition 4 (Optimistic on Agreement)
A fair contractsigning scheme(Def. 2) is called optimistic on
agreementif f an additional correct player ) participatesin the
“ ������� ”-protocol so that oneof the following requirementsis ful-
filled:
Optimisticon SynchronousNetwork: If both signatoriesare cor-
rect and both input 2 ������� �-CS�(H3J3KL8 with a fresh and unique H3J#K
anda Ct<je , thethird partydoesnotsendor receive messagesin
the“ ������� ”-protocol.

Optimisticon AsynchronousNetwork: If both signatoriesarecor-
rectandbothinput 2 ������� �&CS�QH3J#KD8 with a freshandunique H3J#K and
a Cu<ve anddo not input 2 �
\�]
P&^�_ �YH3J3KL8 , thethird partydoesnot
sendor receive messagesin the“ ������� ”-protocol.
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2.4 Notationsand Assumptions

All ourschemesarebasedonasecuredigital signaturescheme[13,
19] where w/xzy�{a23|}8 denotes; ’s signatureundermessage| . Each
partycansignmessages,andcanverify messagessignedby others.
All our protocolsanddefinitionsareformulatedasif thesedigital
signatureswould provide error-free authentication.Furthermore,
we assumetacitly that sequencenumbers,namesof participants,
andthe H3J#K areincludedinto all signedmessagesandthat thesig-
naturescontainedin messagesareverifieduponreceipt.Corrupted
or unexpectedmessagesarejust ignored.

All schemesaredescribedby meansof the messageflows in
theoptimisticcase,detaileddescriptionsof all protocolsaswell as
figuresof thestatesandtransitionsof themachinesfor signatories
andthird party. Theverifier is not depictedasa state-machinebut
only describedin thetext: It is state-lessandhasonly onestate.In
orderto avoid unnecessarilycomplicateddescriptions,we assume
that thepartiesinvolvedarea priori fixed. For synchronousproto-
cols, we furthermoreassumethat all partiesagreeon the starting
roundof a protocolwhich is includedin all messages.

In ourfigures,~ A ���d�� ~ B depictsthatamachineis in state� and
receivesmessagecalled � . It sendsmessagecalled � andchanges
to state� . Dashedarrows denoteexceptionhandlingby meansof
executing“ U PT�&	�r&sQP ”. If the messagenameis bold, the message
is exchangedwith the third party. Subscriptsin messagenames
usuallydenotethe time at which they aresent(e.g., |�� would be
a messagefrom round3). Bold statesarefinal states.If a message
� is not received on a synchronousnetwork, this is modeledby
receiving themessage�q� .

3 A Message-OptimalSynchronousScheme

Our message-optimaloptimistic scheme8 for synchronousnet-
worksrequiresthreemessagesin theoptimisticcaseusinga state-
less third party. Its optimistic behavior is depictedin Figure 1.
Theindividualmachinesof theplayersaredepictedin Figures2, 4,
and3.

Scheme1 (Message-OptimalSynchronous)
This schemeconsistsof the triple 23�@���5�/6@8 and ) of interactive
probabilisticmachineswhich areableto executetheprotocolsde-
finedasfollows:
Contract Signing(Protocol“ ������� ” ; Figure 1): On input 2 ������� �
C9`F�FH3J#KL8 , the signatory � initiates the protocol by sendingthe
signed9 message|?�L� g�w/xzyQ�I2�C9`58 with contractC9` to therespond-
ing signatory� . � receivestheinput 2 ������� �[C b �YH3J#KD8 andmessage
|?� andverifieswhetherthereceivedcontracttext C9` is identical
to theinput contracttext C b . If not, theplayersdisagreeaboutthe
contractand � returns 23U PQV�PTW�X�P�R �YH3J#KD8 . Else,it signsthereceived
messageandsendsit as |}��� g?w/xmyD�D23|?�[8 to � . Player� thensigns
thereceivedmessageagain,sendsit as |���� g�w/xzy � 23| � 8 backand
outputs 2 �������TP�R �LCS�IH3J#KD8 . On receiptof message| � , � outputs
2 �������TP�R �[CS�YH3J3KL8 aswell. After a successfulexecutionof this op-
timistic protocol, � and � store | � underthe H3J#K for laterusein a
verificationprotocol.

8Themessageflows aresimilar to the optimistic protocol in [16] which provides
certifiedmail insteadof contractsigning.

9Notethatin ourprotocols,thecontractandthecontentsof mostmessagesarefixed
afterthefirst messagesentby a signatory. Therefore,eachplayercansave signatures
by includingcommitmentsto randomauthenticators�[� into theinitial messagewhich
arethenreleasedinsteadof signingmessages[1].

Signatory � Signatory �
|v�� � � � �5�

not ok: U PQV&PTW�XQP�R
|������� �

notok andno |}� :
U PQV&PTW�XQP�R
else �����&�TP�R .

|��� � � � �5�
not ok: “ U PT��	�r&s�P ”
else �������TP&R .

Figure 1: Optimistic Behavior of the Message-OptimalSyn-
chronousScheme1.

Start
sign/m1 m2 /m3SA signed

¬m2

RA

m5/signed

rejected

¬m5/rejected

show/m3 or m5

Figure2: Signatory� of Scheme1.

If � doesnot receive message| � it waits until Round5, and, if
| � wasnot received, it outputs 23U PQV&PTW�XQP�R �YH3J3KL8 . If � did not re-
ceive message| � , it maybethat � neverthelesswasableto com-
putea valid contract|�� afterreceiving | � . Thereforeit startsthe
“ U PT��	�r&s�P ”-protocol to invoke thethird partyto guaranteefairness.

RecoveryfromExceptions(Sub-Protocol“ U PT�&	�r&sQP ” ): � sendsa
message|��!� g�w/xzy � 23|��Y8 containing|?� and |�� to thethird party
) . The third party checkswhetherboth playersagreedand then
forwards | � in |��@� g�| � to � which might still wait for it. This
guaranteesthat � receives a valid contract | � � gNw/xzy � 23|}�Y8 and
outputs 2 �������TP&R �[C ` �YH3J#KD8 . Furthermore) sendsan affidavit on
|}� in |��� � g w/xmyQ¡a23|��Y8 to � and � outputs2 �������TP&R ��CS�&H3J3KL8 . After
the “ U PT��	�r�sQP ”-protocol, � keeps| � and � keeps|��� to beused
in laterverificationprotocolexecutions.

Verificationof a Contract (Protocol“ ���
	�� ” ): On input 2 ���
	�� �
H3J#KD8 , a signatorylooks up |�� or | � � andsendsit to the verifier.
The verifier verifies it andoutputs 2 �������QP�R �¢CS�qH3J#KD8 if this suc-
ceedsand 23U PQV�PQW�XQP�R �YH3J#KD8 else.Z

Lemma 1 (Security of Scheme1)
Scheme1 is a fair optimisticcontractsigningscheme. £
Proof of Lemma1: The schemeadheresto Definition 1 by con-
struction.We now show thateachof therequirementsdescribedin
Definitions2 and3 arefulfilled:
CorrectExecution: If both correctplayers � and � input 2 �����&� �
CS�qH3J#K
8 with identical H3J#K and C , then both receive a valid con-
tract | � andoutput 2 �������QP�R �[CS�YH3J#KD8 . If thecontractsor H3J#K ’s dif-
fer, � outputs 23U PQV�PTW�XQP�R �YH3J#K b 8 afterreceiving | � and � outputs
23U PQV&PTW�XQP�R �YH3J3KD`�8 afternot receiving | � in Round5.
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m1/m2SB1

rejected

SB2

¬m3/m4

RB

¬m1

m3/signed signed

m'5/signed

rejected

¬m'5/rejected

show/m3 or m'5

sign/Start

Figure3: Signatory � of Scheme1.

m4/(m5, m'5)

Start

Figure4: Third Party ) of Scheme1.

Unforgeability of Contracts: In orderto convinceacorrectverifier
6 for a given H3J#K , oneneedscorrectmessages| � or |��� for this
H3J3K . Since | � aswell as |��� containsignaturesfrom bothpartici-
pants,a correctsignatoryinput 2 �����&� �[CS�YH3J#KD8 .
Verifiability of Valid Contracts: If � outputs 2 �������TP�R �OC1�GH3J#KD8
thenit received |}� (or | � containing|�� ) whichwill beaccepted
by theverifier asa correctcontract|�� afterbeingsignedby � . �
outputs 2 �������QP�R �
CS�¤H3J#KD8 only if it received | � or | � � which are
accepted,too.

No Surpriseswith Invalid Contracts: Let us first assumethat a
correct signatory � returned U P�V�PTW�XQP&R on input 2 ������� �[CS�YH3J#KD8
whereas� is able to convince the verifier. This requiresthat �
knows |�� or | � � for the given H3J#K and C . Since � returned
U PQV�PTW�X�P�R , it did not receive |�� until Round 5 and it did not
send|�� . Therefore,only | � � couldleadto successfulverification.
However, if thethird partywascorrect,it will not acceptrecovery
requestsfrom � after Round4. Furthermore,in Round4, no re-
covery wasstartedsince � did not receive |}� in Round5. Thus
� did not receive |��� in Round5. Now let us assumesecondly
that � invokes“ U PT��	�r�sQP ”. Thiswouldnotcauseproblemssincein
thiscase,� needs|}� . Thusthecontractwill bevalidatedanyway:
Either � receives | � or it will start“ U PT��	�r�sQP ”, too.

TerminationonSynchronousNetwork: The scheme requires at
most5 rounds(3 in “ ������� ” and2 in “ U PT��	�r&s�P ”) to terminate.

Optimisticon SynchronousNetwork: If two correctsignatoriesin-
put 2 ������� �5CS�9H3J#KD8 , � outputs 2 �������TP&R ��CS�9H3J#KD8 after round 2
whereasplayer � outputs 2 �������TP�R �dC1�IH3J3KD8 after round3. If they
disagree,i.e., input differentcontracts,� outputs 23U PQV�PTW�XQP�R �YH3J#KD8
after Round5 and � after Round1 without contactingthe third
partyby starting“ U PT�&	�r&sQP ”.

Wenow show thatnooptimisticcontractsigningschemewith only
two messagesexists. This provesthat thenumberof messagesof
Scheme1 is optimal.Furthermore,we show thatit cannotbedone
with threemessagesin two rounds.Thus,thenumberof roundsof
Scheme1 is optimal,too,giventherestrictionto 3 messages.

Theorem1 (Optimality of Scheme1)
In the synchronousmodel, thereis no optimistic contractsigning
schemewith lessthan3 messagesin the optimistic caseanda 3-
messageprotocolneedsat least3 rounds. £

Proof of Theorem1: Let usassumethat thereexistsanoptimistic
contractsigningschemewheretheoptimisticcaseneedsthreemes-
sagesin two rounds. In the optimistic phase,oneplayer, say � ,
sendstwo messages|v�¥b in Round1 and |��/b in Round2.

Let us first assumethat � sendsits single message| ` in
Round1. Sincetwo correctplayerswho input identicalcontracts
C ` g¦C b must not contactthe third party this meansthat the
singlemessage|�` from � needsto be sufficient to enable � to
convincetheverifier. Now assumethatanincorrect � receivesthe
valid contract| ` but sendsnothing.Then � mustbeableto obtain
a valid contractsincethecontract|�` sentto � cannotbe invali-
datedagain(verificationis a protocolbetween� andthestate-less
verifier 6 only). Therefore,player � needsto beableto startrecov-
erywithoutany input from � andadishonest� mustnotbeableto
preventthis. Thiswould enable� to forgea contract.

If wenow assume,ontheotherhand,that � sends|�` in Round
2, |�` and |}�/b mustbevalid contracts,i.e.,sufficient for “ ���T	�� ”.
If � now omits sending| ` , it will endup with a valid contract.
Therefore � mustbeenabledto run “ U PT�&	�r&sQP ” if � did not send
its only message.Theresultingrecoverywithoutany messagefrom
� , however, againcontradictstheunforgeabilityrequirement.Thus
noprotocolwith 3 messagesin 2 roundsexist.

If a two-messageschemeexists, adding an empty message
would producea 3 messageschemein 2 roundswhich doesnot
exist.

4 A Round-Optimal SynchronousScheme

We now describethe round-optimalScheme2 for synchronous
networks and prove its security in Lemma 2. It requiresonly
two roundsbut four messages.Sinceany three-message“ ������� ”-
protocolneedsat leastthreerounds(Theorem1), thereexists no
one-roundprotocolat all andno 2-roundprotocolwith only three
messages.So the schemedescribedis optimal with respectto
roundsandgiven the limitation to two roundsalsowith respectto
thenumberof messages.Theoptimisticbehavior of theschemeis
depictedin Figure5. Theplayersaredepictedin Figures6 and7.

Scheme2 (Round-Optimal Synchronous)
This schemeconsistsof the triple 23�4�Y���§6@8 and ) of interactive
probabilisticmachineswhich areableto executetheprotocolsde-
finedasfollows:
ContractSigning(Protocol“ ������� ” ; Figure 5): On input 2 �����&� �
C9`F��H3J#KD8 asignatory, say� , sendsmessage|v��`4� g¨w/xzyQ�¤2�C9`�8 in the
first round. If it doesnot receive a message| �¥b with C ` ghC b ,
it waits for recovery message|�� andoutputs 23U PQV&PTW�XQP�R �%H3J#KL8 if
|�� is not receivedin Round4. If a message|v�¥b with C9`�gtC@b
is received,is sends| �7` � g?w/xmy � 23| ��` ��| �¥b 8 in thesecondround
andwaitsfor |}�/b . If |��/b with a correctcontracttext C9`©gtC@b
is received,it outputs2 �������QP�R C ` ��H3J#KD8 . Else,it starts“ U PT��	�r&sQP ”.
RecoveryfromExceptions(Sub-Protocol“ U PT�&	�r&sQP ” ): A signa-
tory, say � , sends| � `f� g=|}�7` to the third party which verifies
its consistency and signs an affidavit. This affidavit is sent as
|���� g?w/xzy ¡ 23|}�7`�8 to bothparties.If thepartiesreceive anaffidavit
in Round 4, they output 2 �������TP&R �!CS�4H3J#KD8 . Else, they output
23U PQV&PTW�XQP�R �YH3J3KL8 .
Verificationof a Contract (Protocol“ ���
	�� ” ): On input 2 ���
	�� �
H3J#KD8 , a signatory, say � , looksup 23| �7` �/| �/b 8 or | � andsendsit
to theverifier 6 . Theverifierchecksthatthesignaturesarecorrect.
If thesechecksfail, it outputs 23U P�V�PTW�XQP&R �%H3J#KL8 andelse 2 �������QP�R �
CS�QH3J#KD8 .Z
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Signatory � Signatory �
|v��` |?�¥b����� �� � � � �5�

notok andno | � :
U PQV�PTW�X�P�R

notok andno | � :
U PQV�PQW�XQP�R .

|}�7` |��/b����� �� � � � �5�
if ok: �������QP�R
else:“ U PT��	�r&sQP ”.

if ok: �������TP�R
else:“ U PQ��	�r&sQP ”.

Figure5: OptimisticBehavior of theRound-OptimalSynchronous
Scheme2.

signed

¬m1B/

m4/signed

rejected

m1B /m2Astart sign /m1A m2B /signedSA1 SA2

¬m2B/m3A

RA1 show/m4 or m2B

SA3
¬m4/rejected

m4/signed

Figure6: Signatory, e.g., � , of Scheme2.

Lemma 2 (Security of Scheme2)
Scheme2 is a fair optimisticcontractsigningscheme. £
Proof of Lemma2: The schemeadheresto Definition 1 by con-
struction. We now show that it fulfills the requirementsstatedin
Definitions2 and3:
CorrectExecution: If both players behave correctly and input
identical H3J3K ’s andcontracts,eachsignatory, say � , receives | �¥b
and |��/b . Thus, the protocoloutputs 2 �������TP&R �aCS�BH3J#KD8 on both
machines.If the signatoriesdisagree,both will receive inconsis-
tentmessagesin Round1 andwill wait for recoveryuntil Round4.
Sinceno recovery message|�� will be received, they will output
23U PQV�PTW�X�P�R �YH3J#KD8 .
Unforgeability of Contracts: In order to convince a correctveri-
fier, a signatory, say � , needs23|}�7`F�T|}�/b!8 or |�� . Since 23|}�7`9�
| �/b 8 as well as | � containsignaturesfrom both signatories,a
correctsignatoryinput 2 ������� �[CS�YH3J#KD8 .
Verifiability of Valid Contracts: A signatory, say � , only outputs
2 �������TP�R ��CS�TH3J#K
8 afterreceiving |�� or aftersending|}�7` andre-
ceiving |}�/b . Thus,they areableto convincetheverifier.

No Surpriseswith Invalid Contracts: If asignatory, say � , decides
U PQV�PTW�X�P�R , shedid not start“ U PT��	�r�sQP ” anddid not receive |�� in
Round4 which meansthat � also did not receive | � . In order
to convince a verifier, � thereforeneeds|}�7` . However, since �
output U PQV�PTW�X�P�R , it did not send|��7` .

TerminationonSynchronousNetwork: At most 4 roundsare re-
quiredfor termination.

Optimisticon SynchronousNetwork: If two correctsignatoriesin-
put 2 ������� �BCS�(H3J3KL8 , they output 2 �������TP&R �[CS�(H3J3KL8 after round 2
without contactingthe third party. If they disagree,they output
23U PQV�PTW�X�P�R �YH3J#KD8 afterround4 without contactingthethird party.

m3A/m4

Start
m3B/m4

Figure7: Third Party ) of Scheme2.

5 A Time-Optimal AsynchronousScheme

We now describea new time-optimalasynchronouscontractsign-
ing scheme.It terminatesin time3 andrequiressix messagesin the
optimistic case.In Theorem3 we prove that this is time-optimal.
Its optimistic behavior is sketchedin Figure8, the machinesare
depictedin Figures9 and 10. Note that the third party is state-
keeping: Oncea contractis accepted(i.e., | � � or | � �� wassent),
the third partyentersits �������QP�R statewhich disablesabortingthe
protocol.A state-lessthird partywouldbemoreconvenient,but we
prove in Theorem4 thatthis is notpossible.

A message-optimalschemehasbeenproposedin [2]. It de-
scribesan asynchronousschemewhich requiresfour consecutive
messagesandtime four. This is message-optimalin theoptimistic
casesince,aswe will prove, thereis no asynchronousoptimistic
contractsigningschemewith only threemessages(Theorem2).

Scheme3 (Time-Optimal Asynchronous)
This schemeconsistsof the triple 23�4�Y���§6@8 and ) of interactive
probabilisticmachineswhich areableto executetheprotocolsde-
finedasfollows:
ContractSigning(Protocol“ ������� ” ; Figure 8): On input 2 �����&� �
C9`F�QH3J#KD8 thesignatory, say � , sendsits signedcontractin message
| ��` � gªw/xzy � 2�C ` 8 . If � receives | �¥b with an identicalcontract,
it sends|}�7`«� g¬w/xzyQ�I23|v��`F�7|v�¥bF8 . If a message|}�/b from � is
received, � sends|�� ` � g�w/xzyQ�I23| �7` �/| �/b 8 . After receiving |�� b ,
thesignatoryoutputs 2 �������TP�R ��CS�TH3J#KL8 . If |}�/b is receivedbefore
|v�¥b sincethemessageshave beenreorderedby theasynchronous
network, both | �7` and |�� ` aresent. If |�� b is received before
|}�/b , | � ` is sentand 2 �������TP&R �dC1�%H3J#KL8 is output. If a |v�¥b with
a differentcontractis receivedbefore| �/b or if 2 �T\�]
P&^�_ �%H3J#KL8 oc-
cursbefore |}�7` hasbeensent,“ U PT�&	�r&sQPQ ” is startedby sending
|��/`«� g¬w/xmyQ�I23|?��`�8 , if it occursafter |}�7` hasbeensentbut be-
fore |�� ` , “ U PQ��	�r&sQP  ” is startedby sending|���/` � g�w/xzy � 23| �7` 8 ,
else“ U PT��	�r�sQP�® ” is startedby sending| � ��/` � gªw/xzyQ�¤23| � `�8 . Mes-
sages| �/b or |�� b from a cheatingplayer � containingdifferent
contractsC9`¬¯g°C@b areignored.

RecoveryfromExceptions(Sub-Protocol“ U PT�&	�r&sQPQ ”): Thispro-
tocol is usedin a situationwherethe statusof a contractmay not
beclear. If thesignatorysends|��/` to aborttheprotocol,thethird
party eitherresendsa previously sentdecision |}� , | � � or | � �� or
elsean abortacknowledgment| � � g=w/xzy ¡ 23|��/`�8 andchangesto
the \�±T	 U XQP�R -statefor theabortingsignatory. If thesignatorysends
|��� , the third partyeitherresendsa previous decision|}� , |��� , or
| � �� or elsesignsanaffidavit | � � � gjw/xzy ¡ 23| � � 8 . After receiving | � ,
thesignatoryoutputs 23U PQV�PQW�XQP�R �YH3J#KD8 . After receiving | � � or | � �� ,
thesignatoryoutputs 2 �������QP�R �&CS�QH3J#KL8 .
RecoveryfromExceptions(Sub-Protocol“ U PT�&	�r&sQP�® ”): This re-
covery sub-protocolis usedto completethe contractif it is clear
that thesignatoriesagreedon thecontracttext. Onesignatory, say
� , sendsits message| � ��/` to the third party. The third party then
eitherresendsapreviousdecision| � � or | � �� or elseproducesanaf-
fidavit andsendsit as| � �� � gGw/xzy ¡ 23| � ��/` 8 to � whooutputs2 �������QP�R �
CS��H3J#KL8 . Thisrecoveryby � overridestheeffectsof apreviousabort
message|��db sentby anincorrectplayer � .
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Signatory � Signatory �
if �
\�]
P&^�_ :

“ U PT�&	�r&sQPQ ”.
|v��` |?�¥b����� �� � � � �5� if �
\�]TP&^�_ :

“ U PQ��	�r&sQP� ”.
if C9`=¯g°C@b

“ U PT�&	�r&sQPQ ”
if |}� : U PQV�PTW�X�P�R .

if C9`=¯gNC@b
“ U PQ��	�r&sQP� ”.

if |}� : U PQV�PQW�XQP�R .

if �
\�]
P&^�_ :
“ U PT�&	�r&sQPQ ”.

|}�7` |��/b����� �� � � � �5� if �
\�]TP&^�_ :
“ U PQ��	�r&sQP� ”.

if �
\�]
P&^�_ :
“ U PT�&	�r&sQP ® ”.

|�� ` |�� b����� �� � � � �5� if �
\�]TP&^�_ :
“ U PQ��	�r&sQP ® ”.

�������TP�R �������QP�R

Figure8: OptimisticBehavior of theTime-OptimalAsynchronous
Scheme3.

m3B / (m3A + signed)

m3B /signed

StartS1A

S2A

sign/m1A

rejected

S3A

(m1B & CA=CB)
 /m2A

signed

resolve2

wakeup / m4A

wakeup / m'4A

wakeup / m'' 4A

resolve1

m'5 / signed

m5 /

rejected

m2B /m3A

m2B / (m2A + m3A)

m'5/ signed
m'' 5 / signed

m'' 5 / signed

(m1B & CA≠CB)/m4A

Figure 9: Signatory, e.g., � , of Scheme3 (states²¢�7` or ² � ` may
bebypassedif messagesarereordered).

Verificationof a Contract (Protocol“ ���
	�� ” ): After the input
2 ���
	�� �QH3J#KD8 , a signatory, say � , looksup 23| � `F�/| � bF8 , | � � , or | � ��
andsendsit to theverifier 6 . Theverifier verifiesthemessages.If
thesechecksfail, it outputs23U PQV�PQW�XQP�R �YH3J#KD8 andelse 2 �������TP�R �&CS�
H3J3KL8 .Z

Lemma 3 (Security of Scheme3)
Scheme3 is a fair optimisticcontractsigningscheme. £
Proofof Lemma3: Scheme3 adheresto Definition 1 by construc-
tion. We now show that it alsofulfills the requirementsstatedin
Definitions2 and4.
CorrectExecution: If both signatories� and � startwith identi-
cal inputs 2 ������� �QC ` �LH3J#KD8 and 2 ������� �QC b �DH3J#KL8 anddo not input�T\�]
P&^�_ thenbothwill eventuallyreceiveall messagesandwill out-
put 2 �������TP�R ��CS�DH3J#KD8 . If they disagree,bothwill abortby sending
| � andwill finally output 23U PQV&PTW�XQP�R �YH3J3KL8 .
Unforgeability of Contracts: Assumethatacorrectverifieroutputs
2 �������TP�R �DCS�IH3J#KD8 . This meansthat he received at leastmessages
|?��`9�/|v�¥b (maybeincluded in |��� or |�� �� ) containingidentical

m'' 4A/m'' 5

m'4B/m'5

m'4A/m'5

m4B/m5

m'' 4B/m'' 5

* /m5

Start

aborted
by B

m4A/m5

* /m5

aborted
by A

m'' 4B/m'' 5

m'' 4A/m'' 5
signed signed

* /m'' 5* /m'5

Figure10: Third Party ) of Scheme3.

contractswhich aresignedby � and � , respectively. Thus,all cor-
rectpartieshave input 2 ������� �TC1�DH3J#KD8 sinceotherwisethey would
nothave sent|v��` and |?�¥b at all.

Verifiability of Valid Contracts: A signatory, say � only outputs
2 �����&�TP�R �BCS�5H3J#K
8 after receiving | � b or |��� or |�� �� containing
identicalcontractsin messages| ��` and | �¥b . Thus,it is ableto
convinceaverifier in all cases.

No Surpriseswith Invalid Contracts: Let us assume that
23U PQV&PTW�XQP�R ��H3J#KD8 was output by a correct signatory, say � ,
after receiving | � and a correct verifier invoked by � outputs
2 �����&�TP�R �LCS�¢H3J3KD8 . Theneither 23|�� ` �7|�� b 8 , | � � or | � �� mustbe
known by � . Let us first assumethat 23| � `9�/| � b!8 wasshown to
the verifier then � sentboth | � ` and |��/` or |���/` , i.e., � was
incorrect. Let us now assumethat | � � wasshown to the verifier
then ) sentboth | � and |��� , i.e., thethird partywasincorrect.Let
usfinally assumethat | � �� wasshown to theverifier. Since |}� as
well as |�� �� wereproducedby the third party, the machine) was
in oneof theabortedstatesandthus � musthave senteither |��/`
or | � ��/` . Since � received |�� , it did not send| � ��/` . Togetherthis
impliesthat � sent |��/` . This contradictstheassumptionthat |�� ��
wasshown to the verifier a correct � which sends| �/` doesnot
send|}�7` which is partof |�� �� .
Terminationon AsynchronousNetwork: If theuserinputs�
\�]
P&^�_ ,
a “ U PT��	�r&s�P ”-protocol is started.In this protocol,theothersigna-
tory is not involved anymore. Sincethe third party is assumedto
becorrect,it will answer. Thus,the“ U PT�&	�r&sQP ”-protocolterminates
with adefinitiveansweraftertime2, i.e.,afixedtimeaftertheinput
of �
\�]
P�^�_ .
Optimisticon Agreement: If two correctsignatoriesdo not input�
\�]TP&^�_ andinput identicalcontracts,they bothreceive theoutputs
2 �����&�TP�R �[CS�qH3J#KD8 from the “ ������� ”-protocol after time 3 without
contactingthethird party.

We now prove in Theorem2 that asynchronouscontractsigning
with only 3 messagesis impossible.Thenwe prove theoptimality
of Scheme3 in Theorem3. Sincethis schemestill needsa state-
keepingthird party,wewill show in Theorem4 thatonecannotdo
better, i.e., thatrecoverywith a state-lessthird partyis notpossible
in theasynchronouscase.

Theorem2 (Message-Optimalityof Schemein [2])
Thereis no asynchronousoptimisticcontractsigningschemewith
threemessagesin theoptimisticcase. £
In orderto prove this theorem,we first show that recovery cannot
involve bothsignatoriesin theasynchronouscase:

Lemma 4 (AsynchronousRecovery is 2-Party)
The outcomeof the recovery phaseon asynchronousnetworks is
determinedonly by inputs from the third party andthe signatory
startingit. £
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Figure 11: Proof of Theorem3: Saving a DashedMessageby
Shoving it Up or Down.

Proofof Lemma4: If thethird partyis invokedby acorrectplayer,
the recovery phaseis requiredto terminatein order to guarantee
terminationof the “ ������� ”-protocol. However, if the third party
asksthe othersignatory, the third party could not decidewhether
the messagewould eventually be answeredor not. Thus, if this
signatoryis not correct,“ U PT��	�r&sQP ” would not terminate.

Proof of Theorem2: Let us assumethat � sendstwo messages,
say |?� and | � , in theoptimisticphasewhereas� sendsonly one
message,say |�� . Then 23|v�%�/|}���7| � 8 mustbe sufficient to con-
vince theverifier. If � sends| � and |�� without having received
|�� , � can convince a verifier without sending |�� . Therefore,
� is requiredto be ableto recover to �������QP�R without contacting
� (Lemma 4) which contradictsthe unforgeability requirement.
Thus, | � is sentafter |�� hasbeenreceived. If we now assume
that � sends| � beforereceiving | � , � couldconvincea verifier
without sendingany messageand � would be requiredto beable
to recover to �������TP&R withoutcontacting� (Lemma4) whichagain
contradictstheunforgeabilityrequirement.

Therefore,themessagesaresentin order |?�Y��|}����| � (similar
to Scheme1 depictedin Figure1). Sincetheprotocolis optimistic,
at least 23|v�Y�7|}��8 shown by � and 23|v�Y�/|����/| � 8 shown by � are
sufficientto convincetheverifier. Now considertheexceptions:Let
usassumethat ) did not decidefor this H3J#K before.If � now does
not receive | � , the third party hasto decidelocally (Lemma4)
on �����&�TP�R since � mayhave obtaineda valid contract 23| � �/| � 8 .
Thus � mayobtaina valid contractfrom the third partyeven if �
only sent | � . Therefore,� mustbeableto startrecovery with the
third party after sending|?� , too. In this case,the third party is
requiredto decidelocally whetherthecontractis valid or notgiven
only | � from � . If it now decideson U PQV�PTW�X�P�R basedon | � only,
anincorrect� couldmakeacontractinvalid afterasuccessfulcom-
pletion thatdid not involve thethird party(i.e., aftersending|�� ).
If thethird partydecideson �������TP�R since � maylaterrecover, then
a valid contractcouldbeobtainedwithout � ’sparticipation.

This enablesusto prove theoptimality of Scheme3:

Theorem3 (Optimality of Scheme3)
There is no asynchronousoptimistic contractsigning schemein
time 2 in the optimistic caseandevery protocol in time 3 needs
at least6 messages.£
Proof of Theorem 3: If we assumethat a 2-time 4-message
optimistic “ �����&� ”-protocol exists, then this can be usedto con-
struct a 3-time 3-messageprotocol: Sincethe two-party signing
protocolhas4 messageslabeledwith two subsequenttimes, two
messages23| ��` �/| �¥b 8 arelabeledwith time 1 andtwo messages
23|��7`F�d|}�/b(8 arelabeledwith time 2 whereeachtwo messagesla-
beledwith thesametime areindependentfrom eachother. There-
fore,oneplayer, say � , cansend| �¥b togetherwith | �/b and | �7`
canbesentafterreceiving thesetwomessages.Theresultisathree-
messageprotocolwith themessages| � ��` � gj| ��` , | � �/b � gf23| �¥b �
|��/bF8 , and |��� ` � g�|��7` which doesnot exist accordingto Theo-
rem2.

If we assumethat a 5-messageprotocol in time 3 exists, we
canconstructanequivalentprotocolwith 3-messagesin time 3 by
shoving a messageup or down (seeFigure11): If 5 messagesare
sentin time3, thereexistsatime ³ for whichonly onemessage|�`
sentby onesignatory, say � , exists. Furthermore,two messages
| � ` and |}b arelabeledwith time ³ � which is either ³¤´�� or ³¢µ©� .
If two messagesarelabeledwith time ³¤´�� thenthemessages| `
and | � ` canbesenttogetherattime ³ . This is possiblesince� does
not receive a messageat time ³ which guaranteesthatthecontents
of | � ` have alreadybeenfixedwhen | ` wassent.For � , receiv-
ing |��` earliermustnot make a differencesincethenetwork may
have reorderedthe messagesanyhow. If, on the otherhand,two
messages| � ` and | b arelabeledwith time ³9µ=� thenthemes-
sages|��` and |�` canbesenttogetherat time ³ . This is possible
since � doesnotsendamessageat time ³ whichimpliesthat | � ` is
not neededby � to computea message.This constructionenables
to changetwo subsequenttimeswith two andonemessagesinto
two subsequenttimeswith onemessageeach.Two applicationsof
this constructionresultin thedesired3-messageprotocolin time 3
whichcontradictsTheorem2.

Finally, we show that the state-keepingthird party in Scheme3
cannotbeavoided:

Theorem4 (Asynchronous ) KeepsState)
Thereis no asynchronousoptimisticcontractsigningschemewith
state-lessthird party. £
Proof of Theorem4: Assumethereis anasynchronousoptimistic
contractsigningscheme.Thenby meansof theconstructionin the
proof of Theorem3, thereis anequivalent“ �����&� ” -protocolwhich
hasonly messages,say | � �Y¶Y¶Y¶Y�7|�· , in a row where � sends| �
and | · (if not,prependinganemptymessagehelps).Furthermore,
we assumethat in “ U PT��	�r&sQP ”, the third party getsall messages
theinvoker hassentor receivedsofar, i.e., a prefix 23| � �Y¶�¶Y¶Y�7|}¸�8
of 23|v�Y��¶%¶Y¶Y�/| · 8 . Sincewe are in an asynchronousmodel, the
third party’sdecisioncannotdependon thenon-invokingsignatory
(Lemma4). Sincethe third party is assumedto be state-less,the
decisionis actuallya setof functions ¹»º¼2�8 on 23|v�Y�%¶Y¶Y¶Y�/| ¸ 8 to
> �������TP�R �/U PQV�PTW�X�P�R A for each½ for whicha requestis allowed.

Considera runwith correct� and � wherebothinput identical
contractsand � inputs �
\�]
P&^�_ beforethelastmessage|�· from �
hasbeenreceived. Since � mayhave receiveda valid contract,the
third partymustdecide¹Sº¼23|?�%�Y¶%¶�¶Y�/| ¸ 8&� g �������QP�R for ½¾g¬�@µ¾�
to fulfill the“No Surprises”-requirement.

Now assumethat ¹»º¼23|?�Y�Y¶Y¶Y¶%�/| ¸ 8¿g �����&�TP�R for some
½=ÀcÁ . If we now considerthe casethat the otherplayergetsa�
\�]TP&^�_ after sending| ¸�ÂB� , a recovery requestmustbe allowed
sincethe otherplayerwill eventually receive | ¸�Â-� which would
enableit to recover to �����&�TP�R . For consistency reasons,we have
¹»º¼23|v����¶Y¶Y¶Y�/| ¸�ÂB� 8-� gv¹»º¼23|?�%�Y¶Y¶%¶Y�d| ¸ 8 = �������TP�R . Thus,induc-
tively we get ¹»º¼23| � 81g �������TP�R which contradictstheunforge-
ability requirement.

6 An Optimal AsynchronousNon-Optimistic Scheme

All protocolsup to now wereoptimistic, i.e., the third party was
only invoked in caseof failures. We now prove the messageand
time optimality of an asynchronousversionof a well-known syn-
chronousfair exchangeprotocolbasedon a third partystoringand
forwardingthecontractsignatures.

Thisprotocolneedsfourmessagesin time2 andworksonasyn-
chronousnetworks. Its behavior is depictedin Figure12. Thema-
chinesfor theindividual playersaredepictedin Figures13and14.
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Sig
Ã

. � ) Sig. �
|?��`� � � � �5�

|?�¥b����� �
if �
\�]
P&^�_ : |�� . if �
\�]
P&^�_ : |�� .

if C9`?gNC@b : |}� .
if C9`¬¯gNC@b or | � : | � � .

|�� or |�������� �
|}� or |���� � � � �5�

if |�� :�������TP�R
if | � � :
U P�V�PTW�XQP&R .

if |�� :�����&�TP�R
if | � � :
U PQV&PTW�XQP�R .

Figure12: Behavior of theOptimalAsynchronousScheme4 with
In-Line Third Party.

Start
sign/m1A m2 /signedSA signed

rejected

wakeup/m3
show/m2

m'2 /rejected

Figure13: Signatories,e.g., � , of Scheme4.

Scheme4 (Time-Optimal Non-Optimistic Protocol)
This schemeconsistsof the triple 23�@���5�/6@8 and ) of interactive
probabilisticmachineswhich areableto executetheprotocolsde-
finedasfollows:
Contract Signing(Protocol“ ������� ” ; Figure 12): On input 2 ������� �
CS�-H3J#KL8 , eachsignatory, say � , sendsa signedmessage|?��`�� g
w/xzy � 2�C ` 8 containingthecontracttext C ` to the third party. If an
input 2 �
\�]
P�^�_ �YH3J#KD8 is made,a message| � � g°w/xzy � 23Ä��
½DÅ�Æ�ÇI8 is
sent.Thethird partywaitsfor | ��` and | �¥b andverifieswhether
C9`hgÈC@b and H3J#KD`hgÉH3J#KDb . If this is the case,the third party
sendsthemessage|}�@� g�w/xmy ¡ 23|?��`F�/|v�¥b!8 to bothsignatories.If
the checksfail or �
\�]
P&^�_ is received beforeboth messageshave
beenreceived,thethird partysends|��� � g«w/xzy ¡ 23U PQV�PQW�XQP�R 8 .
Verificationof a Contract (Protocol“ ���
	�� ” ): On input 2 ���
	�� �
H3J3KL8 , signatory � looks up |�� and sendsit to the verifier. The
verifier checkswhetherthemessageis valid andoutputs 2 �������TP�R �
CS�QH3J#KD8 if this succeedsand 23U PQV&PTW�XQP�R �YH3J3KL8 else.Z
We now prove thesecurityof this scheme:

Lemma 5 (Security of Scheme4)
Scheme4 is a fair contractsigning schemeif the machine ) is
correct. £
Proof of Lemma5: The schemeadheresto Definition 1 by con-
struction.Wenow show thateachof therequirementsdescribedin
Definition 2 arefulfilled:
CorrectExecution: If both correctplayers � and � input 2 ������� �
CS�-H3J#KL8 with identical H3J3K and C anddo not input �
\�]TP&^�_ , then
bothreceive a valid contract|�� . If thecontractsor H3J3K ’s differ, �
and � output 23U P�V�PTW�XQP&R �%H3J#KL8 afterreceiving |��� .

Start
sign/m1A m2 /signedSA signed

rejected

wakeup/m3
show/m2

m'2 /rejected

Figure14: Third Party ) of Scheme4.

Unforgeability of Contracts: In orderto convinceacorrectverifier
6 for a given H3J#K , oneneeds|}�O� g°w/xzy ¡ 23|v��`F�¤|?�¥bF8 including
this H3J#K . A correctsignatory, say � , will not send| ��` without the
input 2 ������� �[CS�QH3J#KD8 .
Verifiability of Valid Contracts: If � outputs 2 �������QP�R �¨CS�GH3J#KL8
thenit received |}� whichwill beacceptedby theverifier asa cor-
rectcontract.

No Surpriseswith Invalid Contracts: Let usassumethata correct
signatory� returnedU PQV�PQW�XQP�R on input 2 �����&� �[CS�YH3J#KD8 whereas�
is able to convince the verifier. Then � received | � whereas�
received |��� . This implies that ) sent |}� and |��� with the same
H3J#K whichcontradictstheassumptionthatthe ) is correct.

Terminationon AsynchronousNetwork: If the user has input
2 �
\�]TP&^�_ �OH3J#KD8 , the schemerequiresat most time 2 to output�����&�TP�R or U PQV&PTW�XQP�R .

We now prove theoptimalityof Scheme4.

Theorem5 (Optimality of Scheme4)
Thereexistsno asynchronouscontractsigningprotocolwith three
messagesor only oneroundin thefault-lesscase. £

Note that this shows thatonecannotimprove theefficiency of
theoptimisticprotocolpresentedin [2] by allowing thethird party
to participatein the“ ������� ”–protocol.

Proof of Theorem5: If we assumethata three-messageprotocol
with third partyexists thenthefollowing prerequisiteshold: If the
third party sendsmessageswithout having received any message
before,thesemessagesareindependentof thecontractto besigned
andcan be omitted. If the third party doesnot sendandrecieve
any messages,theprotocolis optimisticanda threemessageopti-
mistic protocoldoesnot exist (Theorem2). If thethird partyonly
receivesmessages,thesemessagesdonotchangetheoutputsof the
signatoriesor the resultof a subsequentverificationsince ) does
not participatein “ ���
	�� ” andcanbeomitted. Therefore,thethird
partyfirst receivessomemessagesandthensendssome.Any pro-
tocol whereoneof the signatoriessendsno messagescontradicts
theunforgeability requirementsincetheoutcomewill beindepen-
dentof thecontractinput by this participant.If, on theotherhand,
a signatorydoesnot receive any messages,the outputof this sig-
natoryis independentof the contractinput by the othersignatory
whichcontradictsour requirements,too.

Thuseachof the threeplayerssendandreceive onemessage
eachandthereareonly threemessages.Therefore,thesemessages
aresentin a circlewhere ) doesnot sendtheinitial message.

If we assumethat themessagesaresentin thesequence� , � ,
) , � then � mustbe ableto win a disputewith its only message
received. If � thendoesnot sendits messageto ) . If we assume
that �
\�]
P&^�_ wasinput to � , � mustbeableto recover to �������TP&R
with its only messagesent.However, in this case,� couldaswell
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recover with thefirst messagewithout sendingit thuspassingver-
ificationÊ without � . This would contradictthe unforgeability re-
quirementfor � . Recovery to U PQV�PQW�XQP�R is alsonot possiblesince
it contradictsthe“no surprises”requirementfor � .

If we assumethatthesequenceis � , ) , � , � then � receiveda
valid contractwith themessagefrom ) . Since � mayomit thelast
message,� would berequiredto passa verificationwith its initial
message(maybeafterrecoveringtogetherwith ) ). Thiscontradicts
theunforgeabilityrequirementsince� and ) would beableto end
up with a valid contractwithout input from � (Remember:We
ruledout three-partydisputes).

To prove that no protocol in time 1 exists, we assumethere
would besucha protocol. In this protocol,themessagesfrom the
third partycannotdependon thecontractwhereasthemessagesto
the third party will not changethe outcomeof a subsequentveri-
fication sincewe do not allow 3-partydisputes.Therefore,these
messagescanbeomitted. Theresultingprotocolwould bea two-
messageprotocolwhereeachmessageis a valid contract. If one
player, say � , doesnot sendits message,� must be allowed to
recover to �������TP�R withoutany signedmessagesfrom � . Thiscon-
tradictstheunforgeabilityrequirement.
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