SEMPER SEMPER

Activity

Paper

211ZR018

May 1st, 1996

Document # 211ZR018 ActivityPaper

Title Electronic Payment Systems

Author / Body PhilJanson, MichaelWaidner

Editor M. Waidner (ZRL)

Date May1st, 1996

Status Final Vers. 8 public

CEC / TA id none

Electronic Payment Systems 1

Electronic Payment Systems 1

Phil Janson, Michael Waidner

May 1st, 1996

A BSTRACT

As business is moving from face-to-face trading, mail order and telephone order to electronic commerce over open networks such as the Internet, crucial securityissues are being raised. While Electronic Funds Transfer over financial networks is reasonablys e - cure, securing payments over open networks connecting commercial servers and co n - sumer workstations poses challenges of a newdimension.

This report reviews the state of the art in payment technologies, and sketches emerging developments, especiallyIBM´s Internet Keyed Payment protocol, iKP .

1 Introduction

Since the dawn ofhistorythere has been trading between two parties exchanging goods face-to-face. Eventuallysuch trading became complicated and moneywas i n - vented so a buyer could acquire something he needed froma seller without necessarily exchanging goods. Securityofthe monetarysystems was guaranteed bythe local, r e - gional, nationaland eventuallyinter nationalbanks controlling the printing ofmoney.

New steps were taken when payment orders, cheques, and later `plastic´ moneywere invented. This allowed payment without `actual´ money, the mapping between the payment instrument and the real moneybeing stillguaran teed bythe banks through s e - cure financialclearing networks. Eventuallyremote payment became possible using those same instruments, although securitythen started to become a challenge. Indeed verifying a signature on a cheque or a credit card mailorder when buyer and seller are not face-to-face is impossible: either the buyer must take the risk ofsending in a pa y - ment before having received his purchase or the seller must send the purchased items before having received the payment. Phone order purchases are even worse since no signature at allcan be provided: the seller runs the risk that the buyer maydenyhaving made the purchase and demand a refund even after he has received the goods. Without new securitymeasures, envisioning electronic commerce over open computer networks is utopic.

This report discusses electronic payment models in Section 2 , securityrequirements in

Section 3 , and emerging technologies in Section 4 . In Section 5 we describe iKP as the prototype ofa credit-card based Internet payment system. The status ofstandardisation activities for this kind ofpayment systems is summarised in Section 6 .

1 Sections 1-4 and 7 of this report are based on

[JaWa 95] . This work was partiallysupported bythe

ACTS Project AC026, SEMPER ; however, it represents the viewof the authors. SEMPER is part of the Advanced Communication Technologies and Services (ACTS) research program established bythe European Commission Directorate General XIII .

Electronic Payment Systems 2

2 Electronic Payment M odels

Commerce involves always a buyer and a seller (or payer and payee ) who need to exchange moneyfor goods or services, and at least one financial institution which links ^bits~ to ^money.~ In most exist ing payment systems, this role is divided into two parts, an issuer (used bythe buyer) and an acquirer (used bythe seller).

The electronic payment frombuyer to seller is always implemented bya flow ofreal moneyfromthe buyer via the issuer and acquirer to the seller.

In pre-paid ^cash-like~ payment systems , the buyer´s bank account is debited before anypurchase is made, bya certain amount which can be used for pay ments later. Cardbased electronic purses, electronic cash as wellas (certified/guaran teed) bank cheques fallin this cat e gory. The typicalflows are shown in Figure 1 .

Internet

Payment

Deposit

Withdrawal

Acquirer

Issuer

Buyer Seller

Actual Flow of Money

Figure 1 Cash-like Payment System

In pay-now payment systems, the buyer´s account is debited at the time ofpayment.

ATM-card based systems (like the European EC-Direct system, edc ) fall in this cat e - gory. In pay-later (credit) payment systems, the seller´s bank account is cred ited the amount ofthe sale before the buyer´s account is debited. Credit card systems fall in this category. Froma protocolpoint ofview pay-now and pay-later systems belong to the same class. The typicalflows ofthese systems are shown in Figure 2 . Since a payment is always done bysending some sort of^form~ frombuyer to seller (cheque, credit card slip, etc.) we callthese systems ^cheque-like~.

Electronic Payment Systems 3

Internet

Authorization and Clearing

Acquirer

Issuer

Buyer

Seller

Payment

Order (^slip~)

Actual Flow of Money

CR EDIT C AR D

12 3 4 5 6 78 90 12 12 3 4 5 6 78 90 12

VALID FRO M G OOD T HRU

X X/X X/XX X X/X X/XX

P AUL F IS CHER P AUL F IS CHER

Notification

Figure 2 Cheque-like Payment System

Both types ofpayment systems are direct payment systems, i.e., a payment requires an interaction between buyer and seller. There are also indirect payment systems where either buyer or seller initiates the payment without having the other party(seller or buyer, respectively) involved online. In the context ofInternet payments this is usually co n sidered as part of^home banking.~

3 Security Requirements

Except for the high levelrequirement that nobodywants to lose money, and everybody wants to be unobservable in their business to some extent, the concrete securityr e - quirements ofelectronic payment systems varydepending on their features and the trust assumptions put on their operation. Generally, though, one or more ofthe fo l - lowing requirements must be met.

3.1 Integrity and Authentication

For a payment system, integritymeans that no partyloses moneyunless a payment is explicitlyauthorised bythat party. Additionallya partymight require to not receive any moneywithout their explicit consent, e.g., in o r der to prevent unwanted bribery.

Technicallythis is achieved by authenticating those messages that cause the transfer of money(withdrawal/payment/deposit in cash-like systems, payment/clearing in chequelike systems). There are severalpossibilities how to do this:

· Out-band Authorisation: The verifying partysends a notification to the authorising partyand requires that the authorising partyapproves or denies the authorisation offline, using a secure out-band channel(e.g., ordinarymailor phone calls).

Electronic Payment Systems 4

This is the current approach for credit card payments in mail-orders and tel e - phone-orders (MOTO): The transaction is performed without signature, i.e., everybodywho knows a buyer´s credit card data can initiate such payments.

The buyer must check their credit card statements and must activelycomplain about fake transactions. Non-reaction within a certain time (usually90 days) is inte r preted as ^approved~ bydefault.

The obvious problems are the delaycaused bythe out-band communication, and that the authorising partymust carefullycheck the notifications, especially if^approved~ is the default value as in credit card payments.

· Authorisation by passphrase: The verifying partyrequires that messages from the authorising partyinclude a cryptographic check value that is computed u s - ing a secret known to the authorising and verifying partyonly, e.g., a PIN or passphrase, or in generala ^shared secret.~ 2

This achieves securityagainst outsiders, but a dispute between authorising and verifying partyabout the origin ofa well-authenticated message cannot be r e - solved (i.e., there is no non-repudiation oforigin). This means that, e.g., a court would not be able to decide fromthe messages exchanged whether a disputed payment was authenticated bythe buyer or bydishonest employees ofthe buyer´s bank. Typicallysuch insider fraud requires employee collusion since in

PIN-based systems, customer PINs are usuallywellprotected through encry p - tion and ta m per-resistant hardware at the bank.

Additionally, short shared secrets like PINs of4 or 6 digits cannot provide a high degree ofsecuritybydefinition. 3 Therefore short shared secrets should onlybe used to controlaccess to a physicaltoken like a smartcard (or wallet, see Section 4.2 ), and this token should be used to do the actualauthorisation based on reallysecure cryptographic mechanisms.

· Authorisation by signing: The verifying partyrequires a digitalsignature of the authorising party.

Digitalsignatures provide non-repudiation oforigin: Onlythe owner ofthe s e - cret signature keycan sign messages (while everybodywho knows the corr e - sponding public verification keycan test signatures). This enables to resolve disputes in case the authorising and verifying partydisagree about the authe n - ticityofa message.

Additionallythe freshness 4 ofauthenticated messages must be ensured. This is achieved byincluding time stamps , sequence numbers, or nonces 5 .

2 In cryptologythis is called symmetric authentication , and the check value is called MAC , for message authentication code.

3 The probab ilityof guessing a correct PIN is alreadyhigh, especiallyfor user-chosen PINs (which are likelyto be related to the user´s birthday, phone number, etc.). In the worst case the attacker can perform a so-called dictionary attack : If a value X is known that is a deterministic function of the PIN, one can use this X to search the set of all possible PINs for the correct one. In some applications one can prevent dictionaryattacks byrandomization

[BeMe 92]. 4 Freshness means that the message provablybelongs to the current context only(e.g., the current payment transaction), i.e., that it is no replay of a previous message.

5 A nonce is a random value chosen bythe verifying partyand sent to the authenticating party.

Since nonces are unpredictable and used onlyin one context (e.g., one payment transaction), they ensure that a message cannot be reused in later transactions. Since nonces do not require

Electronic Payment Systems 5

Section 4.3 lists some examples ofpayment systems structured according to the tec h - nique used for authorising the buyer´s transfer order towards the bank (which is the most important relation in a payment system).

In addition to these requirements, buyer and seller might want some fairness in the e x - change ofpayment for receipt, or more directlyin the exchange ofmoneyfor goods and services (e.g., bymeans ofa trusted third party). Usuallythis is out ofscope of payment systems.

3.2 Confidentiality

Some or allparties involved maywish confidentialityofthe transaction. Therebythe knowledge ofthe identityofbuyer, seller, purchase content, amount, etc., are r e - stricted to the participants involved, or even onlyto a subset ofthem(e.g., where an o - nymityor untraceabilityare d e sired). See Section 4.4 .

3.3 Availability and Reliability

Allparties are interested in being able to performor receive payments whenever nece s - sary.

Payment transactions must be atomic, i.e., happen entirelyor not at all, but never hang in an unknown or inconsistent state. No buyer would accept to lose money(or at least no significant amount) due to a network crash, or because the seller´s server crashed.

Availabilityand reliabilitypresuppose that the underlying networking services and all soft ware and hardware components are sufficientlydependable. Recoveryfromcrash failures requires some sort ofstable storage at allparties and specific resynchronisation protocols. These fault tolerance issues are not discussed in the following, since most payment sys tems do not address themexplicitly.

3.4 Requirements for M obile Trusted Hardware

To address the securityrequirements, digitalsignatures and secret keydistribution functions are required, which makes it desirable that allparties involved have access to secure keystor age. Ifpayments are to be possible fromanyworkstation, the se cret key storage ofa user must even be mobile, which in turn makes it necessarythat users be provided with smart cards or similar secure devices. These technologyoptions are di s - cussed in the following Section 4, together with some examples.

synchronisation between the two parties theyare veryrobust, and popular in cryptographic protocol design. In general, nonces are an example of a challenge-response technique

[Schn 95] .

Electronic Payment Systems 6

4 Technology Overview

Online Payment Systems Offline Payment Systems

Credit-card Payment Systems:

· Proposal using no Cryptography:

First Virtual [SSBR 95, Bore 95]

· Proposals using Cryptography:

CyberCash [East 95, EcBY 95], iKP

[BGHH 95, LiTs 95]

· Proposed Standard: SET [SET 96]

Micropayments:

· Millicent [Mana 95], NetBill [SiTy 95],

Phone-Ticks [Pede 95], iKP-

Micropayments [HaSW 95] , Pa y -

Word [RiSh 95]

Electronic purses, using smart cards:

· Shared key, e.g., Danmont (DK),

Proton (B)

· Public key, e.g., Express (B)

· Not known publicly: Mondex (UK)

[Rolf 94] 6

· Standardisation: CEN Intersector

Electronic Purse, EMV Electronic

Purse.

Suggested for online payments. Loading cash via smartphone 7 possible.

· Anonymous ^remailers~ for change, e.g., NetCash [MeNe 93,

NeMe 95, Neum 95] , Anonymous

Creditcards [LoMP 94]

· Anonymous (^blind~) signatures, e-cash [Chau 89]

· Anonymous (^blind~) signatures, e.g., CAFE (research project, spo n - sored by the European Union)

[BBCM 94].

Suggested for online payments, but not applied yet. Loading cash via smar t - phone possible.

Figure 3 Proposed Technologies for Internet Payments

The main design decision for electronic payment systems is how to authorise payments, i.e., how to enable the honest buyer to convince the seller to accept a legitimate pa y - ment while preventing the dishonest buyer fromdoing unauthorised payments. For i n - stance, it must not be possible to spend the same moneytwice bysending the same messages to two different sellers. And allthis must be done in a waythat does not harmthe privacyofhonest buyers and sellers.

4.1 On-line vs. Off-line

Payments can be performed on-line, involving an authentication and authorisation server (usu allyas part ofthe issuer or acqui rer) in each payment, or off-line, i.e., wit h - out co n tacting a third partyduring the payment frombuyer to seller.

6 The design of Mondex is not public. According to presentations by Mondex theyare using public keytechnology, but it is not known where and for what purpose. The actual hardware theyare using suggests that the system is primarilya shared-keysystem.

7 A ^smartphone~ is a telephone with smartcard reader and display.

Electronic Payment Systems 7

The obvious problemwith off-line payments is how to prevent buyers fromspending more moneythan theyactuallypossess. In a pure digitalworld there is nothing that would prevent a dishonest buyer fromresetting the localstate oftheir systemafter each pa y ment to the state before the payment.

Therefore offline payment systems that prevent doublespending (i.e., do not just ensure that doublespending is detected after it happened) require tamper-resistant hardware at the buyer, e.g., smartcards

[e.g., GuUQ 92] . Often tamper-resistant hardware is also used at the seller, e.g., securitymodules ofPOS-terminals. It is required for shared-key systems, and in case the seller does not forward the individualtransactions but their totals only.

On-line systems require, ofcourse, more communication, but not necessarilyspecific tamper-resistant hardware at the buyer and seller. In general, theyare considered as more secure than off-line systems. Most proposed Internet payment systems are on-line systems.

Allproposed electronic purses are offline systems, e.g., Danmont, Proton (byBan k - sys), Mondex [Rolf 94] , Express (byEuropay), CAFE [BBCM 94] (developed bya Eur o - pean ESPRIT project). The ^exotic~ systems in this list are Mondex and CAFE . Mo n - dex is the onlysystemthat enables off-line transferability(i.e., the seller can use the amount received for a new payment, without intermediate deposit ˙ but this seems to be a politicallyunpopular feature in most countries), and it is the onlysystemconsi d - ered for high-value payments (i.e., beyond 100 ECU). CAFE is the onlysystemthat provides strong buyer anonymityand untraceability. Both systems offer the buyers an electronic wallet, preventing the well-known fake-terminalattacks on the buyer´s PIN.

Mondex, Express, and CAFE are multi-currencypurses, i.e., theycan han dle different currencies simult a neously.

Allthese systems could be used for Internet payments, but currently, theyaren´t. Plans exist for severalsystems, e.g., Mondex and Express . The main technicalobstacle is that theyrequire a smartcard reader attached to the buyer´s PC or workstation. Inexpensive

PCMCIA smartcard readers and standardised infrared-interfaces on notebook compu t - ers willsolve this connectivityproblem.

Another systemthat will is developed in this spirit is the FSTC Electronic Check Pro j - ect that uses a tamper-resistant PCMCIA card, and implements a cheque-like payment model. (The related FSTC Electronic Commerce Project [Seel 94] deals with unifying the different payment methods at the acquirer´s site.)

Alternativelyto tamper-resistant hardware, off-line authorisation could be done via pre-authorisation, i.e., the seller is known to the buyer in advance, and the payment is alreadyauthorised during withdrawal, in a waysimilar to a certified bank cheque.

4.2 Trusted Hardware

As alreadymentioned in Section 4.1 , for the issuer´s security, most off-line payment systems require a piece oftamper-resistant hardware in the buyer´s device. In a certain sense, this piece is a ^pocket branch~ ofa bank and must be trusted bythe issuer.

Independent ofthe issuer´s securityconsiderations, it is in the buyer´s interest to have a secure device that the buyer can trust, i.e., that protects the buyer´s secret keys and performs the necessaryoperations. Initially, this could be just a smart card, but in the

Electronic Payment Systems 8 long run, it could become a smart device ofa different formfactor with secure access to some keyboard and dis playfor entering a PIN and simple commands (for a more detailed discussion see [PPSW 95] ). This is often called an electronic wa l let.

Without such a secure device, the buyer´s secrets, i.e., the buyer´s money, are vulne r - able to anybodywho can access the buyer´s machine. This is obviouslya problem in multi-user envi ronments, but also on single-user machines that maybe accessed d i - rectlyor indirectlybyoth ers, and where a virus, for instance, could stealPINs and passwords while theyare entered.

Even with a smartcard, the buyer cannot be sure that a Trojan horse in his or her PC cannot revealPINs ofcredit cards bysending mailto a remote attacker, or bysimply asking the smartcard to make a payment to the attacker´s account, silently. Therefore, for realsecuritytrusted input and output channels between user and ^pocket workst a - tion~ must exist, e.g., using an electronic wallet with secure access to some displayand keypad.

4.3 Cryptography

4.3.1 ^Crypto-less~ Systems

Using no cryptographyat all means relying on ^out-band~ security: For instance, the goods ordered electronicallyare not delivered before a fax (or a letter, or a phone call) arrives fromthe buyer that acknowledges this order.

Examples for this kind ofsystems are CompuServe, First Virtual [Bore 95, SSBR 95] , and the Internet Shop ping Network . In CompuServe, each customer uses a line to dial into the systemthat is assumed to be secure byitself, and identifies himselfor herselfto the system. For both First Virtual and the Internet Shopping Network, the buyer has an account with the systemand receives a password in exchange for a credit card number.

The password is not protected while travelling over the Internet, i.e., these systems are vulnerable against eavesdropping. First Vir tual has some protection byasking the su p - posed buyer for an acknowledgement ofeach pay ment via email, but the actualsec u - rityofthe system is based on the fact that buyers can revoke each payment within a certain time (i.e., there is no definite authorisation during the payment), and untilthen the seller takes the fullrisk.

4.3.2 Generic ^Payment Switch~

A specialrole is played bythe OpenMarket Payment Switch [GSPT 95] : It is an on-line payment system implementing both, a pre-paid and pay-later models. The architecture supports severalauthentication meth ods, depending on the payment method chosen, ranging fromsimple, unprotected PIN-based authentication to challenge-response based systems, where the response is computed, e.g., bya smartcard.

Actually, OpenMarket uses passwords and optionallytwo types ofdevices for r e - sponse generation, Secure Net Key and SecureID , i.e., shared-keycryptography. (For authorisation, the Payment Switch digitallysigns an authorisation message sent to the seller, i.e., public-keycryptographyis used for this specialpurpose.)

Electronic Payment Systems 9

4.3.3 Shared-key Cryptography

For shared-keycryptography, the buyer and seller on the one side and that partype r - form ing authentication or authorisation on the ot her side need a shared secret (e.g., a

DES-key 8 , or at least a password/PIN).

Since both sides have exactlythe same information, this cannot provide nonrepudiation (e.g., ifbuyer and issuer disagree about a certain payment, there is no way to decide whether this payment was initiated bythe buyer, or bya dishonest employee ofthe issuer). Therefore authentication ofthe buyer´s transfer order based on sharedkeys is not appropriate ifthe buyer bears the risk of forged payments, at least not for high-value payments (say, greater than 100 ECU). 9

Ifauthentication should be done off-line (which is desirable at least for low-value payments), each pair ofbuyer and seller need a shared secret key. In practice this means that some sort ofmaster-keyis present at each seller, enabling the seller to derive the buyer´s key, e.g., fromthe buyer´s identity. Tamper-resistant securitymodules in point-of-sale terminals are used to protect this key.

Shared-keycryptographyis used, e.g., bythe off-line systems Danmont and Proton, and the on-line systems SNPP [Duka 91] , NetBill [SiTy 95] , and NetCheque [NeMe 95] .

The 2KP (a variant of iKP , see Section 5 ) mayuse a shared secret between buyer and i s suer/acquirer for authentication.

The current versions of NetBill and NetCheque are based on the Kerberos technology, and focus on ^micro-pay ments.~ Both implement a cheque-like debit payment model.

The use ofshared-keytechnol ogyis justified bythe performance required to process manymicro-payments in short time. Both systems are announced to migrate to public keytec h nology, and designs using public keytechnologyexist.

4.3.4 Public-key Digital Signatures

For public-keycryptography, the buyer has a secret signature keyand a certificate for their cor responding public signature verification key(e.g., issued bythe payment sy s - temoperator or a specific issuer). In most existing and proposed systems, RSA is used

(but there are severalalternatives).

Digitalsignatures provide non-repudiation, i.e., disputes between sender and recipient ofa signed message can be resolved. This should be mandatoryifthe buyer bears the risk of forged payments, at least for high-value payments.

Off-line authentication is no problemhere, since the seller can easilyverifya signature ofthe buyer (and could check the certificate against a localcopyofa blacklist of^bad~ certif icates, ifnecessary). Authorisation stillrequires either an on-line connection or trusted hard ware at the buyer.

Public-keycryptographywillbe used, e.g., bythe off-line systems Express and CAFE .

Most ofthe proposed on-line payment systems use public keycryptography.

8 We do not provide references to cryptographic algorithms in this overview. For an introduction and a descrip tion of most of the cryptographic algorithms used for electronic payment systems, see

[Schn 95] .

9 For some examples on the consequences of no non-repudiation see

[Ande 94].

Electronic Payment Systems 10

Rather generalWWW securityschemes using public-keycryptographyare SHTTP and

SSL . Neither is a payment technologyper se, but theyare suggested for securing also pay ment information.

SSL [HiEl 95] is an Internet socket-layer communication interface allowing buyer and seller to communicate securely.

[BLSS 95] describes an extension of SSL , called PCT .

Neither SSL nor PCT support non-repu diation.

SHTTP [ReSc 95] is a secure extension ofthe HTTP protocolused on the Internet

World-Wide Web (WWW), developed bythe CommerceNet consortium. SHTTP o f - fers severalsecuritytechniques, e.g., signing and encrypting with RSA, on top of which various payment protocols could be implemented.

Both SSL and SHTTP offer a selection ofsymmetric and asymmetric cryptographic tech nologies. Because ofthe open access these technologies offer to strong crypt o - graphic primi tives, theyare alls ubject to US export restrictions. Exportable versions willbe available but theywillbe using `tamed,´ i.e., insecure cryptographic technol o - gies. It is veryquestionable whether banks, sellers, and customers outside North

America willbe interested in such `second-grade´ technologies. Ofcourse, since the specifications ofthese protocols are public, fullysecure implementations maybecome available outside North America as soon as a non-US vendor decides to put such products on the market.

Complete payment systems using public-keycryptographyare, e.g., ecash [Chau 89] ,

NetCash [MeNe 93, NeMe 95] , Cybercash [East 95, ECBY 95] , STT [STT 95] and the 3KP variants of iKP [BGHH 95, LiTs 95, vHST 96] , SEPP [SEPP 95] and SET [SET 96] . 10 iKP is described in Se c tion 5 .

4.4 Anonymity of Buyer

Some payment systems provide buyer anonymityand untraceability. Both are consi d - ered use fulfor cash-like payments (say, up to 100 ECU), with the argument that real cash is also anon ymous and untraceable, and that buyers do not want to enable a third partyto trace alltheir everyday-payments, certainlynot the sellers (shops, publishers, etc.), but in some cases not even the banks.

While anonymity simplymeans that the buyer´s identityis not used in payments, u n - traceabil ity means that the buyer cannot be identified, and even that two different payments ofthe same buyer cannot be linked. Both properties hold with respect to the seller onlyor with respect to both seller and issuer/acquirer.

Allpayment systems could be made untraceable byoutsiders, byencrypting allflows between buyer and seller, and anonymous to seller byusing pseudonyms instead ofreal identi ties.

Some electronic payment systems are designed in a waywhich provides anonymityor even untraceabilitywith respect to the seller (e.g., iKP offers this as one option).

10 These are systems that somehowaim at real implementations. The protocol ideas themselves are much older:

[Long 83] alreadydescribes howto use digital signatures for payments.

[EvGY 83] did the same in an offline scenario (with ^electronic wallets~),

[Pfit 84] described anonymous accounts with digitallysigned transfer orders. Even the ideas for ecash are quite old

[Chau 83, Chau 89] . For earlysurveys see

[BüPf 89, PWP 90].

Electronic Payment Systems 11

Currentlythe onlypayment systems mentioned here that provide anonymityand u n - traceabil ityagainst seller and issuer/acquirer are ecash

[Chau 89] (on-line) and CAFE

(off-line, based on smartcards), both based on asymmetric cryptography(a specialform ofsignatures called blind signatures; for details see

[Chau 89, Bran 94] ).

NetCash

[MeNe 93, NeMe 95] and ACC

[LoMP 94] also provide anonymityand untrac e - ability, but based on the use oftrusted ^mixes~ [Chau 81] that change electronic money ofone representation into another representa tion, without revealing the relation. Ne i - ther ecash nor CAFE assume the existence ofsuch trusted third parties.

5 Internet Keyed Payment Protocol ˙ iKP

IBM´s Internet Keyed Payment Protocol( iKP ) is a prototype ofa credit-card based

Internet payment system. It was part of MasterCard´s SEPP proposal [SEPP 95] , and contributed to the joint MasterCard/VISA proposal SET [SET 96] .

iKP implements a cheque-like payment model(see Figure 2 ). The current specific a - tions cover credit-card payment systems only, but iKP can be easilyused to implement an electronic cheque system(e.g., the European eurocheque system). iKP does not support cash-like payment models (but IBM and Europay are jointlyinvestigating the possibilities ofan integration ofan electronic purse technologyand iKP ).

5.1 Introduction

In early1995 the iKP protocolwas designed bysecuritygroups at IBM Research in

Zurich and Yorktown. Technicallymanyprotocols that were proposed in 1994 and

1995 are verysimilar (e.g., iKP, CyberCash, Netscape´s Secure Courier , STT , SEPP,

SET ), but iKP is the most systematic proposal, and it was the first where alldesign considerations were published. Fromthe verybeginning it was primarilythought as a contr i bution to standardisation rather than as a proprietaryIBM technology.

iKP was designed in order

· to achieve a high levelofintegrityfor allparties involved, therebytaking the different risks and policies into account;

· to provide privacyofpayment data to the extend possible given that the exis t - ing credit-card modelshallnot be changed;

· to work with a minimumimpact on the existing financialsystem;

· to avoid conflict with US export regulations and other nationalpolicies on u s - age ofcryptography.

iKP supports what is required for secure payments, but

· it does not provide for negotiation ofpayment method, price, etc. ˙ but co n - tains a simple contract (^offer/order~) procedure;

· it does not provide for untraceabilityofpayments ˙ but it protects the buyer´s data fromthe seller, which is the best one can achieve given the requirement to build on top ofthe existing credit-card world;

· it does not provide means for secure deliveryofinformation or fair exchange of payment for receipt ˙ it provides receipts but does not enforce them.

Electronic Payment Systems 12 iKP was first published in [BGHH 95] , and in July1995 submitted to IETF as an Inte r - net draft

[LiTs 95] . Based on this Internet draft Mastercard´s proposal SEPP

[SEPP 95] was designed and Version 1.1 published in September, Version 1.2 in November 1995.

Thereafter VISA and Mastercard agreed on a common proposal, based on their exper i - ence with SEPP and STT [STT 96] . The result is called SET (Secure Electronic Tran s - action) and is stillbased on the design ideas and principles of iKP , although the details are quite different.

Based on [LiTs 95] and subsequent improvements and corrections, the IBM Zurich R e - search Lab is developing an iKP -prototype [vHST 96]. The following reviews the status ofthis prototype as ofJanuary1996.

This prototype willbe used in European trials in 1996 including the basic trials of

SEMPER [Waid 96] , although IBM has no plans to productize iKP. The committed timing ofthe trials makes it impossible to wait untilstandards like SET are consol i - dated without some limited d e ployment of iKP in the meantime.

5.2 Basic Settings iKP involves three parties, buyer, seller, and the seller´s acquirer, see Figure 4

Acquirer

Buyer

Seller

Aquirer

Gateway

Issuer via financial network

Figure 4 Basic Setting of iKP

Buyer and seller must have an alreadyestablished relation with the financialsystem, i.e., the buyer must have a credit card and the seller must have a contract with an a c - quirer that allows it to accept the buyer´s card. As a business requirement one should add that no additionalcontracts should be required in order to start electronic pa y - ments over the Internet.

The protocolemploys the usualcryptographic primitives. For message authentication iKP uses

· digitalsignatures;

Electronic Payment Systems 13

· plaintext-aware public-keyencryption

[BeRo 94] ofsecrets (like passphrases).

Plaintext-aware encryption is a mode ofoperation for a block encryption scheme that ensures message integrity, and is verifiablysecure under some reasonable assumptions.

In opposite to (properlyinitialised) digitalsignatures this method does not provide for non-repudiation.

For confidentiality, iKP uses two mechanisms:

· secret data that must be verified bythe recipient but need not be transmitted since alreadyknown to the peer, are hidden in a salted hash (e.g., a number N would be hidden in h(N, x) where x is a randomvalue known to sender and r e - cip i ent);

· plaintext-aware public-keyencryption.

iKP restricts encryption to those data that the acquirer must receive fromthe buyer in order to process the payment (e.g., credit card number, expiration date), and to those data that provide buyer authentication (like PINs or randomsalts used in hashes). The restriction is primarilydone because ofthe US export rules, but does not reduce the securityof iKP at all. 11

The algorithms and keysizes actuallyused bythe iKP -prototype are listed in Figure 5

(since iKP is implemented based on an abstract crypto-API, the algorithms can be r e - placed easily; e.g., instead ofMD5 SHA might be used). It also includes the data for certification author i ties, but certification is not specified by iKP .

Hash Encryption Signature

Algorithm MD5 RSA 12 RSA

Certif. Auth. none 1024 bit 13

Acquirer 768 bit 1024 bit

Seller none 14 1024 bit

Buyer none 1024 bit

Figure 5 Cryptographic algorithms and keys used in iKP

There are 3 basic variants of iKP : In 1KP, onlythe acquirer can digitallysign messages

(i.e., there is only1 partythat has a public key, namelythe acquirer). In 2KP, also the

11 In fact, if all parties can sign, and if the data used to identifythe buyer are not usable for payments without the buyer´s digital signature, one would not need anyencryption. The reason why iKP uses encryption even if the buyer can sign is that, as a business requirement, on the

Internet the same credit card data shall be used as in ordinarycommerce. And currentlythe plain credit card data are sufficient to initiate mail order/telephone order (MOTO) transactions. The buyer is not liable for such transactions, but nevertheless forged transactions cause a lot of trouble for the buyer and for the merchant who accepted such a transaction.

12 SET uses the same keysizes, but uses DES key-envelopes for encryption (i.e, first a DES keyis encrypted with RSA, and then the message with that DES key). In iKP, the data to be encrypted fit into a single block, and using DES would increase the implementation complexityand the political problems in countries like the USA or France.

13 SET specifies 2048 bit for the root CA. iKP uses a smaller modulus for implementation reasons only.

14 In SET the seller has an RSA keypair for encryption/decryption, with a modulus of lenght 768 bit. iKP does not support this. Non-payment data can be protected using protocols like SSL and

SHTTP , and in iKP no payment data need to be encrypted towards the seller.

Electronic Payment Systems 14 seller can sign (now there are 2 owners ofpublic keys). And finallyin 3KP, also the buyer can sign (3 owners ofpublic keys). 15

The iKP -prototype as wellas SET

[SET 96] support 2KP and 3KP only. The main re a - son is that 1KP does not allow effective seller authentication.

5.3 M essage Flows

Figure 6 shows the message flows of2KP and 3KP.

Buyer Seller Aquirer Gateway

1. Initiate

2. Invoice

3. Payment 4. Auth. Req.

6. Ack. 5. Auth. Resp.

7. Clear. Req.

8. Clear. Resp.

A. Inquiry

B. Status

Figure 6 iKP message flows

Before the first flow, buyer and seller must have agreed on a common transaction context:

· The amount (incl. currency) to be paid. Within iKP the amount is never tran s - mitted in the clear.

· A description ofthe transaction to which the payment willbe linked, e.g., a d e - scription ofgoods or services, ofexternalnames ofbuyer and seller, ofa deli v - eryaddress, etc. This field is hidden fromthe acquirer bymeans ofa salted hash

(i.e., the acquirer sees hash(desc, salt

B ) only).

The semantics ofthe iKP messages are almost obvious fromtheir names:

1. Initiate contains the buyer´s identity(which is a one-time identityfor privacyre a - sons, computed as a salted hash ofthe buyer´s account number), the identifier of

15 Initially, iKP was an abbreviation for i-key payment protocol, with i = 1, 2, 3. But marketing required a reinterpretation of the name.

Electronic Payment Systems 15 the brand name, and the transaction identifier used bythe buyer (which is assumed to require no confidentialityprotection).

2. Invoice is the seller´s offer to the buyer. It contains the merchant´s identityand transaction identifier, current date, an expiration date, and the acquirer´s certif i - cates.

These data, the buyer ´s one-time identityfrom initiate , amount and a hash of d e - scription are those data buyer, seller, and acquirer have to agree on for the pa y - ment. Therefore the record ofthese data is called common . Invoice contains a hash of common computed bythe seller which allows the buyer to check whether seller and buyer agree on them. 16

In 1KP, invoice would not be authenticated: It is easyto cause a lot ofconfusion and dissatisfaction bysetting up a completelyfake shop on the Internet, asking for payments. Ofcourse, a non-existing seller could never clear these payments, i.e., there would be no direct financialbenefit in this attack. Also the financialdata like credit card numbers would not be revealed to the adversary, i.e., one cannot use the data received for attacks in the physical marketplace. 1KP is neither included in

SET nor in the iKP -prototype.

In 2KP and 3KP invoice is signed, and includes the seller´s certificates. In this case invoice can be interpreted as an offer (as specified in description ) that is valid for some time, and payment can be interpreted as an order , both together as a co n - tract. But the legalinterpr e tation ofthese digitalsignatures is out ofscope of iKP .

Initiate and invoice can be omitted in order to support email-order scenarios where buyer and seller are not communicating in real-time. In this case the seller´s data required for constructing payment might come froma catalogue, CD-ROM, etc.

3. Payment contains the actualpayment data corresponding to a paper credit-card slip

(or cheque) in the physicalworld.

Data that must not be revealed to the seller are encrypted with the acquirer´s public key, namely credit card number and expiration date, the secret salt used in the construction ofthe one-time identityin initiate , and optionallyauthentication data for the buyer, e.g., a PIN or passphrase. Additionallyit contains amount , a hash of description , and a hash of common computed bythe buyer (which must be equalto the one computed bythe seller in invoice , ofcourse). This encrypted field is called slip . 17

In 3KP, payment is signed and includes the buyer´s certificate. For privacyreasons this certificate includes the buyer´s data (credit card number, expiration date) only as salted hash. The actualdata and the salt are included in the encrypted slip 18 .

The seller is able to check the certificate and the signature, but not the contents of the e n crypted slip which finallydetermine the validityofthe payment.

16 SET uses a similar concept, called dual signature , which is adopted from STT

[STT 95] .

17 In SET seller´s that need to knowthe exact payment data will receive the decrypted slip later from the acquirer gateway. The seller´s certificate determines whether a seller can choose this option or not. iKP does not support this.

18 Note that two independentlychosen salts are used for salting the buyer´s identityin initiate and for salting the buyer´s identityin the certificate.

Electronic Payment Systems 16

In 2KP payment is authenticated onlybymeans ofthe secret parts ofthe slip , pr o - vided it includes a PIN, and is therefore not di s putable. See also Section 5.4 .

4. Authorisation-request is the message bywhich the seller asks the acquirer to authorise the payment. Authorisation provides the seller a guarantee that the buyer´s credit is sufficient. The actualtransfer ofmoneyis initiated by clearingrequest , but optionally, authorisation and clearing can be combined (in which case

(6) and (7) are not present).

Authorisation-request is a combination of invoice and payment . The acquirer can compile common after having decrypted slip , and can check whether allparties agree on common bycomparing the hash values in slip (computed bythe buyer), invoice (computed bythe seller) and the value computed bythe acquirer gateway itself. Implicitlythis includes a check whether buyer and seller agree on the hash of description , i.e., on description itself, without revealing description to the a c - quirer.

The acquirer gatewayor the financialnetwork is respo nsible for replay-detection of authorisation-request.

5. Authorisation-response is the acquirer´s answer to authorisation-request . It is signed.

6. Acknowledgement is the seller´s optionaland signed receipt for the buyer 19 . A positive acknowledgement ( confirm ) is sent after successfulauthorisation. Optio n - allyit can contain the acquirer´s authorisation-response message. A negative a c - knowledgement ( cancel ) indicates that the payment cannot or willnot be autho r - ised/cleared. Note that iKP does not enforce an a c knowledgement.

7. Clearing-request is the message bywhich the seller asks the acquirer to actually performthe payment, and refers to a previous authorisation-response . The amount to be cleared can be different fromthe amount authorized.

Clearing-request is signed bythe merchant.

The acquirer gatewayor the financialnetwork is responsible for replay-detection. 20

The issuer is responsible for checking the cleared amount (in relation to the amount specified bythe buyer´s slip and the amount previouslyauthorised).

8. Clearing-response is the acquirer´s answer to clearing-request . It is signed.

A/B. Inquiry / Status are plain messages that allow the buyer to ask the seller about the status ofthe payment. In case inquiry is received after acknowledgement was sent, acknowledgement is repeated.

For a complete description see [vHST 96].

19 This is done indirectly: the signed invoice includes hashes of a secret values V accept and V cancel ., and in confirm and cancel V accept or V cancel , resp., is given to the buyer as a ^signature.~

20 Actually^replays~ are used to split the clearing of a single payment into parts. For instance, if not all goods are available, the merchant might create a clearing-request onlyfor a part of the amount now, and might create a clearing-request for the full amount later, as soon as the goods are shipped.

Electronic Payment Systems 17

5.4 2KP vs. 3KP

The differences between 2KP and 3KP are obvious:

· In 3KP the buyer is responsible onlyfor payment orders that are signed bythe buyer, which is supposed to be impossible for anybodyelse, including the pa y - ment system.

· In 2KP with secret passphrase in slip , the acquirer can easilyforge payment o r - ders, and there is no wayto prove this. It is stillsecure against outsiders, even for relativelyshort passphrases (like PINs) since dictionaryattacks are not po s - sible.

· In 2KP without secret anybodywho knows the payment data can forge pa y - ments (which is stillslightlybetter than in today´s mail-order/telephone orders since the seller does not receive the payment data).

SEPP and SET specify2KP and 3KP. For severalreasons the initial SET systems might use 2KP only(with or without secret PINs):

· Bydefining the business rules appropriately(like in MOTO transactions) nonrepudiable proofs ofthe buyer´s authorisation are not required. (There is, of course, always the problemthat acquirers and issuers do not necessarilyhandle actualdisputes in favour ofthe buyers, even iftheyare not liable according to the rules.)

· The costs for certifying allbuyers are extremelyhigh, and building a global public-keyinfrastructure ofthis size is not wellunderstood yet.

· The risk ofcompromise ofa secret signature keyor ofthe signature program stored on an insecure PC ofa buyer is considered as too high. This possibility would almost destroythe legalbinding ofdigitalsignatures, i.e., for 3KP one needs secure wallets for the buyer to guarantee true security.

5.5 Certificates iKP assumes a certificate infrastructure but does not dictate which one. The iKP - prototype has an interface to a certification manager, i.e., it is independent ofhow e x - actlycertificates look like and are managed. The actualcertification management sy s - temused in the prototype is a non-standard solution that is designed to work in a trial env i ronment.

5.6 Security

5.6.1 Integrity

Figure 7 summarises the integrityproperties of3KP and 2KP with shared secret

(2KP + ) and 2KP without shared secret (2KP - ). An entryin Row X , Column Y describes how the authorisation byParty Y is proven towards Party X . A proofofauthorisation is called ^disputable~ ifa third partylike a court can verifythat proof, i.e., ifit provides non-repudiation.

Electronic Payment Systems 18

Bank Buyer Seller

1. Payment 2. Authorisation/

Clearing R e quest

Bank

2KP - : No proof, but sa n - ity checking.

2KP + : Non-disputable proof via encrypted shared secret (PIN) in slip .

3KP : Disputable proof via signed slip. Encry p - tion is done to protect credit card data only.

Disputable proof:

auth-request / clearrequest are signed by seller.

3. Notification 4. Invoice / Confirm

Buyer

Out-band notification in credit card statement.

Note that this is not part of iKP , but required for f i - nal authorisation in 2KP - !

Disputable proof, but not enforced:

invoice / ack. are signed by seller. There is no mechanism to enforce ack .

7. Authorisation/

Clearing Response

8. Payment

Seller

Disputable proof:

All responses are signed by acquirer.

Not required.

In 3KP, seller can verify signature in payment which can be interpreted as part of a contract.

Figure 7 Integrity Properties of iKP : Each entry shows how a payment is authorized by the party listed in the top row towards the party listed in the left column. The entry title shows which message transports the author i sation.

The essentialrelations in Figure 7 are (1) and (7). In case of2KP - Relation (3) is also essentialsince the buyer cannot securelyauthorise the payment in (1), i.e., theymust activelydenyanyunauthorized payment in (3).

Relation (2) is nice to have since it prevents simple attacks that would cause a lot of confusion, but it is not essential.

The ^invoice~ part ofRelation (4) is considered essentialas well. Without the signed invoice the buyer cannot know whether theyare paying to the intended recipient, or, e.g., to someone who has replaced the seller´s data. Similarlythere would be no di s - putable link between the payment and description . It is arguable whether this is a nat u - ralpart ofa payment system, or whether it should be rather part ofthe negotiations that must happen before a payment. But it is important that it is done somewhere. This seller authentication and implicit contract signing procedure is the main reason why iKP considers the seller´s signatures as mandatory.

In 3KP, Relation (8) enables sellers to verifythat the payment is initiated byan existing buyer. For smallamounts this might be a sufficient argument for the seller to performa service at their own risk, i.e., without immediatelysending authorisation-request to the a c quirer.

Electronic Payment Systems 19

5.6.2 Confidentiality iKP ensures that acquirer and seller receive onlythose buyer data theyactuallyneed in order to performthe required credit card transaction. The acquirer receives allpayment data, but not description . The seller does not receive the buyer´s credit card details (in contrast to the situation in conventionalcredit card payments) 21 .

In 2KP payments are not linkable bysellers ( invoice includes a one-time identity only). 22 In 3KP the buyer´s certificate is visible to the seller, and the same for allpa y - ments, i.e., here payments are linkable. Since the seller does not need to check the buyer´s signature one could prevent this byencrypting the certificate under the a c - quirer´s public key, but iKP does not support this.

iKP does not provide anyanonymityagainst the payment system.

5.7 Status of the iKP -Prototype

The iKP -prototype willbe readybyearly1996. It willbe used in severalEuropean tr i - als. The architecture is shown in Figure 1 . The Payment API is independent of iKP and could be used also for later standard-based products.

BSAFE Crypto Toolkit

iKP Library

iKP Transaction Layer

Payment API

Crypto API

Figure 8 Architecture of the iKP -Prototype

The iKP- prototype consists oftwo main components:

· The iKP Library is a relativelyshort C-programthat evaluates and/or computes all iKP messages. Allrequired cryptographic operations are performed by

RSA´s BSAFE toolkit. The crypto API is specific for iKP (which would allow to r e place BSAFE byanother crypto libraryifnecessary).

· The iKP Transaction Layer (written in C++) manages payment transactions, i.e., keeps state, retransmits messages ifnecessary, etc. 23

The communication module is responsible for sending and receiving the iKP messages

(the prototype willsupport communication via http and mail ). The certification mo d -

21 In SET a seller might receive these details, see FN 17 .

22 Of course, in most cases the seller will be able to link payments bylooking at the context, like the buyer´s address. In order to prevent this linkabilityone would have to use techniques like anonymous remailers or mixes

[Chau 81, GüTs 95]. 23 The prototype does not use a standard transfer syntax or encoding for messages (unlike SET which uses ASN.1).

Electronic Payment Systems 20 ule handles the user´s certificates (the prototype willsupport onlya non-standard ce r - tificate format, i.e., not X509 ).

The prototype is being implemented for AIX and Windows 3.1 , and ^exportable,~ i.e.,

IBM received an export permit fromthe US government.

5.8 Extensions of iKP

An extension of iKP for micropayments is described in [HaSW 95] . Basicallyit is an a p - plication ofthe scheme used by CAFE for phone ticks [Pede 95]. The idea is to replace the amount in payment bya field containing ( n , f n ( x ), u ), where n is a number, f is a fixed one-wayfunction, x is a value randomlyand secretlychosen for that payment, and a u is an amount. Micropayments are done byrevealing successively f n -1

( x ), f n -2

( x ),

..., x , wherebyeach value is worth 1 unit ofmoneyas specified by u . The iKP - prototype does not include this e x tension.

6 Standardisation

The European Standardisation Organisation, CEN , as wellas Europay, MasterCard,

VISA (for that purpose known as EMV ) are working on standards for smartcard-based electronic payment systems. While the CEN standard on an Intersector Electronic

Purse alreadyexists, the current EMV specifications

[EMV 95] do not include electronic purse functions. No standardisation efforts towards an untraceable offline payment systemexist.

Two initiallycompeting proposals, STT and SEPP , for standards for credit-card pa y - ment schemes were published by VISA [STT 95] and Mastercard [SEPP 95] , respe c - tively, and recentlymerged into a common proposal, called SET ˙ Secure Electronic

Transaction [SET 96] . First prototypes of SET toolkits alreadyexist, and products are expected to be available before the end of1996. SET was designed byGTE, IBM, M i - crosoft, Netscape, SAIC, Terisa and Verisign, and it is based on the same design ideas and principles as iKP (like STT and SEPP ). It is not known yet whether allother credit card companies willadopt SET as their payment system.

During the last months severalproposals for credit-card payment systems were su b - mitted to the Internet Engineering Task Force ( IETF ), namely FirstVirtual, Cybe r -

Cash, and iKP , and a working group on electronic payment systems was established in

December 1995. But as a result ofjoint statements by MasterCard and VISA , the IETF working group works on negotiation and encoding (transport) ofpayment protocols only, rather than on the protocols themselves. A first step in this direction was [EaBo

95] . CommerceNet and the W3 Consortium started a joint project supporting this IETF work.

Currently, the discussions around SET dominate the stage of Internet payment systems.

But there is a paralleldemand for internationalstandards on electronic cash-like pa y - ment schemes and schemes for m i cropayments.

Electronic Payment Systems 21

7 Summary

This high-leveloverview should have made clear that the technologythat is necessary for secure electronic Internet payment systems alreadyexists. Achieving securityfor all parties, inclu sive pe r fect untraceabilityfor the buyer, is possible.

The question ^Which payment systemwillbe used on the Internet?~ willnot have a single answer. Severalpayment systems willc o exist:

· Micro-payments (less than 1 ECU), low-value payments (1-100 ECU) and highvalue pay ments have significantlydifferent security and cost requirements.

Possibly, high values willbe transferred using non-anonymous, on-line payment sys tems based on asymmetric cryptography, implementing a cheque-like or creditcard-like (e.g., SET ) payment model. As soon as smartcard readers are available at

PCs and workstations, smallamounts might be paid using pre-paid off-line payment systems that provide a certain degree ofuntraceability(like realcash).

· Payment systems with and without tamper-resistant hardware at the buyer willc o - exist for some time. Ultimately, payment systems based on smartcards and ele c - tronic wallets (hav ing secure access to some displayand keyboard, and commun i - cating with the buyer´s terminalvia an infrared interface) willbecome dominant, since theyclearlyprovide better securityand enable the buyer to use untrusted te r - minals without e n dangering security.

· Maybe a few almost equivalent payment systems willcoexist for the same areas of application (i.e., payment modeland maximumamounts). The reasons are various

^cul tural~ differences in the business and payment processes (e.g., between the

U.S. and Europe), nationalsecurityconsiderations that might disable some sol u - tions in some coun tries, and competition between payment systemproviders.

8 References

For a collection ofWWW pointers see

<http://www.zurich.ibm.ch/Technology/Security/sirene/outsideworld/ecommerce.html> .

Ande 94 R. Anderson: Why Cryptosystems Fails; Communications of the ACM 37/11 (1994)

32-41. <ftp://ftp.cl.cam.ac.uk/users/rja14/wcf.ps.Z>

APAW 96 J. Abad Peiro, N. Asokan, M. Waidner: Payment Manager ˙ Overview; IBM Zurich

Research Lab, 21 Mar 1996; SEMPER ActivityPaper 212ZR054.

<http://semper.zurich.ibm.com/info/>

BBCM 94 J.-P. Boly, A. Bosselaers, R. Cramer, R. Michelsen, S. Mjølsnes, F. Muller, T. Pede r - sen, B. Pfitzmann, P. de Rooij, B. Schoenmakers, M. Schunter, L. Vallée, M. Waidner:

The ESPRIT Project CAFE - High Security Digital Payment Systems; ESORICS

’94, LNCS 875, Springer-Verlag, Berlin 1994, 217-230.

<http://www.zurich.ibm.com/Technology/Security/sirene/publ/BBCM1_94CafeEsorics.ps.gz>

BeMe 92 S. Bellovin, M. Merritt: Encrypted Key Exchange: Password-based Protocols Secure

Against Dictionary Attacks; IEEE Symposium on Research in Securityand Privacy,

May1992.

BeRo 94 M. Bellare, P. Rogaway: Optimal Asymmetric Encryption; Pre-proceeding of Eur o - crypt ’94, May9-12, 1994, Universityof Perugia, Italy103-113.

Electronic Payment Systems 22

BGHH95 M. Bellare, J. A. Ga ray, R. Hauser, A. Herzberg, H. Krawczyk, M. Steiner, G. Tsudik,

M. Waidner: iKP ˙ A Family of Secure Electronic Payment Protocols; Usenix 1995.

<http://www.zurich.ibm.ch/Technology/Security/publications/1995/ikp.ps.gz>

BLSS 95 J. Benaloh, B. Lampson, D. Simon, T. Spies, B. Yee: The Private Communication

Technology Protocol; Microsoft, Internet Draft, October 1995.

Bore 95 N. Borenstein et.al. (First Virtual): Perils and Pitfalls of Practical CyberCommerce -

The Lessons of First Virtual´s First Year; Frontiers in Electronic Commerce, Austin,

Texas, October 1995.

Bran 94 S. Brands: Untraceable Off-line Cash in Wallet with Observers; Crypto ’93, LNCS

773, Springer-Verlag, Berlin 1994,302-318.

BüPf 89 H. Bürk, A. Pfitzmann: Digital Payment Systems Enabling Security and Unobser v - ability; Computers & Security8/5 (1989) 399-416.

<http://www.zurich.ibm.com/Technology/Security/sirene/publ/BuePf_89.ps.gz>

CaPS 94 J. L. Camenisch, J.-M. Piveteau, M. A. Stadler: An Efficient Electronic Payment Sy s - tem Pro tecting Privacy; ESORICS 94, Brighton, November 1994.

Chau 81 D. Chaum: Untraceable Electronic Mail, Return Addresses, and Digital Pseud o - nyms; Communications of the ACM 24/2 (1981) 84-88.

Chau 83 D. Chaum: Blind Signature System; Crypto ’83, Plenum Press, NewYork 1984, 153.

Chau 89 D. Chaum: Privacy Protected Payments ˙ Unconditional Payer and/or Payee U n - traceability; SMART CARD 2000, North-Holland, Amsterdam 1989, 69-93.

Duka 92 S. Dukach: SNPP: A Simple Network Payment Protocol; Computer SecurityApplic a - tions Conference,1992.

East 95 D. E. Eastlake: An Application Level Internet Payment Syntax; CyberCash, Internet

Draft, July1995.

EaBo 95 D. E. Eastlake, B. Boesch: Universal Payment Preamble; CyberCash, Internet Draft,

November 1995.

ECBY 95 D. E. Eastlake, B. Boesch, S. Crocker, M. Yesil: CyberCash Credit Card Protocol

Version 0.8; CyberCash, Internet Draft, October 1995.

EMV 95 Integrated Circuit Card Specifications for Payment Systems; Europay/MasterCard/

VISA, October 1994/June 1995.

EvGY 83 S. Even, O. Goldreich, Y. Yacobi: Electronic wallet; Crypto ’83, Plenum Press, New

York 1984, 383-386.

GSPT 95 D. K. Gifford, L. C. Stewart, A. C. Payne, G. W. Treese: Payment Switches for Open

Networks; IEEE COMPCON, March 95.

GüTs 96 C. Gülcü, G. Tsudik: Mixing Email with B

ABEL ; 1996 Symp. on Network and Distri b - uted System Security, Feb. 1996, San Diego, California.

<http://www/Technology/Security/publications/1995/gt95.ps>

GuUQ 92 L. Guillou, M. Ugon, J.-J. Quisquater: The Smart Card: A Standardized Security

Device Dedicated to Public Cryptology; in: Gustavus J. Simmons: Contemporary

Cryptology˘ The Science of Information Integrity; IEEE Press, Hoes Lane 1992, 561-

613.

HaSW 95 R. Hauser, M. Steiner, M. Waidner: Micro-Payments based on iKP; IBM Zurich R e - search, October 1995. IBM Research Report RZ 2791; to be presented at SECURICOM

96, Paris 1996.

<http://www.zurich.ibm.ch/Technology/Security/publications/1996/HSW96.ps.gz>

HiEl 95 K. Hickman, Taher ElGamal: The SSL Protocol; Netscape, Internet Draft, June 1995.

JaWa 95 P. Janson, M. Waidner: Electronic Payment over Open Networks; SI Informatik /

Informatique 3 (1995) 10-15.

<http://www/Technology/Security/publications/1995/JaWa95.dir/JaWa95e.html>

Electronic Payment Systems 23

LiTs 95 M. Linehan, G. Tsudik: Internet Keyed Payment Protocol (iKP); IBM, Internet Draft,

July1995. <http://www.zurich.ibm.com/Technology/Security/extern/ecommerce/drafttsudik-ikp-00.txt>

LoMP 94 S. H. Low, N. F. Maxemchuk, S. Paul: Anonymous Credit Cards; 2nd ACM Confe r - ence on Computer and Commun i cation Security, Fairfax 1994.

Long 83 L. Longpre: The use of public-key cryptography for signing checks; Crypto 82, Pl e - num Press, NewYork 1983, 187-197.

LoMP 94 S. H. Low, N. F. Maxemchuk, S. Paul: Anonymous Credit Cards; 2nd ACM Confe r - ence on Computer and Communication Security, Fairfax 1994.

Mana 95 M. Manassee: Design considerations for lightweight payment protocols. Usenix 95.

MeNe 93 G. Medvinsky, C. Neumann: NetCash: A design for practical electronic currency on the Internet; 1st ACM Conference on Computer and Communications Security, acm

Press, NewYork 1993, 102-106.

NeMe 95 C. Neuman, G. Medvinsky: Requirements for Network Payment: The NetCheque TM

Perspec tive; IEEE COMPCON, March 95.

Neum 95 C. Neuman: Security, Payment, and Privacy for Network Commerce; IEEE Journal on Selected Areas of Communications 13/8 (1995) 1523-1531.

Pede 95 T. Pedersen: Electronic payments of small amounts; Technical Report, Aarhus Un i - versity, Computer Science Department, August 1995.

Pfit 84 A. Pfitzmann: A switched/broadcast ISDN to decrease user observability; 1984 I n - ternational Zurich Seminar on Digital Communications, etc., IEEE 1994, 183-190.

PPSW 95 A. Pfitzmann, B. Pfitzmann, M. Schunter, M. Waidner: Mobile User Devices and Sec u - rity Modules: Design for Trustworthiness; IBM Research Report RZ 2784, 1996.

<http://www.zurich.ibm.ch/Technology/Security/publications/1996/PPSW96.ps.gz>

PWP 90 B. Pfitzmann, M. Waidner, A. Pfitzmann : Rechtssicherheit trotz Anonymität in offenen digitalen Systemen; Datenschutz und Datensicherung DuD 14/5-6 (1990) 243-

253, 305-315.

<http://www.zurich.ibm.ch/Technology/Security/sirene/publ/PWP_90anonyZsys.ps.gz>

ReSc 95 E. Rescorla, A. Schiffman: The Secure HyperText Transfer Protocol; Enterprise I n - tegration Technologies, Internet Draft, July1995.<http://www.commerce.net/cgibin/textit?/information/standards/drafts/draft-ietf-wts-shttp-00.txt>

RiSh 95 R. Rivest, A. Shamir: PayWord and MicroMint; MIT / Weizmann November 1995.

Rolf 94 R. Rolfe: Here Comes Electronic Cash; Credit Card Management Europe, Jan u - ary/February1994, 16-20.

Schn 95 B. Schneier: Ap plied Cryptography; John Wiley& Sons, 1994, 1995.

Seel 95 G. Seel: Electronic Payments Design Considerations; FSTC Electronic Commerce

Project 1995.

SEPP 95 Cybercash, GTE, IBM, MasterCard, Netscape: Secure Electronic Payment Protocol;

MasterCard, November 3, 1995, Version 1.2.

SET 96 Mastercard, VISA: Secure Electronic Transactions; Draft, February23, 1996.

<http://www.mastercard.com/set/set.htm>

SiTy95 M. Sirbu, J. D. Tygar: NetBill: An Internet Commerce System; IEEE COMPCON,

March 95.

SSBR 95 L. H. Stein, E. A. Stefferud, N. S. Borenstein, M. T. Rose: The Green Commerce

Model; First Virtual Holding Inc., Internet Draft, May1995.

STT 95 VISA, Microsoft: Secure Transaction Technology Specifications; VISA International,

September 26, 1995, Version 1.0.

vHST 96 E. van Herreweghen, M. Steiner, G. Tsudik: Zurich iKP Prototype (ZIP); IBM Zurich

Research; 1996.

<http://www/Technology/Security/extern/ecommerce/iKP_references.html>

Electronic Payment Systems 24

Waid 96 M. Waidner: Development of a Secure Electronic Marketplace for Europe; IBM Z u - rich Research Lab, 19 Feb 1996; SEMPER ActivityPaper 431ZR056.

<http://semper.zurich.ibm.com/info/ >