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Fair Exchan ge in SEMPER

Secure Transfer Transactions

Fair Exchan ge Transactions

Payments … Documents

This Talk

The SEMPER Model:

The SEMPER Framework:

This Talk

Transfer and Fair Exchan ge Layer

Payment
Payment Receipt

Buyer Seller
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Fair Exchan ge: Definition and Goals

I give: sign B(C)
I want:  Signature of Seller

under contract C

sign B(C)sign S(C)

Buyer Seller

failedfailed

OR

If " give=want":

Else:

Fair Exchan ge
Transaction

I give: sign S(C)
I want:  Signature of Buyer

under contract C

❏ Why not use two Transfers?
◆ "Instant" Fairness.
◆Costs of "le gal fairness" hi gher.
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Examples & Goals

❏ More Instances of Fair Exchan ge
◆Deliver y of valueable data: si gnature for data.
◆Fair purchase: data for pa yment.
◆Payment for receipt: pa yment for data.
◆Contract si gnin g: si gnature for si gnature.

❏ Fair Exchan ge outside SEMPER:
◆Protocols for particular instances,

i.e., dependent from goods to be exchan ged
◆ Inline TP: Limited efficienc y and unlimited trust in TP

❏ Goals
◆Transfer-based Fair Exchan ge,

i.e.,independence from goods
◆Optimistic TP: Efficient and limited trust
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Example Protocol: Optimistic Contract Si gnin g

sign B(C)

Buyer Seller

Agreement

sign S(C)Exchan ge

m1= sign B("Let's sign": C)

m2= sign S("I agree", m 1)

continue?continue?

ok?ok?
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Example: Recovery with TP

sign T(A)

Buyer Seller

Third Party

m1= sign B("Let's sign": C)

sign B(C)

Agreement

sign S(C)

m2= sign S(m1)

Exchan ge

Recover y sign B(C)

A:=(m1, m2)

sign B(C)
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Exchan ge-Enablin g Properties of Si gnatures

Buyer Seller

Third Party

sign B(C)

sign B(C)

sign T(A)

Observable Transfer
◆ TP can observe  status of
Transfer

Generateable  Transfer
◆ TP can redo  the Transfer

Revocable Transfer
◆ TP can undo  the Transfer

Transfer

Recover y:
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Exchan ge-Enablin g Properties: More Examples

❏ Observability
◆  Messages: Forward.
◆  e-cash: Verif y and forward.
◆  Signatures: Verif y and forward.

❏ Generatability
◆  Signatures: A greement authorizes TP to si gns on behalf.
◆  e-cash: A greement contains encr ypted coin

"verifiable encr yption"

❏ Revocability
◆Credit-card pa yments: Enable TP to revoke pa yment.
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The Fair Exchan ge Framework – Overview

Generatable
Transfer

Revocable
Transfer

Observable
Transfer

❏ Transfer La yer provides
Transfers with Exchan ge-
enablin g Properties

Fair Exchan ge Services

Secure Transfer
Services

❏  Fair Exchan ge protocols
use the properties to
guarantee fairness
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The Fair Exchan ge Framework – Transfers of Goods

Transfer Transactions:

◆ Any transfer ma y provide an y subset of the properties
◆ If a transfer does not provide an y propert y, it cannot be exchan ged
◆ Properties of transfers ma y depend on the goods to be transferred:

dynamic ne gotiation

Transfer Transaction
gen revobs

Payment transfers
(Payment Block)

ecash
transfer

SET
transfer

revobs

Document transfers
(Statement Block)

signature
transfer

obsgen
container
transfer

gen revobs

Generic transfers
(Transfer Block)
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Usin g Transfers

❏  User's Point of View

gen

 Transfer 
Transaction
(receivin g)

 Transfer 
Transaction

(sendin g)

Sender Recipient

protocol

Sender:

1. Ask the item to be sent for an 
appropriate transfer transaction.

2. Start it.

Recipient:

1. Instantiate a generic receiver.

2. Start it.

3. Retrieve received item.
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The Fair Exchan ge Framework – Exchan ges

Fair Exchan ge
Layer: Fair Exchan ge Transaction

Protocol
Plug-In:

"observable
+ generatable"

Protocol
Plug-In:

"observable
+ revocable"…

Transfer Transaction
gen revobs

obsgen obs rev

Secure Transfer
Layer:
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Usin g Fair Exchan ges

Both:
1. Instantiate fair exchan ge transaction

 2. Input item to be sent
 3. Input description of item to be expected
 4. Start it
 5. Retrieve the result ("failed" or received items)

Exchan ge
Transaction

Buyer Seller

exchange protocol
 Exchan ge

Transaction

❏  User's Point of View
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The Fair Exchan ge Framework in Action

Fair Exchan ge Transaction

Exchan ge 
Protocol Plu g-in

1. Exchange Transaction
instantiates transfers
(sender+receiver)

2. Transfer Transactions
negotiate enabled
properties

3. Exchange Transactions
negotiate  protocol

4. Selected protocol  runs.

gen

gen

rev

obs

revobsgen

obs

Activities for
Fair Exchan ge:

 Transfer 
Transaction
(receivin g)

gen

 Transfer 
Transaction

(sendin g)
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The SEMPER Framework for Fair Exchan ge

Conclusion

❏  Guaranteed Fairness

❏  Open and Extensible

❏   Enables Efficient Optimistic Protocols:
TP only needed in case of failure


